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Abstract

Wireless ad-hoc networks have recently gained Bogmt research attention due to their vast
potential of applications in numerous fields. Mutip routing is a significantly important aspect
which determines, to a large extend, the overatfopmance of the network. A number of
routing protocols have been proposed for routingvireless ad-hoc networks with focus on
optimizing different aspects of the network routifidpis report focuses on studying two popular
protocols for wireless networks: Ad-hoc On Demandtéhce Vector (AODV) and Optimized
Link-State Routing (OLSR). The two protocols belong different classes of routing
categorization. AODV is a popular on-demand (re&gtrouting protocol whereas the OLSR is a
popular link-state based proactive routing protoddie technical aspects of the two protocols
shall be studied while highlighting the differenclbstween the two and simulation based
performance comparison of the two protocols shellchrried out under varying traffic and

network conditions using the Network Simulator.

Keyword: Wireless Ad-hoc network, routing protocol, Netkw@&imulator.
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CHAPTER 1

Introduction

1.1 Objective

Mobile ad-hoc networks are very popular type ofwweks which have a great variety of
application in various fields. Due to the versatibf the network configuration topology and the
need for faster and secure communication leaveliadenging job to provide reliant and secure
routing protocol. So mobile Ad-hoc networks areenftmore vulnerable than other type of
networks .the overall performance of a mobile ad-hetwork depends on the routing protocol.
The main objective of this paper is to study twffedent type of routing protocols: Ad-hoc On
Demand Distance Vector (AODV) and Optimized Linli®t Routing (OLSR), observing their
role and performance in a network and compare hesiformances. For this purpose, we have

performed some computer aided simulation.

1.2 MANETS

A mobile ad hoc network (MANET) is generally defthas a network that has many free or
autonomous nodes, often composed of mobile dewicegher mobile pieces that can arrange
themselves in various ways and operate withouttsiop-down network administration. There
are many different types of setups that could bleddANETs and the potential for this sort of

network is still being studied.

apvan!
Va7,
e

Figure 1.1: Ad-hoc Routing
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1.2.1Typesof MANETS

* Vehicular ad hoc Networks (VANETS):VANTES are used for communication between
vehicles and roadside equipment. Intelligent velaicad hoc networks (INVANETS) are
a kind of artificial intelligence that helps veldslto behave in intelligent manners during
vehicle-to-vehicle collisions, accidents.

 Smart Phone ad hoc Networks (SPANs): SPANS leverage the existing hardware
(primarily Bluetooth and Wi-Fi) in commercially alable smart phones to create peer-
to-peer networks without relying on cellular carmetworks, wireless access points, or
traditional network infrastructure. SPANs diffeoifn traditional hub and spoke networks,
such as Wi-Fi Direct, in that they support multpheelays and there is no notion of a

group leader so peers can join and leave at WiHhaut destroying the network.

* Internet Based Mobile ad hoc Networks (IMANETS): IMANETS are ad hoc networks
that link mobile nodes and fixed Internet-gatewades. For example, multiple sub-
MANETs may be connected in a classic Hub-Spoke \tBNreate a geographically
distributed MANET. In such type of networks nornaal hoc routing algorithms don't
apply directly. One implementation of this is Psteint System's CloudRelay.

1.2.2 Initial Configuration M echanisms

In stateful solutions, addresses are assigned éyn#iwork; therefore the network should

maintain the status information of addresses thae been assigned and/or released.

In stateless solutions, the addresses are asdiyn same node that enters the MANET. This
node should run a test for duplicate address detedDAD) in order to determine the

uniqueness of the assigned address.

The hybrid solutions combine aspects of both previdypes of solutions to improve the

scalability and reliability of auto-configurationachanisms.

Department of Electrical and Electronic EngineeriBgst West University 13
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1.2.3 MANETs Characteristics

» Distributed Operation: There is no background network for the centraltrarof the
network operations; the control of the networkisgributed among the nodes. The nodes
involved in a MANET should cooperate with each otla&d communicate among
themselves and each node acts as a relay as néedwglement specific functions such
as routing and security.

e Multi-hop Routing: When a node tries to send information to otheresoghich is out
of its communication range, the packet should bedoded via one or more intermediate
nodes.

e Autonomous Terminal: In MANET, each mobile node is an independent nedgch
could function as both a host and a router.

* Dynamic Topology: Nodes are free to move arbitrarily with differeapeeds; thus, the
network topology may change randomly and at unptalie time. The nodes in the
MANET dynamically establish routing among themsslvas they travel around,
establishing their own network.

e Light-Weight Terminals: In maximum cases, the nodes at MANET are mobild wi
less CPU capability, low power storage and smalhory size.

e Shared Physical Medium: The wireless communication medium is accessiblany
entity with the appropriate equipment and adeqregeurces. Accordingly, access to the

channel cannot be restricted.
1.2.4 Advantages of MANETS
The advantages of an Ad-Hoc network include thiofahg:
» They provide access to information and serviegaurdless of geographic position.

* Independent from central network administrati8alf-configuring network, nodes are also act

as routers. Less expensive as compared to wirgbriet
» Scalable—accommodates the addition of more nodes.

» Improved Flexibility.

Department of Electrical and Electronic EngineeriBgst West University 14
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* Robust due to decentralize administration.

» The network can be set up at any place and time.
1.2.5 Disadvantages of MANETS

In ad-hoc routing protocols, nodes exchange inftonawith each other about the network
topology, because the nodes are also routers.fattiss also an important weakness because a
compromised node could give bad information toremditraffic or simply stop it. Moreover, we
can say that routing protocols are very brittleéenm of security. This part aims to provide a

description of the causes of the problems with adbating protocols.
1.2.6 Infrastructure of ad-hoc Networ ks

Ad-hoc networks have no predetermined fixed infradtire, that's why the nodes themselves
have to deal with the routing of packets. Each netles on the other neighboring nodes to route

packets for them.
1.2.7 Dynamic Topology of ad-hoc Networks

The organization of the nodes may change becausigeahobility-aspect of ad-hoc networks:
they contain nodes that may frequently change tbeations. Because of this fact, we talk about
the dynamic topology of these networks, which isx@n characteristic that causes problems:
when several adhoc networks mix together, there lmarduplications of IP addresses, and
resolving it is not so simple. Then, attacks casilgaoccur by using this duplication of IP

address (cf. attacks using impersonation).
1.2.8 Problems Associated With Wir e ess Communication

Wireless channels have a poor protection to nomk sagnal interferences, therefore routing
related control messages can be tampered. A madididruder can just spy on the line, jam,

interrupt or distort the information circulatingthin this network.

Department of Electrical and Electronic EngineeriBgst West University 15
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1.2.9 Implicit Trust Relationship between Neighbors

Actual ad-hoc routing protocols suppose that altipipants are honest. Then, this directly
allows malicious nodes to operate and try to paemlthe whole network, just by providing

wrong information.
1.2.10 MANETsApplications
Some of the typical applications include:

« Military Battlefield: Ad-Hoc networking would allow the military to takelvantage
of commonplace network technology to maintain dorimation network between the
soldiers, vehicles, and military information heachder.

« Collaborative Work: For some business environments, the need forboohsive
computing might be more important outside offic&inments than inside and where
people do need to have outside meetings to co@parat exchange information on a
given project.

« Local Leve: Ad-Hoc networks can autonomously link an instantl aemporary
multimedia network using notebook computers to agprand share information among
participants at a e.g. conference or classroomthfgnappropriate local level application
might be in home networks where devices can comeatmidirectly to exchange
information.

+ Personal Area Network and Bluetooth : A personal area network is a short
range, localized network where nodes are usuaiga@ated with a given person. Short-
range MANET such as Bluetooth can simplify the ildemmunication between various
mobile devices such as a laptop, and a mobile phone

« Commercial Sector: Ad hoc can be used in emergency/rescue operdtomssaster
relief efforts, e.g. in fire, flood, or earthquakemergency rescue operations must take
place where non-existing or damaged communicatiorfsastructure and rapid

deployment of a communication network is needed.

Department of Electrical and Electronic EngineeriBgst West University 16
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1.3 Trust

Every security system depends on trust, in one farranother, among users of the system. In
general, different forms of trust exist to addrddgterent types of problems and mitigate risk in
certain conditions. Which form of trust to applyargiven circumstance is generally dictated by

corporate policy.

A trusted Internet takes into account securityngegtion protection, and identity assertion and
management. Given the network dependence on umgoers and the escalating amount of
geo location data being gathered, the privacy icapibns of the current Internet represent a

significant and growing concern.

Group A
Group B
&

Group C

Figure 1.2: TRUST in Internet Mechanism
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1.3.1 Defining Trust M echanism

Trust is defined as a binary relationship, or det@npounded binary relationships, based on
individual identity or unique characteristic valide. That is, trust is the establishment of attrus
relationship through a validation process and thiessquent use of that relationship in some
transactional context.

A mobile ad-hoc network is a type of network witlighh mobility. It has no particular

infrastructure and central administration. Thisetyy network is widely used in military services
and emergency civil communication services. Sitaxd is no definite infrastructure and that
any node can join and leave the network at any,tprmeviding security to this system is a little

bit challenging. That is why MANET systems are \ashible to malicious attacks.
Routing protocols can be classified into 3 types:

1) Reactive protocol,

2) Proactive protocol and

3) Hybrid protocol.
Reactive protocols among all are more efficientaose of low computation costs with no
additional requirement to exchange routing infororatto maintain route tables. Some of the
routing protocols under this concept are DSR, TGRA AODV. AODV has better experience
than others. Security is provided to AODV routingstem in two ways. They are the
cryptographic mechanism and the trust based mesmanCryptographic mechanism uses
encryption method, public key method or anothergptography method. Trust mechanism
calculates the trust level of each node beforebBskdng communication. Compared to
cryptographic method, trust based method is mdee®fe, since cryptographic method include

some disadvantages like network overhead due tti@ua information exchanged.

Department of Electrical and Electronic EngineeriBgst West University 18
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The trust based method that has been proposedishesdled AODV. Here the trust level is
calculated based on the successful and failed conwation. Here probability approach is used
to compute the trust opinion. For example, nodesAds to assess trust level of node B using the
following set of equations:

A= p+fl+2 .................................................... (1.1)
4= p+’;+2 ..................................................... (1.2)
uh = p+i+2 .................................................... (1.3)
Whereb4 = p+i+2 is the probability that a node B can be trustecimpde Adf = p+z+2 is the
probability that a node B cannot be trusted by dend, ug = p+fL+2 is the uncertainty of both

belief and disbelief, p and n are the positive aadative events respectively. Belief, disbelief
and uncertainty are calculated using probabilistgproach based on the successful and
unsuccessful packet sending between nodes. Theamisaih needs to perform three steps of
computation before sending the packets i.e. tradtutation procedure, trust combination

procedure and trust judging procedure. The mashracannot detect the attack during the route
discovery process. The nodes that have direct abionebetween each other are more trusted to
calculate the trust level of its neighbors than endkdat does not have a direct connection.

Equation 1.4 shows the calculation of trust accatmmh opinions.
Tveoi=Yno DTV 0i(90% of Ty RO + Xreo ITV0i (10% OfTYBOI) - vvveevrnnnnn. (1.4)
WhereDTy0i is direct trust opinion of other nodes which dre direct neighbors of the Guard

node A.ITy0i is indirect trust opinion of other nodes aboupacific node. In another proposal,

trust opinion was calculated based on the connediehaviors among the nodes. The trust
proportions is represented as where the value are @<1. Total trust opinion is calculated

with Equation 1.5

T=@T A+ (170) 0SWSL ettt e, (1.5)
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WhereT is the total trust value for a particular collalioraTd is the direct trust valudid is

the indirect trust value, and represents the importance proportion of direcsttto the total
trust.

Another proposal approached the route trust cdionldby detecting the success level of the
packet arrives in the destination. Trust node aust route are combined to choose the secure

path to destination. The route trust is calculatgidg Equation 1.6

Route Trust = (No. of Packets Sent by the Node-
No. of Packets Received by Destination)........................ (1.6)

The perfect condition is when the route trust equdRoute is trusted if the differences between

the sent packet and received packet is small andsdlzero. To exchange the neighbor list and

route trust value, these information are put in RREP packet. That makes the packet size of
RREP increases.

Trust calculation based on the level of succegshigket exchanges is also used to compute the

trust level among the nodes.

The success ratio of the trust level is calculatgéd Equation 1.7 and Equation 1.8.

Rr=Rrs—RrfRrs+RrfwhereRrs+Rrf+#0,herwiseRr=0........................ 1.7)
Rf=Rfs—RffRfs+RffwhereRfs+Rf f#0,herwisaRf=0..................... (1.8)

WhereRr is the packet routing credendg;f is the number of routing packets that are faitimg
forward andRrs is the number of routing packets that are forwdrdeccessfullyRf is the
value of forwarding credence categoRjs is a number of data packets that are forwarded

successfully, an®ff is a number of data packets that are failing tovéod.
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Another proposal proposed Trust Cross Layer Sgqauatecol (TCLS) routing protocol. Security
mechanisms in TCLS also uses packet routing suaesss as a trust parameter. But in the
success ratio is calculated based on the total RRE@Ng at the destination node, not the total

RREQ between the neighbor nodes. Trust successisatalculated with Equation 1.9.

Y S 8 1 3 o o (2.9)

Where SRi is a success ratio value aRdec is the number of packets received at destination
node in specific time interval. Success ratio vaiik be added on the RREP packet and it is
broadcasted to the next neighbor nodes. It is @bedy using cryptography method before
sending to the source node. If the intermediateensdailed to verify the digital signature of the
destination node then the RREP packet is droppeel trlist values of the node will be increased
if the node has a high success ratio value andp#oket can be verified by the intermediate

nodes. The authentication and encryption procespenformed use CBC-X encryption method.

Based on the literature study about the trust mashafor securing the routing protocol, success
ratio becomes an important parameter to calcutegetrust level of the nodes. The aim of the
trust calculation is to detect the potential attackl mitigate the attacker to avoid its impact to
the network. The trust calculation can only perfafter communication is established, if the
packet data is used as a parameter. The attacktchardetected by the trust mechanism if it is
perform during the route discovery phases, becthesaodes only calculate the success ratio of
packet data. If the packet routing is used as ampeter to calculate the trust level, the trust
mechanism directly starts the detection when tldemerforms the route discovery phases. This
allows the trust mechanism to mitigate the attatlefore the communication is established. In
our trust calculation, we use routing packets asrpaters to calculate the trust level of each
node. In the Equation 1.7, the success ratio icdneparison of the difference between success
packet and failed packet to the accumulation ofcesg packet and failed packet. In this
approach, we cannot detect the detailed behaviotiseoeach node. If the node is a malicious
node, there is a possibility that the maliciouse®dnly sends or forwards some packets, not all
the packets. However, in the Equation 1.9 the el of each node is calculated based on the
comparison between total RREQ packet arrives irdéstination node to the total of packets that

have been forwarded by the each node. This approahuses the total number of RREQ
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packet that arrives in the destination. Each tilme intermediate node forwards the routing

packet, it will duplicate the routing packets basedthe number of its neighbors. The total

number of RREQ packet forwarded should be biggen the total accepted RREQ in that node.

With this approach, we assume that the total RREe destination cannot be a parameter to
calculate the trust level of each node in the ndtwOur proposed trust calculation computes the
node trust level based on the behaviors and aesvidf each node. The assumptions about the
normal activities are:

a. The node is a normal node if it forwards all thatiog packet to its neighbors. Based on
this assumption, the total number of packet sendiogt be equal or more than the total
packet receives at the nodes. The total forwardeBE® depends on the total neighbors
of that’s node.

b. If the direct neighbor nodes do not receives thekglathat have been forwarded by its
neighbors, then this nodes is suspected as a maicodes.

Based on these assumptions, the trust behaviarslatbn is divided into two kinds of trust i.e.
trust local calculation (TL) and trust global cditions (TG). The definition of trust local and

trust global as follows:

a. Trust global (TG) is the trust level calculatiorsbd on the total activities of the nodes.
The activities are the total number of receivedtimyupackets and the total number of
sending routing packets.

b. Trust local (TL) is the node trust calculation hsa the total number of routing packets
that have been received from a specific node andafa it to its self. 50 Each node in
the network will calculate the trust local and trgkbal of its neighbors. The node must
accumulate TL and TG values to compute the totadttievel of its neighbor nodes
before sending or forwarding the packets. Equatid® is utilized to calculate the trust
local, and Equation 1.11 is utilized to calculdte trust global. In these Equations, the
node i want to calculate the trust level of node j.

TLij =Y PrijY Prifjk;

WHeTe Y Prif], 70 (o (1.10)

TGi, =Y PrjY. ;here Y PSJE D oo e e e (2.12)
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WhereTLi, is the trust local opinion of node i to nod& i, is the trust global opinion of node i
to node j, Pr is the received routing packet, Rbéssent routing packets aRdifj, is the total
forwarded routing packet from node i by the j tbagin from node k. Trust local (TL) is the
comparison of packet routing from the specific rodeassesses the specific behaviors of each
node. In AODV, the identical routing packet is rigeel only once by the nodes. Because each
time node receives the routing packet, the padaketill be checked. If the packet has been
received before, then the latest one will be igdoased on this assumption, the node is a
normal node if the trust local calculation is eqt@ll. Otherwise, the node is suspected as a
malicious node. If the node is a trusted node, thenTL value is set 1. Otherwise, the TL value

is set to 0. Trust local opinion is set by usingi&ipn 1.12 and Equation 1.13.
TLi, = 1henodeistrustedandT Lvalueisset L........cooeuuu e e aanens (1.12)
TLi, # 1,henodeisuntrustedandTLvalueis 1Set O .......oouvieii i (2.13)

Trust global (TG) is the comparison between totaiting packets that have been received and
total routing packet that have been forwarded leyrtbde. This indicates the global behaviors of
the nodes. In the AODV protocol, routing packetl Wi forwarded if the intermediate node is
not a destination node. The intermediate node fasvéhe routing packet to all its neighbors.
Based on this condition, the total number of foeal routing packet by the node is greater than
the total of routing packet that has been receiVéérefore, in the trust global view, the node is
a normal 51 node if the trust global calculatioruagor less than 1. Otherwise, the node is
suspected as a malicious node. If the node is stetfunode, then the TG value is set 1.
Otherwise, the TG value is set to 0. Equation =idd Equation 1.15 show the opinion of trust

global calculation.
TGi, < 1henodeistrustedandT Gualueisset 1 ..........coiviiiii i i (1.14)
TGi, > 1henodeisuntrustedandT Gualueisset O ..........ovevieiiiiiiii i (1.15)

Nodes conclude the total trust level of its neighbg accumulating the trust local and trust
global values. The node is marked as a trusted nb@® both result opinions accumulation of

TL and TG is trusted. If one of the trust opiniossun-trusted, the node is suspected as a
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malicious node. Based on this assumption, the Abificlis utilized to accumulate the trust

opinion values. Equation 16 shows the accumulatodel.
Totaltrustleveli,j = TLi,JATGL,] .......ouniee e e e e e e e (1.16)

Trust mechanism calculation using TL and TG metbtaxl be performed only if all the nodes in
the network have the ability to hear all the atiag of its neighbors. To fulfill this conditiorhe

network must be in the promiscuous mode.
A. Destination Sequence Number (DSQ) value control mechanism

Each node monitors the DSQ value of RREP by cdiagldahe difference in the routing table.

When the node sends or forwards the RREQ packetxards the destination address and the
DSQ value in its routing table. When the node nexeithe RREP packets, it checks the routing
table if there is a same destination address.dbds exist, the difference of DSQ is calculated.
Otherwise, it forwards the RREP packets. The ongide of RREP is suspected as a malicious

node if the DSQ difference value is more than tho&s
B. Route discovery phases

The initial condition of the all node in the netkas considered as a trusted node. The default
TL and TG values are 1. The source node broad&®REQ packet to all neighborhood for
finding the communication route to the destinataale. In the first time, source node found that
all its neighbors are trusted nodes. Thereforserids 102 the routing packet directly. When the
intermediate node received the RREQ packet, itlchde trust level by calculating the TL and
TG of the source node. If it is an un-trusted ndtden the RREQ is ignored. Otherwise, the
intermediate node calculates the trust level ohést neighbor nodes and forwards the packet
routing only to the trusted neighbor nodes. Trudtwation mechanism is performed in two
sides i.e. at the sender node and receiver nodmaket routing. Once the destination node
receives RREQ packet, it generates and broaddasRREP packet to the source node through
the reverse route that have been created by RREKgpdDuring sending the RREP packet, the
node does not need to recalculate the trust Idveboh node in its reverse path because it has
been done when RREQ find the path to destinatidmeMthe intermediate node receives RREP,

it compares the DSQ value by performing the DSQevalontrol mechanism. When the source

Department of Electrical and Electronic EngineeriBgst West University 24



Undergraduate Thesis Report

node receives RREP packet, it selects the route fn@ RREP with a normal DSQ value and the
minimum number of hops. Figure 1.3 & 1.4 explaims toute discovery procedures.

» Propagation of Route Request (RREQ) packet

Figure 1.3: Route Discovery in AODV1

» Path Taken by Route Reply(RREP) Packet

e Destination

Figure 1.4: Route Discovery in AODV2
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Source node broadcasts PREQ to all trusted neighbdes. Initial condition for all node is
trusted (TL =1 and TG=1)

Node received PREQ, it calculates TL and TG ofpitevious node.

If the previous node is untrusted, PREQ is ignored.

If the previous node is trusted, nodes createsexse route to the origin of the packet.
Node calculates the TL and TG of the next neighimutes.

Node forwards the PREQ packet only to the trustadhbor nodes.

oo oo

Destination node receives PREQ packet, It geneeatdssend PREP to source node though the
reverse route.

When the intermediate node receives PREP, it coesghe DSQ values by performing the DSQ
value control mechanism.

Once the source node receives the PREP, It selectommunication route bases on the normal
DSQ value and the minimum number of hops.

C. Route Maintenance Phases

When there is a broken link during the communicafoocess, the nearest node to the broken
link generates and sends the RERR messages toutmesode. Once the source node receives
the RERR messages, it re-initiates the route degophases if the communication is still

needed.

1.3.2 Conceptual Modé

Trust and reputation model can be characterized as:
» Cognitive

In models based on a cognitive approach, Trustrepatation are made up of underlying
beliefs and are a function of the degree of thedeefs. The mental states, that lead to
trust another agent or to assign a reputationaaressential part of the model, as well as

the mental consequences of the decision and thef aelying on another agent.
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e Game-Theoretical

Trust and reputation are considered subjective ghitibes by which the individual A,
expects the individual B to perform a given act@nwhich its welfare depends. In this
approach, trust and reputation are not the redulk mental state of the agent in a
cognitive sense, but the result of a more pragmgdime with utility functions and

numerical aggregation of past interactions.
1.3.3 Establishing Trust

To establish trust or confidence, there must bmdifg of unique attributes to a unique identity,
and the binding must be able to be tested satsfhcby a relying entity. When one achieve a
satisfactory level of confidence in the attribuf®vided by an entity, one establish a trust
relationship. This element of trust is commonlyedlauthentication.

Trust involves a binary relationship, or a set ompounded binary relationships based on

validation of unique individual identity. Considiie following examples of simple trust models:

« A trusts B. (This means A can validate the uniglentity of B. It does not mean that B
necessarily trusts A.)

« Atrusts B, and B trusts A.

- Atrusts B, B trusts C, therefore, A trusts C.

A trust model is not the particular security medbars utilized within a particular security
architecture. Rather, it is the combination of ghescurity mechanisms in conjunction with the
security policy when they address all businesshrtieal legal, regulatory, or fiduciary

requirements to the satisfaction of a relying gntit

Department of Electrical and Electronic EngineeriBgst West University 27



Undergraduate Thesis Report

1.3.4 Purposeof a Trust Model

The purpose of a trust model is to respond to aipéhreat profile. A threat profile is the sdt o
threats and vulnerabilities identified through ae-gase-driven data flow analysis that is
particular to an organization. Essentially, a thygafile identifies likely attackers and what they

want.

The level of trust necessary for one organizatiooicumstance may be different from the level
of trust required by another organization or cirstamce. For example, the level of assurance
that an organization needs regarding the authdiaicaf a user may be different in particular

use cases.
1.3.5 Probabilistic Modelsfor Trust

The credential based trust has a binary naturet i$laaprincipal is either trusted or untrusted to
perform an action. Credentials are issued, as probfrust, to a principal if its behavior is well
known, by the issuing authorities, to comply withesific security obligations. By exchanging
credentials between principals, they can base thaiual interactions on ‘proved’ knowledge
about each other's behavior. This trust approaclapgropriate in closed networks, where
principals have sufficient information (through deatials) about their peers. Nevertheless, in
modern, large-scale networks (e.g. the Internatgracting principals can have autonomously
different behaviors and intentions which are inctatgly known by each other. This incomplete
knowledge available to principals about each othmkes credentials not the appropriate
evidence of trust because no principal is ‘perfedtiusted, that is guaranteed to conform to
interaction-related policies. However, the trustivoress of a principal can be reflected by the
history of its interactions with other principalsitéraction history). Based on this idea, an
approach of trust has evolved where a principakter)’X’ evaluates a quantitative measure for
its trust in another principal (trustee) ‘Y’ usifigs interaction history. Note that the trust value
here is not binary as the case in credential-btasst but rather a number expressing the level of
trustworthiness. This view of trust is known as toemputational trust and also as reputation

based trust.
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1.4 Nodes

In communication networks, a node (Latin nodus,otjnis either a connection point, a
redistribution point or a communication endpoirgni@ terminal equipment). The definition of

a node depends on the network and protocol layer.

In a communications network, a network node israneation point that can receive, create, store
or send data along distributed network routes. Eattvork node - whether it's an endpoint for
data transmissions or a redistribution point h#iseeia programmed or engineered capability to

recognize, process and forward transmissions t@r otbtwork nodes.

The concept of network nodes came into being withuse of distributed networks and packet
switching. Depending on its application, networldes perform a variety of functions. In data
communications, physical network nodes include dasmmunications equipment or devices

that sit between data terminal equipment (DTE) @attd transmission circuits.

These include switches, bridges, modems or hulig#réorm signal conversion, coding and line
clocking. Network nodes in data communications afsdude data terminal equipment like

digital telephone handsets, printers or host coarguike routers, servers or workstations.
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In internet and intranet networks, most physicalwoek nodes are host computers that are
identified by an IP address. Some data link deviteswireless local area network (WLAN)
access points do not have IP host addresses amorasiglered physical network or LAN nodes

rather than internet nodes or hosts.

® o
Backbone . .
. Mahile nodes .
B  Accesspoints . .
&
2 &

O

. MANET

Wireless Mobile Network

Figure 1.5: NODESin Mobile Networ k

1.4.1 Node Client

Some Partners may want to consider using a NodmiCdis an alternative to a full Node. Like

Nodes, Node Clients can submit, request, and reassults from a request on the Network.
Network Clients, however, cannot respond to datarigs from other Nodes, and therefore
cannot publish data on the Exchange Network. Netv@ients may be a more cost-effective

solution for Partners who do not have a compelbnginess need to publish their data on the
Exchange Network. Review Node or Node Client: TodBéNot To be to decide which may be

the right solution right for your agency.
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1.4.2 Node Specifications
In order for Nodes to be able to communicate witle another, they must all comply with the
same Node Functional Specifications, a documenthvbutlines the minimum specifications

and functionality of an Exchange Network Node. Toaent Node Specifications is Version 2.1
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CHAPTER 2

Literature Survey

2.1.1Mitigating Routing Misbehavior in Mobile Ad Hoc Networ ks [1]

This paper describes two techniques that improveugh put in an ad hoc in the presence of
nodes that agree to forward packets but fail tosdoTo mitigate this problem, categorizing
nodes based upon their dynamically measured behavigroposed. Here two software based
simulation is doneWatchdog that identifies misbehaving nodes angathrater that helps
routing protocols avoid these nodes. Percentageve@fhead transmissions and the accuracy of
misbehaving node detection was evaluated usinglaiion in watchdog andpathrater packets
throughput. When used together in network with nnateemobility , the two techniques increase
throughput by 17% in presence of 40% misbehavindesp while increasing the overhead
transmissions from the standard routing protoc®% to 17%. During extreme mobility,
watchdog and pathrater can increase network throughput by 27%, while iasirg the
overhead transmissions from the standard routintppol’'s 12% to 24%.The results show that,
the benefits of an increased number of routing s@@d® be gained, while minimizing the effects
of misbehaving nodes. In addition, the paper pregdbkat ,this can be done without a priori trust

or excessive overhead.
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2.1.2 Performance Analysis of the CONFIDANT Protocol[2]

The paper describes that Mobile ad-hoc networkirmgkss properly only if the participating
nodes cooperate in routing and forwarding. Howeitemay be advantageous for individual
nodes not to cooperate. A protocol is proposede@aCONFIDANT, for making misbehavior
unattractive. The CONFIDANT protocol works as arte@sion to a reactive source-routing
protocol for mobile ad-hoc networks. It is basedselective altruism and utilitarianism. It aims
at detecting and isolating misbehaving nodes, thaking it unattractive to deny cooperation.
Trust relationships and routing decisions are baseexperienced, observed, or reported routing
and forwarding behavior of other nodes. The dedaiteplementation of CONFIDANT assumes
that the network layer is based on the Dynamic @oouting (DSR) protocol. We present a
performance analysis of DSR fortified by CONFIDAMIND compare it to regular defenseless
DSR. It shows that a network with CONFIDANT andtops0% of misbehaving nodes behaves

almost as well as a benign network, in sharp cehtoaa defenseless network.

2.1.3 CORE: A Collaborative Reputation Mechanism to Enforce Node
Cooperation in Mobile Ad Hoc Networks[3]

The paper describes that a collaborative reputati@chanism named CORE is proposed to
enforce cooperation among the nodes of a MANEDtestall ungenerous behavior which is the
primary focus of this paper. In MANET countermeastar misbehavior of node and selfishness
are a common part. Lack of node activity that isseal by ungenerous behavior cannot be solved
by classical security method which aims at verdyithe integrity and correctness of an
operation. In this mechanism a technique calleditegjon is used for keeping the tracks of
network collaboration. Here each network entity QORE keeps track of other entities'
collaboration by using the reputation techniquee Téputation mechanism is computed based on
data monitored by the local entity and some infdiomaprovided by other nodes involved in
each operation. Since there's no incentive for dento maliciously unfold negative info
concerning different nodes, denial of service &gasupported malicious broadcasting of
negative ratings for legitimate nodes are stromgivented. Here Qual Net network simulator
software is used to represent the simulation resUICORE reputation mechanism. In this

research paper researchers are mainly focusedeoladk of anteriority trust bonding between
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mobile nodes. Prevention of service attacks andteomeasures against immoral behavior of
nodes is the very first concern of researcher. Aaborative reputation mechanism named
CORE is suggested that can be integrated with a&mywark function like packet forwarding,
route discovery, network management, and locatiamanagement. Collaborative reputation
mechanism is used as a basis for the security merhathat solves the problems due to
misbehaving nodes by incorporating a reputationhaeism that provides an automatic method
for the social mechanisms of reputation. This meigdm can be smoothly extended to basic
network functions with little impact on existinggbocols.

2.1.4 Trust Computations and Trust Dynamics In Mobile adhoc Networks:
Survey[4]

The paper describes about Trust play a key roleuilding the information security. For nodes
participated in MANET, they must have confidencatttmeir neighbor nodes are trustworthy and
secure. Trust establishment in MANET is an uncayexed challenging field. The behavior of
MANET is based on trust neighbor relationships. sSeheelationships initiate, develop and
terminate dynamically and have usually short ljj@rss. Due to computational complexity trust
management and computations are highly challengisge in MANET. The independent
movement of component nodes and computational eoatplof trust prevents the technical
application suited to alternative networks. A malis node in MANET can cause damage and
affect the data quality. The main focus of thisgrag represented the detailed survey on varied
trust computing approaches that area unit engagedrtls MANETS. In this paper researchers
also focus on analyzing trust dynamics includingstrpropagation, prediction and aggregation
algorithms, the influence of network dynamics omstrdynamics and the impact of trust on
security services. The aim of the paper is to SUMANETS designers with multiple views on
the idea of trust, an understanding of the propgtiat ought to be thought of developing a trust
metric, and insights on how trust is computed. Tseheme presented in this paper are based on
many different types of mechanism. The aggregatifomust is useful in a computational model
but it can increase its complexity making a geneaalution difficult. Several models are
dependent on the characteristics of the environraedta possible solution could be the use of
adaptive mechanisms that can modify how to comdifierent sources of information in a given

environment. A lot of trust and reputation defioits have been presented and there are several

Department of Electrical and Electronic EngineeriBgst West University 34



Undergraduate Thesis Report

works that give meaning to both concepts. It isessary to contemplate the constraints and also
the sort of information which will be used as inpytthe network while coming up with a brand
new trust system. A wide range of application iseced in this paper depending on various

types of mechanism that helps to represent thegolieme.
2.1.5 Dynamic Source Routing in Ad Hoc Wireless Networ kg[5]

The paper describes that Ad hoc networks are awesless networking paradigm for mobile
hosts. Unlike traditional mobile wireless networksl hoc networks do not rely on any fixed
infrastructure. Instead, hosts rely on each othekeep the network connected. To forward a
packet to its destination, it might be necessaryfee mobile host to enlist the help of alternative
hosts because of the range limitation of each radiast’'s wireless transmissionghis paper
mainly concerns about dynamic source routing, &paj for routing in mobile ad hoc networks.
The protocol adapts quickly to routing changes omast movement is frequent, nevertheless
needs very little or no overhead in periods dumvigch hosts move less of times. The paper
describes the design and performance of a routiool for ad hoc networks that instead uses
dynamic source routing of packets between hostswhat to communicate. Source routing is a
routing technique in which the sender of a paclateninines the complete sequence of nodes
through which to forward the packet; the sendelieily lists this route in the packet’'s header,
identifying each forwarding “hop” by the addresstbé next node to which to transmit the
packet on its way to the destination host. To eatalthe performance of dynamic source routing
protocol a packet level simulator is used. In fhaper a protocol is proposed for routing packets
between wireless mobile hosts in an ad hoc netwakk. other protocols such as distance vector
or link state algorithms, this protocol uses dyrmasource routing that adapts quickly to routing
changes once host movement is frequent, nonetheéssss very little or no overhead during
times within which hosts move less often. Here aedgers assumed that all hosts want to
communicate with alternative hosts within the adc hwetwork are willing to participate
absolutely within the protocols of the network. tRararly, every host collaborating within the
network ought to even be willing to forward pack#is alternative hosts within the network.
Researchers strongly believe that this dynamic ceououting protocol offers a number of
potential advantages over conventional routingquais such as distance vector in an ad hoc
network.
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2.1.6 A Survey of Secure Wireless Ad Hoc Routing[6]

According to the paper Ad hoc networks use mobddes to enable communication outside
wireless transmission range. Attacks on ad hoc eorétwouting protocols disrupt network

performance and reliability.

In a multi-hop wireless ad hoc network, mobile r@deoperate to form a network without using
any infrastructure such as access points or badmrst. Instead, the mobile nodes forward
packets for each other, allowing communication agnoodes outside wireless transmission
range. The nodes’ mobility and the fundamentaliyitied capacity of the wireless medium,
together with wireless transmission effects suchatienuation, multipath propagation, and
interference, combine to create significant cha@ésnfor routing protocols operating in an ad hoc
network.

Routing-disruption attacks: The attacker attempts to cause legitimate datagta¢ be routed

in dysfunctional ways.

Resour ce-consumption attacks: The attacker injects packets into the networkriraiempt to

consume valuable network resources such as barfdaidb consume.

From an application-layer perspective, both atteaes instances of a denial-of-service (DoS)
attack. An attacker might similarly create a rogtislack hole, which attracts and drops data
packets. In a special case of a black hole, artlattacould create a gray hole, in which it

selectively drops some packets but not others.tfatker might attempt to make a route through
itself appear longer by adding virtual nodes to rivate; we call this attack a gratuitous detour
because a shorter route exists and would otherhase been used. A more subtle type of
routing-disruption attack is creating a wormholeha network, using a pair of attacker Nodes A
and B linked via a private network connection. Aving attack is a malicious attack that is

targeted against on-demand routing protocols tis# duplicate suppression at each node.
Establishment of Private Key and Public key disttitin. Private-key distribution is more

challenging than public-key distribution becausetpcols for key distribution must ensure the

secrecy of such keys.
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2.1.7 A Survey on Trust Management for M obile Ad Hoc Networ k[ 7]

According to the paper managing trust in a disteld Mobile Ad Hoc Network (MANET) is
challenging when collaboration or cooperation ifical to achieving mission and system goals
such as reliability, availability, scalability, ame-configurability. In defining and managing trust
in a military MANET, the interactions between t@mposite cognitive, social, information and
communication networks is considered, and take awoount the severe resource constraints
(e.g., computing power, energy, bandwidth, timay dynamics (e.g., topology changes, node
mobility, node failure, propagation channel coratis). To combine the notions of “social trust”
derived from social networks with “quality-of-secei (QoS) trust” derived from information and
communication networks to obtain a composite tmstric. A survey of trust management
schemes developed for MANETs and discussed gewemaltepted classifications, potential
attacks, performance metrics, and trust metricBIANETS. The future research areas on trust
management in MANETs based on the concept of sacidlcognitive networks. A composite
trust metric that captures aspects of communicatemd social networks, and corresponding
trust measurement, trust distribution, and trushagament schemes are interesting research
directions. For dynamic networks, such as militAMANETSs, these schemes should have
desirable attributes such as ability to adapt terenmental dynamics, scalability, reliability,

and re- configurability.
2.1.8 Secure Routing for Mobile Ad-hoc Networ kg[§]

The paper describes about mobile Ad Hoc Network®\NIATs) are an emerging type of
wireless networking, in which mobile nodes assec@t an extemporaneous or ad hoc basis. It
has become particularly vulnerable to intrusion,tlasy operate in open medium, and use
cooperative strategies for network communicationBe widely accepted existing routing
protocols designed to accommodate the needs of sitlorganized networks do not address
possible threats aiming at the disruption of thetquol itself. In this paper researchers want to
show most popular protocol hat follow the tablesdn and the source-initiated on-demand
approaches. Researches are successful to fornthktéhreat model for ad hoc routing and
present several specific attacks that can targebpieration of a protocol. This security protocol

classified into five categories: solutions basedaspmmetric cryptography; solutions based on
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symmetric cryptography; hybrid solutions; reputatlmased solutions; and a category of add-on
mechanisms that satisfy specific security requirgsieln this paper add-on mechanisms that
address specific security problems in ad hoc rgutin techniques and extensions to existing
approaches are present. The best part of the mapas presented the best known protocols for
securing the routing function in mobile ad hoc ratg. The analysis of the different proposals
has demonstrated that inherent characteristiesl dfoc networks, such as lack of infrastructure
and rapidly changing topologies, introduce addaiodifficulties to the already complicated

problem of secure routing.
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CHAPTER 3

Architecture Overview

3.1 Confidant

One of the most well-known reputation mechanisnisafib hoc networks is the CONFIDANT
protocol. It is a reputation based dynamic and teid transitive trust management system

based on DSR protocol
3.1.1 Architecture
CONFIDANT consists of four major components:

. Monitor: Observes behavior of the neighboring nodes bemisy transmission and
identifies misbehavior.

. Reputation manager: This component maintains a table that has raimghodes
which is updated as per nodes own experience qultegl experience.

. Path manager: it deals with path re-ranking, path detectionticacon malicious node
request and action on request for a route congimalicious node.

. Trust manager: It deals with trust table management, trust leadtulations alarms

generated by nodes on observation of a maliciotigitgc

3.1.2 Description

. Trust in this mechanism is established througkatliand indirect observations. It uses first
hand and second hand reputation information tocti@talicious nodes and isolate them. This is
the closest work to ours. Nodes deploys monitoas tibserve their neighbors and detect any
possible misbehavior. Like in the watchdog approacipath manager helps nodes to choose
paths depending on the reputation of nodes in thatfes. Moreover, two other components, the
trust manager and the reputation system are add@drage reputation of nodes. The first one is
in charge of the alarm messages that are used rmyda to signal misbehaving nodes to its

“friends”, to decide the validity of such messagad to manage the list of friends. The former is
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used to rate nodes depending on their behaviofadnthis protocol starts with the watchdog

approach and enriches it with reputation informatio avoid misbehaving nodes in network
functionalities. Simulations show a throughput obd nodes equivalent to the one of aa well-
behaving DSR network even in the presence of ome tf malicious nodes in the population.

The protocol assumes that nodes can be identified fas a unique identity) and that it is
possible to manage groups of “friends” in an ad hetwork. The difficulty when using these

kinds of solutions is the propagation of reputatowl the impact of false reputation. In , authors
propose to use Bayesian statistics for exclusidraf to improve the CONFIDANT protocol.

When a malicious activity is observed by any ndbis, suspicious event is detected by monitor
and reputation system is called in turn. Reputasigstem checks the significance of the event
and number of occurrences of events and updategratf nodes accordingly. In case of

intolerable rating, path manager is called for tlete of all routes entries containing this

malicious node and alarm is send to monitor. Man@asses this alarm to trust manager and it
evaluates trust of the node due to which the al@mbeen generated. If the source of the alarm
is trusted one, the alarm table is updated. In,¢hsesource of alarm is malicious, the reputation

system is called which again evaluate the alarm.
3.1.3 Performance Analysis

» Throughput increase because of decrease4 in nushdeop of packets.

» Overhead due to alarms increases if the numbemab€ious node increases.

» Malicious behavior is an exception and false pratack is not possible because of
sharing negative information.

* A malicious node when see negative informatiorualteelf can change its strategy and
node of good reputation may stop sharing negatf@mation because of the fear of
revenge.

* Malicious node that is excluded from the networkymeenter the network after timeout.

* CONFIDENT treats faulty and malicious node in samasg.

* This scheme not only detects the misbehaving nbdéslso refrain malicious nodes

from getting benefits from other cooperating nodes.
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3.2 Watchdog Pathrater

Watchdog Pathrater is a dynamic trust managemdrgnse which is an extension of DSR

protocol.
3.2.1 Architecture
Watchdog pathrater consists of two components:

* Watchdog: in promiscuous node, it listens and monitors teg next node forward
packets.
» Pathrater: Pathrater is used to delete the misbehaving nadeseate new paths, avoid

uses of misbehaving nodes and select a reliablefpatata delivery.
3.2.2 Description

WD runs on every node in the network are in therpsouous mode i.e. such that they can hear
the transmission from other nodes. When a nodediasva packet to neighboring node, WD
monitors this forwarding. If neighboring node does forward the packet to next node or fails
to do so, it is detected as a mischievous nodegetsl reported to Pathrater. WD maintains a
buffer for storing recently sent packets. The hbuffacket is then matched with the observed
packet. If the packet is matched, then no failsrdeatected and the buffered packet is removed.
However, if a mismatch is detected or the packebisoverheard within timeout then failure is
implemented for the node and when failure excebdstlireshold then the node is marked as
misbehaving. The source of the packet is informdmbug this misbehaving node.The
Watchdog/Pathrater is a solution to the problerseatfish (or “misbehaving”) nodes in MANET.
The system introduces two extensions to the DSRrigthgn to mitigate the effects of routing
misbehavior: the Watchdog, to detect the misbelgpmodes and the Pathrater, to respond to the
intrusion by isolating the selfish node from théwark operation.

Watchdog runs on each node. When a node forwamscket, the node’s watchdog module
verifies that the next node in the path also fodsathe packet. The Watchdog does this by
listening in promiscuous mode to the next node&égmissions. If the next node does not

forward the packet, then it is considered to bebehaving and is reported. This is done by
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sending an alarm message to the other nodes dmeitsls list. When those nodes receive the

alarm message, they evaluate it and change théatepuof the accused node only if the alarm

source is fully trusted or the same node was adchgeseveral partially trusted nodes. If the

Watchdog module that detected the misbehaving modet in the same node that is acting as

source node for the packets, then it sends a medeate source identifying the misbehaving

node.

* Watchdog weaknesses

Ambiguous collisions
Receiver collisions

Limited transmission power
Misbehavior falsely reported
False positives

Collusion

Partial dropping

The Pathrater module uses the information genetatéfatchdog to select a better route to

deliver the packets, avoiding the selfish nodes.

After the Watchdog module detects the maliciousendige Pathrater module then deletes the

corresponding route from the route cache and toedetermine if there is another route

available to the destination by looking in its cadhble. If not, Pathrater will broadcast a

Route Request to get a new route to the destination

3.2.3 Performance Analysis

* More than one node in collision can circumvent\Wie. For example, a node B forwards

a packet to node C but node B does not inform &, drops the packet.

* WD does not know the regarding collision occurthatreceiver of the packet.

» Malicious node can drop fewer packets that carolved than the threshold of the WD.
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3.3CORE

CORE is a dynamic reputation based distributed rmehbased DSR protocol enforces node

cooperation based on collaborative monitoring tespinn
3.3.1 Description

CORE nodes operate in promiscuous mode and araredqto contribute the in network
activities in order to remain trusted and to mamttheir reputation. If the node does not
participate in network activities or remain idle B specific time then its reputation degrades. If
a provider does not cooperate in network activitiesn it leads to exclusion. Requestor requires
the provider for the execution of a particular fume activates WD for the corresponding
function and waits for outcome from WD. Reputati@ue for provider is updated accordingly
as per outcome of WD scenarios when no misbeh&/etected, and a request by misbehaving

entity is made.
3.3.2 Architecture
CORE has three major components:

* Network Entity: The network entity corresponds to a mobile noddit§ that request
the execution of a particular function is calleRequester and entity that executes that
particular requested function is called a Provider.

* Reputation Table: The Reputation table has entries for nodes thatesponds to
Subjective Reputation, Unique Identifier for netkwoentity, Collection of Indirect
Reputation and Reputation evaluated for each fancti

» Watchdog Mechanism: The WD detects the misbehaving network entitigaymenes the

correct execution of the requested function andatgsdthe reputation value accordingly.

For the implementation of critical functions. Ewntuthentication in a large network, on the
other hand, raises key management requirementdantiper-proof hardware and strong
authentication infrastructure are not available, téliability of basic functions like routing can
be endangered by any node of an ad hoc networkcdimect operation of the network requires

not only the correct execution of critical netwdukctions by each participating node but it also
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requires that each node performs a fair shareefithctions. No classical security mechanism
can help counter a misbehaving node in this confdgtle misbehavior that affects network
operations (routing, packet forwarding) may rangemf simple selfishness or lack of
collaboration due to the need for power savingctova attacks aiming at denial of service (DoS)
and subversion of traffic. Selfish nodes use thevoek but do not cooperate, saving battery life
for their own communications: they do not intenddicectly damage other nodes. Malicious
nodes, on the other hand, aim at damaging otheesdxy causing network outage by
partitioning while saving battery life is not a quity. A basic requirement for keeping the
network operational is to enforce ad hoc nodestrimrion to network operations despite the
conflicting tendency of each node towards selfissnas motivated by the scarcity of node
power. We propose a mechanism called CORE to emfo@de cooperation based on a
collaborative monitoring technique. CORE is sugegsas a generic mechanism that can be
integrated with any network function like packetrwWarding, route discovery, network
management, and location management. Each netwtity @ CORE keeps track of other
entities' collaboration using a technique calleputation. The reputation metric is computed
based on data monitored by the local entity andesarformation provided by other nodes
involved in each operation. An interesting featofethe CORE mechanism is that denial of
service attacks based on malicious broadcastingeghtive ratings for legitimate nodes are
prevented.

3.3.3 The CORE Scheme

This section presents the CORE scheme in dettaltingy from the definition of the components
that participate to the collaborative reputatiorch@ism and concluding with the description of

the complete process in which the different patsiavolved.

3.3.4 Components

* Network entity :
The network entity corresponds to a mobile nodehEsntity si is enriched with a set of
Reputation Tables (RT) and a watchdog mechanism)(Whe RT and the WD together

constitute the basis of the collaborative reputatieechanism presented in this paper.
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These two components allow each entity to obsendecdassify each other entity that
gets involved in a request/reply process, reflgctine cooperative behavior of the
involved parts. The classification of the entitiessed on their behavior is then used to
enforce the strong binding between the cooperdbekavior of a subject and the
utilization of the common resources made availdiyeall the other entities of the
network. We use the notation requestor when refgiio a network entity asking for the
execution of a function f and the notation providéren referring to any entity supposed
to correctly execute f. We also use the notatiostéd entity when referring to a network

entity with a positive value of reputation

* Reputation Table:

The Reputation Table (RT) is defined as a datacitre stored in each network entity. Each row
of the table includes the reputation data pertginaa node. Each row consists of four entries:
the unique identifier of the entity, a collectioh recent subjective observations made on that
entity's behavior, a list of the recent indireqiutation values provided by other entities and the
value of the reputation evaluated for a predefifwgattion. Each network entity has one RT for

each function that has to be monitored.

* TheWatchdog M echanism in CORE:

The watchdog (WD) mechanism implements the valhepihase depicted in section 2.1 and it is
used to detect misbehaving nodes. Every time aarktentity ($m monitoring entity) needs to
monitor the correct execution of a function implerneel in a neighboring entity;¢sobserved
entity), it triggers a WD specific to that functi¢). The WD stores the expected result er(f) in a
temporary buffer in;g, and verifies if the observed resulf(fpand ¢(f) match. If the monitored
function is executed properly then the WD removesifthe buffer the entry corresponding to
the $.0.&(f) couple and enters in an idle status, waitingthe next function to observe. On the
other hand, if the function is not correctly execlor if the couplejse(f) remains in the buffer
for more than a certain time out, a negative vadugne observation rating facteg is reported to
the entry corresponding t@.sn the RT and a new reputation value for thattgns$i calculated.

It should be noticed that the term expected resmitesponds to the correct execution of the
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function monitored by the WD, which is substantiatlifferent from the final result of the

execution of the function.
3.3.5 Protocol

The CORE scheme involves two types of protocoltiesti a requestor and one or more
providers, that are within the wireless transmissiange of the requestor. The nature of the
protocol and the mechanisms on which it relies rasthat if a provider refuses to cooperate (i.e.
the request is not satisfied), then the CORE scheithesact by decreasing the reputation of the
provider, leading to its exclusion if the non-coaire behavior persists. For sake of simplicity,
the following scenarios are related to the exeoutibthe protocol between a requestor and one

provider.

» Protocol execution when no misbehavior is detected

First, the requestor asks for the execution ofrection f to the provider. It then activate
the WD related to the provider for the requirechtlavaits for the outcome of the
WD within a predefined time out. Since the two fmtcorrectly behave, the
outcome of the WD assures that the requested ametas correctly executed and
the requestor disarms the WD. We suppose thateihlg message corresponding to
the result of the execution of function f includesst of all the entities that correctly
participated to the protocol: the requestor usesitidirect information to update its
RT and enters in an idle mode.

» Protocol execution when misbehavior is detected

As described in the previous scenario, the requestcs for the execution of a function f and
arms the related WD, waiting for the outcome. Simeesuppose that the provider
does not cooperate, the outcome of the watchdddwihegative. The requestor will
then update the entry in the RT corresponding ® rtiisbehaving entity with a
negative factor and will enter in an idle mode.
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3.3.6 Request Made by a Misbehaving Entity

We describe here the process that any entity riecep request has to follow. Upon receiving
the request for the execution of a function f thétg checks the reputation value evaluated for
the requestor in its global RT. If the reputati@iue is negative then the entity will not execute
the requested function. It has then the choice hdretio notify or not the denial of service. A

detailed analysis on the best practice will be gmé=d in section 3.4.
3.3.7 RT Updates and Distribution

We focus now on the mechanism used to update atdbdite reputation information. RTs are

updated in two different situations: during theuest phase of the protocol and during the reply
phase corresponding to the result of the execudfdn In the first case, it is possible to notice

that only the subjective reputation value is updatéthe outcome of the WD shows that the

provider did not cooperate, a negative rating faetdl be assigned to the observation and
consequently the reputation related to the mishelgaantity will decrease. If no misbehavior is

detected, the RTs are not updated.

In the second case, only the indirect reputatioluevas updated. We suppose that the reply
message contains a list of all the entities thatectly behaved: the indirect reputation will be

positive and consequently the reputation relateth& cooperating entities will increase. The
reason why only positive rating factors can berithsted among the entities while the negative
rating factors are evaluated locally derives frompassible attack to the protocol. If negative
factors could be spread around, it would be sinfiptea misbehaving entity to distribute false

information about other entities in order to irigia denial of service (DoS) attack. The protocol
presented in this paper allows only the distributad positive rating factors: if we suppose a
scenario where collusion between misbehaving estits impossible, then there would be no
advantage for a misbehaving entity to distributsifpee rating factors to other unknown entities.

Furthermore, reputation information is distributadd updated only during the reply phase
avoiding a indiscriminate broadcast of bogus infation. Reputation values calculated for each
entry of the RT are not constant: if the reputatratue is positive then it is decremented along
time. The reason why we decided to decrement pesiéputation values comes from a possible
attack to the CORE scheme: if a network entity mnie an idle status for most of the time
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except when it has to communicate, its reputat@s to be decreased, even if during the active
time it cooperates to the network operation.

3.4 Cooperation Enfor cement

This section describes how reputation informatisnused to enforce cooperation between
entities. Reputation is directly related to the perative behavior of an entity: if the reputation
value is negative then the entity is classifieé asisbehaving entity while if the reputation value
is positive then the entity is tagged as a trustatity. The execution of a function requested by
any requestor is conditioned by the correspondepgitation value stored in the global RT of the
provider: when this reputation value is negativentithe provider will deny the execution of the
requested operation. There is no advantage fornéity ¢0 misbehave because any resource
utilization will be forbidden. Reputation is hard build because positive rating factors are
acquired only in the reply message which contaives list of all the network entities that

cooperated to obtain of the final result of theuesjed function. On the other hand, negative
rating factors are attributed every time the outeahthe WD is negative. Even if reputation is
not linearly decreased for every negative ratingdiain order to avoid false evaluations (e.g.
apparent misbehavior due to link breaks), a persishon-cooperative behavior compromises

normal resource utilization leading to the exclasid the misbehaving entity from the network.
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3.4.1 The CORE Node Operation

Collaborative Reputation (CORE) trust scheme wasnded in 2002. CORE scheme
differentiate the selfish node and malicious notiee nodes which not cooperate with other
nodes in the MANET, for saving battery for its owammunication is called “selfish node”
while these nodes does not damage other node. Hieions node in MANET behaves
abnormally and can damage other nodes by doingasypicious activity. CORE purposed three

different type of reputation:

1. Subjective Reputation: Reputation value evaluated by giving priority on-Adc Networking
Systems of mobile node, rather than current onendficious node is found out then node’s

subjective reputation value is changed by using Witchdog) mechanism.

2. Indirect Reputation: This value is calculated by providing reputationdne node to other
node. Reputation value can be updated through meglysage that contains the list of nodes
which behaved normally in context of every functitihany node having negative reputation
value all requested by that node will be rejected this node works only as service provider not
as requester. For long period of time if this nedk provide correct services to all other nodes
in MANET, node can achieved their reputation vagain. When reputation value is above then
the threshold reputation value, that node will agaorks as service provider as well as service

requester.

3. Functional Reputation: This reputation is the combination of indirect asdbjective
reputation value. The weight combine formula isdusa calculation of functional reputation

value.

The mechanism of CORE is used to impose the covperaf the nodes. In CORE each entity
of the network encourages the collaboration of o#@mgities by using metric cooperation called
reputation. This metric is calculated while beiragéd on the local data for each node and can be
based optionally on the information provided byesthodes of the network implicated in the
interchange messages with the supervised nodes.r@itation is based on the analysis of the
behavior (Watchdog) associated each node. A Booleator represents a good (with one 1) or a
bad (with one 0) behavior. A punishment mechansradopted as solution to prevent a selfish

behavior for gradually refusing the communicatiervges to the entities which have bad
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behavior. This punishment is applied if the metiiaeputation (Pathrater) reached a threshold
and in this case we declare that the selfish nodastitute a denial of service and they will be

put in the blacklist. Thus the legitimate nodesi@lltooperate) reach to save energy.
3.4.2. Vulnerabilities of CORE

CORE suffers unfortunately from important defeétsst, it doesn’t really resolve the problem
of selfish [1]. Immediately, all the selfish node=e their packets rejected systematically and in
this, the protocol is effective. But on the othandt, a quantity of data remains lost, reducing
significantly the efficiency of the network. Theopocol is based on assumptions (secure routing,
single and nonservable addresses) which still nemai make a reality. It's a common
disadvantage to all the reputation protocols. Iddedis one is based on the information
observed for the nodes and consequently requiresidaentication mechanism in order to affect
the marks to the legitimate which could store nastert links thus causing the Overflow attack .
In addition, it's difficult to avoid the problem dictitious denunciation (Blackmail) in which a
malicious node generates false messages to puteupegitimate nodes on the blacklist. The
mechanism of the reputation is potentially vulnéaiace up to the cooperative nodes (Black
Hole Cooperative) which agree between them to asgigpd marks and to allocate in the other
hand, bad marks the legitimate nodes. Moreoverthat case the nodes couldn’'t make the
distinction between the useful and the useless agess and will be obliged to forward all the
messages which come through them for having theadgeputation. This could generate a
waste of energy (sleep deprivation) and moreowectnstant monitoring nodes would engender
a network overload causing a reduction in the baaiithwin our algorithm we try to fend off the

four vulnerabilities cited for endowing CORE withreechanism called DRI table
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3.4.3 Performance Analysis

» CORE handles misbehaving nodes, DOS attacks andagation of fake/negative
information.

* Only positive information is shared with other nede

» There is no fear of revenge by sharing positiveorimfation instead of negative
information.

» CORE uses functional reputation. A network workitgns considered for execution of a
particular function if its operation value is abaveertain threshold else it is ignored.

* CORE does not exclude malicious node from netwbtke node is well reputed in a
function.

» CORE is generic mechanism that can be integratéd matwork and application layer

function.
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Chapter 4

| mplementation Details

4.1 Implementation

For implementation purposes, a number of files wesed. The most important files are as

follows: x Simulation.tcl: Used to specify the silation settings and scenarios e.g. wireless

model, radios, antenna types, traffic types, togpland simulation duration x ShellScript.sh:

This file contains Shell Scripting code and is udedfeed dynamic parameters to the

Simulation.tcl file. The main aim is to automatee tfiunctioning of the simulation by

automatically running the simulations with varyipgrameters (e.g. Traffic, Mobility, Network

Size)

Simulation.tcl

# Simulation Script File With Simulation Parameters #

FREFFHAHEFAAAHANAFARHENAHEF MAC parameters #A#F#FHRHAFEFATREFAHS

Mac/202 11
Mac/802 11
Mac/802 11
Mac/802 11
Mac/802 11
Mac/B802 11
Mac/202 11
Mac/802 11
Mac/802 11
Mac/E802 11
Mac/B02 11
Mac/802 11
Mac/802 11
Mac/802 11
Mac/802 11
Mac/B802 11
Mac/802 11
Mac/802 11
Mac/B802 11
Mac/802 11
Mac/802 11
Mac/802_ 11

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

dataRate 1|1Mb

basicRate Mb

CWMin 31

CWMax 1023

SlotTime 0.000020 ;% 20us

SIFS 0.000010; # 10us

Preamble Length 144; §# 144 bit
ShortPreambleLength 72; # 72 bit
PreambleDataRate 1.0e6; # 1Mbps
PLCPHeaderLength 48; # 48 bits
PLCPDataRate 1.0e&; # 1Mbps
ShortPLCPDataRate 2.0e6; # 2Mbps
RTSThreshold 3000; # bytes
ShortRetryLimit 7; retransmissions
LongRetryLimit 4; # retransmissions

newchipset false; # use new chipset,
SlotTime 0.000020

SIFS_ 0.000010

Preamblelength 144

PLCPHeaderLength 48

PLCPDataRate 1. :
aarf false

let

iEsdsadasddasaas i adiidaaniaatiatasnsiaintiatanaiiasaiasasas s ia iR iiid
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fRfEHFHAARHF AR HAHARARAR R ARH R4 SAF AR RS A AR R HAS AR AR A AR RAR

sat val (chan) Channel/WirelessChannel ;# Channel type
set val{netif) Phy/WirelessPhy ;# network interface
set val{ifg) Queue/DropTail/PriQueue ;# Queue type
sat val(ll) LL ;# Link layer

set val{ant) Antenna/OmniAntenna ;# Antenna type

sat val{ifglen) 500 ;# Interface Q len

saet val(mac) Mac/H80Z 11 ;# MAC

sat val(x) 700

sat val(y) 700

set val {prop) Fropagation/TwoRayGround

FHEFFHAAARH R HAHARARHR AR 4R AR AR R AR R A A RA R RS A RE R R H R A RH R RS
#H# Update Run Time Parameters H##

sat val(nn) [lindex Sargv 0] ;# Ho. of Nodes
gset val(rp) [lindax Sargv 1] ;# Routing Protocol

set val(stop) [lindex Sargv Z] ;# Stop Time
set 3c [lindex Sargv 3] i¥ Topology File
sat val(rate) [lindex Sargv 4] ;# Data Rate

puts "nn is $val(nn) "

Figure 4.2 :Screenshot of Simulation.tcl 2

The purpose of each variable is commented next #fter defining variables, initialize some
global variables to start the simulation. Thesaalde initialization codes are presented in the

following code.
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Figure 4.3: Screenshot of Simulation.tcl 3

In the above code, we have created ns_simulatigeciothat performs simulation. The tracefd
and namtrace variables are file handlers that corgenulation results. In the next lines a
topology and general attributes of each host inntitevork are defined. Most of these attributes
use variables that are defined in the start of yanmg The above code is a common part of all
simulations in ns2. After setting common parametieese is a need to create a random topology
of nodes. The following code creates 100 wirelesgsin a 2D flat filed and set their location in
random. In the above code as a first phase a sowae with ID=0 is created. The position of
source node is set to the left-down corner of tblelf After that, set the destination node ID to
99. Then in the for loop body 98 nodes created véatidom positions. And finally after the loop

body destination node in the top-right corner & tield is created.
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Figure 4.4: Screenshot of Simulation.tcl 4

After creating nodes there is a need to creatéidrbétween source and destination. The CBR
packet generator with a UDP agent is used to craadetransmit traffic between nodes. In the
following code first UDP agent is created to traitspackets using UDP protocol over the

network. Also at the destination NULL agent is usedemove the incoming packets to sink.
After that, establish a connection between two tmefnd finally CBR packet generator is

created and attached it to source agent to prgpadkets for UDP agent.

Figure 4.5: Screenshot of Simulation.tcl 5

The simulations start and finish time need to termeined after creating Agents and traffic. The

following code shows these times and start simutati
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Figure 4.6: Screenshot of Simulation.tcl 6

Figure 4.7: Screenshot of Simulation.tcl 7
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In the above code for loop body sets the finisttinge in each node. After that, a simulation
finish time is set and starts the simulation. Ttog $roducer is called at the end of simulation to
flush and close the result files. The source cod®ISSR protocol is very similar to AODV

protocol. The first change is routing protocol naméhe start of program
Val (rp) OLSR ; #routing protocol

The second and last change is setting Hello anch&§sage broadcast times in OLSR protocol.
4.2 Simulation Setting File

This is the main simulation file, which defines siimulation parameters. Most of the Physical,
MAC and Network layer parameters are defined is file, while some parameters, such as
number of nodes, total simulation time, data rdtesaurces and the topology are passed as
arguments to this file. The rest of the file is stendard ns tcl file, which involves the creatodn
sources, sinks, linking them together, and defiratiger related parameters. There are two main
types of traces generated through this file, narttedysimulation trace and the NAM trace. The
simulation trace file (traceFile.tr) contains thetalled trace of all the events that occurred durin
the simulation while the NAM trace file simwrls.nagontains the trace of the Network
Animation i.e. visualization and movement of nodes.

ShellScript
FHEARERER R RERRR A E AR AR R R AR AR BB BB R AR R R

T T T ' =

awk 'BEGIN {printf > "results"}!
EB="1024"

Protocol="0LSR"

StopTime="200"

TopType="4L"

counter="1"

multiple="25"

Figure 4.8: Screenshot of Simulation.tcl 8
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Figure 4.9: Screenshot of Simulation.tcl 9
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4.3 Shell Script File

The ShellScript.sh is the main driving script of $imulation, which calls the network simulator
to simulate a given network. This script automdbes simulation process by handling multiple
simulations in same time. Mainly the script proadiee capability to vary the parameters such as
network size, data rate, topology, and passes ttigmamically to the network simulation

executable.

ShellScript.sh file is a Linux Shell script file.ftar the Network Simulator has completed a
simulation, it writes the results in a trace filEhe trace file contains all the details of the
simulation at the packet level and bind with tirhee ShellScript File is used to pass parameters
to the Simulation.sh file at run time, by varyingetinput parameters so that the simulation
process is automated. At the start, the shell surifializes some parameters, such as Stop Time,
Topology Type and then run a loop. Inside that ldeauthor calculated number of nodes (this
varies from 25 to 100 for successive iterationsgcfied the data rate, the source and destination
nodes and then pass all these variables to thel&iowtcl file as input parameters so that the
Simulation.tcl file can execute the simulation lthea these parameters. The script at the end
calls various AWK files to calculate the evaluatimetrics such as throughput, PDR, delay and

writes these values to a result file for later refiee.

Department of Electrical and Electronic EngineeriBgst West University 59



Undergraduate Thesis Report

4.4 Simulation Settings

In order to carry out the performance comparisoA@DV and OLSR in a MANET topology,

we have used the open source Network Simulato2)rfer this purpose. Following are the

details of the simulation parameters and settings.

. Simulation Parameters

The following table lists the detailed simulatioargmeters used in our experiments

Simulation Parameters Value
Network Area 700m x 700m
No. of Nodes 25,50,75,100
Traffic Type CBR/UDP
No. of Flows 5
Packet Size 1500 Bytes
MAC Protocol IEEE 802.11b
Data Rate 11 Mbps
Frequency 2.5 GHz
Propagation Model Two-Ray Ground
Transmission Power 281mW
Antenna Omni-Directional
Simulation Time 2000s

Table 1: Simulation Parameters
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4.5 Simulation Topologies

The following figures show the simulation topolagier 25, 50, 75 and 100 nodes.
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Figure 4.13: 100 Node T opology
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4.6 Simulation M odeling

The aim of this research is to analyze the perfomeaf routing protocol by varying the number
of nodes from 25 nodes to 100 nodes. The performancevaluated by means of multiple
simulations with respect to metrics such as: padedivery ratio, packet loss ratio, aggregate
throughput, end-to-end delay, routing overhead. &kperiment is performed by the use of
Network Simulator ns (licensed for use under versdoof the GNU General Public License) to
compare the group of chosen routing protocols sspréng specific approaches and algorithms.
NS2 (version 2) is an object-oriented, discretenedeiven network simulator developed at UC
Berkeley written in C++ and OTcl. The choice ofsthsimulator is motivated by many

advantages, among which:

* Itis open source software

« Large amount of implemented protocols and contidioutode.

* It consists of different topology and traffic geaters which helps users to create
different scenarios.

» Reliability confirmed by common usage for resegralposes.

* It provides an interface to users to configure edéght network protocols to each

network layer.

NS-2
Simulation- |5, [ ! Smulation
OTecl Script OTel Interpreter Results
Y
C++ Libraries

Figure4.14: Data Flow For a Single Simulation
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The simulation and analysis process are specifietie Business Process Model and Notation
(BPMN) diagram. Parameters such as dimensions plagy (width and length), number of
nodes in the scenario, name of simulated routiegopol and number of simulations repeated in
the sequence are required by OTcl script. Two aatesource files are used for simulation and
these files contains OTcl code for nodes movemedtp@sitioning in one file, and traffic pattern

in the other file
4.7 Model Design And Implementation

In this project, the author has designed a wirefes$ioc network with the simulation area to be
700*700 sqg. units.

Phy/WirelessPhy set bandwidth 11Mb;
Phy/WirelessPhy set freq 9.14et08

Phy/WirelessPhy set Pt 0.281838
#Phy/WirelessPhy set RXThresh 6.0908e-10
Phy/WirelessPhy set RXThresh 4.65262e-10

HHHFHHHFHFHEHFEFH A SRR AR A A A A R A

set val(chan) Channel/WirelessChannel ;# Channel type
set val(netif) Phy/WirelessPhy ;# network interface
set val(ifg) Queue/DropTail/PriQueue ;# Queue type
set val(ll) LL ;# Link layer

set val (ant) Antenna/OmniAntenna ;# Antenna type

set val(ifqglen) 500 ;# Interface Q len

set val(mac) Mac/802 11 ;# MAC

set val(x) 700

set wval(y) 700

set val (prop) Propagation/TwoRayGround

Figure 4.15: Screenshot of Simulation.tcl 10
To understand the above parameters the simulatimmd be conducted and concentrated on

» Traffic patterns
* Mobility models o Interface queues

» Parameters affecting radio propagation
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4.7.1 Node M ovement

There is a significant distinction made between ilecdnd router nodes in simulation topologies
in order to illustrate real conditions [1], [4]. @main difference is the lack of movement for
router nodes. A tool is created to generate movée@mation of nodes this tool takes ns2 file
to generate network animator (NAM). It is importéamnote that this generation of animation file
is not a post simulation trace. The network anim@AM) file that is produced by network

simulator (NS2) is playable animation file.
4.7.2 Node Transmission range

Apart from mobility, the router and mobile node’mperties differ in the matter of receiving
threshold and transmitting power[1],[3]. The valoé receiving threshold (represented by
variable RXThresh_assigned to network interfacee tighy/Wireless Phy in OTcl simulation
code) is assigned to a wireless node and deterrthirasinimum value of packet’s signal power
required to succeed with its delivery. If the pdtksignal power at the destination node doesn’t

reach the threshold value, it is marked as errdrdaopped by the MAC layer.

The following are the figures for nodes movemerfoteeand after simulation for 50 and 100

nodes.
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Figure 4.16: 50 Nodes Before Simulation
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Figure 4.18: 100 Nodes Before Simulation
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Figure 4.19: 100 Nodes After Simulation
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Loading mobility pattern.....

SORTING LISTS ...DONE!

channel.cc:sendUp - Calc highestAntennaZ_ and distCST_
highestAntennaZ_ = 1.5, distCST_ = 550.0

Packet Delivery Ratio: 86.975781%

Pkt Loss Ratio: 19.024219%

Throughput: 1990 Kbps

avg e-to-e delay: 636 ms

Routing Overhead: 75 KB

nn is 100

num_nodes 1s set 100

warning: Please use -channel as shown in tcl/ex/wireless-mitf.tcl
INITIALIZE THE LIST xListHead

Loading mobility pattern.....

SORTING LISTS ...DONE!

channel.cc:sendUp - Calc highestAntennaZ_ and distCST_
highestAntennaZ_ = 1.5, distCST_ = 550.@

Packet Delivery Ratio: 74.008707%

Pkt Loss Ratlo: 25.991293%

Throughput: 1820 Kbps

avg e-to-e delay: 939 ms

Routing Overhead: 296 KB

Figure 4.20: Screenshot of Evaluation Program
4.7.3 Physical and MAC layers

Wireless mesh routers in the simulation are equippégh IEEE 802.11b compliant wireless
cards and the Physical and MAC layers of IEEE 802 4dre used.

4.7.4 Radio Propagation Mode

The popular Two-Ray Ground radio propagation mogelused to model the wireless
communication. The two-ray Ground Model is a ragliopagation model that predicts path loss
when the signal received consists of the line ghtsicomponent and multi path component
formed predominately by a single ground reflectexvev In practice, a single line-of-sight path
between two mobile nodes is seldom the only mednprapagation. The two-ray ground
reflection model considers both the direct path anground reflection path. In general, this

model gives more accurate prediction at a longadis# than the free space model.
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4.7.5 Omni-directional antenna

An Omni-directional antenna transmits and recesigsals equally, in all directions. That is, an
Omni directional antenna transmits signals in a8®38Wle. The advantage of such an antenna is
that is covers all directions and provides conwégtin all directions, but the disadvantage is
that since the energy is scattered in all direstidine wireless range is somewhat limited. This is
in contrast to directional antennas which perforgarb-forming in a particular direction only,

giving a higher range but limited degree of coverag
4.7.6 Topology and Traffic Settings

The network size is varied from 25 nodes to 100esodith every topology comprising of the
selected number of nodes randomly distributed inagga of 700m x 700m. Five randomly
selected nodes acts as the sources of five difféiams and other five randomly selected nodes

acts as the destinations of these flows.
4.7.7 Routing and Transport Protocols

At the network layer, two protocols AODV and OLSRe a&ompared. At the transport layer,

UDP protocol was used.
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4.8 Evaluation M atrices

The performance of routing protocols is measuredutgh performance metrics including the
throughput, end-to-end delay and the packet dsglivatio. In general, as the traffic load
increases, the routing protocol needs to transpore data across the network, which causes
more transmissions on the wireless medium, regultin more collisions and packet losses.
Similarly, high mobility also strains the perforntanof the routing protocol by involving
constantly changing routes. The end-to-end delayl$® higher for high traffic, mobile
topologies since there are a large number of amiiss which requires more frequent
retransmissions at the link layer, resulting ingatelays. In particular, the end-to-end delay is
also tightly coupled with the network size sinckaae network has longer routes on average,

requiring more hops and consequently, more delay.

» Packet Delivery Ratio: The packet delivery percgateepresents the percentage of total
sent packets from source nodes, which are suctlgssfceived at the destination nodes.

» Packet Loss Ratio: The Packet Loss Percentageatiw)Represents the total number of
packets lost in the network between source andnadgisin nodes.

» Aggregate Throughput: The aggregate throughputastatal number of bytes received
at the destination divided by the total time dunatiThis aggregates all the flows in the
network.

» End-to-End Delay: The end-to-end delay is the ayegtaesults of how long it takes a
packet to go from the source to the destination.

* Routing Overhead: The measure of routing packets-(fata) generated by the protocol.
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CHAPTER 5

Simulation Scenarios

5.1 Description and Motivation about Scenarios

To carry out the performance evaluation, the tim@@ameters are varied and the impact of those
parameters on the performance of the two protasaidserved. In general, as the network size
increases, the average route length increasesthendouting protocol has to carry the data
through a larger number of wireless hops whichoshiices more delays and more probability of
collisions, therefore the performance degrades.eller, an increase in load also overloads the
network since the wireless medium is a shared medind the Carrier-Sense-Multiple-Access
(CSMA) mechanism of IEEE 802.11 radios is pronectdlisions especially in high traffic
conditions. Therefore, the routing protocol perfanoe worsens in the face of increasing load.
As the mobility is increased, it causes rapid cleang the network topology whereby old links
break and new links and routes are created. Thisnes the routing protocol to constantly adapt
to the changing topology and this typically degsadee performance of the routing protocol
since it needs to update the routing tables andteseadditional routing packets which cause
further strain on the wireless medium. 6.1 NetwSike The network is varied from 25 nodes to
100 nodes in order to study the scalability of rinating protocol. It is extremely important for a
routing protocol to perform well for large networks well as for small networks. By varying the
size, the aim is to study the scalability of thatiog protocol in terms of how well it addresses
the maintenance of a large number of nodes anésotlihe network size is varied from 25 nodes
to 100 nodes in increments of 25 nodes. The selentea of simulation is 700mx700m, which
provides sufficient space for nodes to be mobild anfficiently placed apart to observe the
impact of multihop routing. The network size isiedrso that the behavior of the two protocols
scales with the network size. More importantlyites network size increases, the link (and route
breakage) probability increases. 6.2 Traffic Loaa Study the impact of traffic load on the
performance of the protocols, the input traffic dos varied from 1 Mbps to 4 Mbps in
increments of 1 Mbps while keeping other paramesersh as Network Size and Mobility
constant. The traffic load strains the network areites additional load on the wireless network

and hence it gives a good idea of the performamc¢keoprotocol under heavy load conditions.
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The input load is varied because as the networ#t Inareases, the collisions on the wireless
medium also increase along with packet losses.,Tihisinteresting to see the behavior of the
two protocols as the network load increases. 6.3illp has a significant impact on the

performance of routing protocols because mobilijpses changes in the topology of the
network. More precisely, mobility causes route kegges and creation of new routes, which
forces the routing protocol to converge again. Ténables us to study how well the protocol
performs in terms of dynamically evolving networdnditions. Also vary the mobility of the

network by varying the pause time from 5s to 13 Mmobility is an important criterion in the

performance evaluation of ad-hoc routing protockigh mobility creates stress on the network
in terms of higher route breakages, high packet fwsbability. Therefore, it is interesting to see

the performance of the two protocols under varymapility scenarios.
Packet lost may have various reasons:

Packet callision: two nodes send packet in same time.

2. High packet rate at source node: if the packet generation rate is higher than link
bandwidth some packets are lost.

3. Incoming packet queue size: if the incoming queue size is low during the rogti
some packets may lost because of full queue.

4. Routing delay: if the node cannot find a route to destinatioraireasonable time it

drops the packet.
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CHAPTERG6

Results and Discussion

6.1 Perfor mance Evaluation Results

In this section, a performance comparison of AO&8\d OLSR protocols is carried out by
varying network size, varying traffic and varyinghility and gives their comparison in terms
of the selected evaluation metrics. To prove theeolations, 95% confidence interval for the
sample difference between two routing protocolsailsulated. If the confidence interval shows
zero then one can conclude that the routing prddobave almost same performance. For
example, the calculation of 9% confidence intefeaAODV and OLSR shows similar results.
After calculating mean {xfor a pair wise difference of the two samplestwb protocols,
standard deviations] of the sample difference was determined. Sineentimber of samples

is 40, the 95% confidence interval of the two peots will be as follows:

This interval does not include zero, we can corelith 95% confidence interval that AODV is

significantly better than OLSR. The confidence tiné¢ is also presented in tables.
6.1.1 Perfor mance Comparison of AODV and OL SR with Varying Network Size

The following figure 6.1 shows the comparison betweODV and OLSR with regard to
packet delivery performance for varying networkesiz.e. 25-100 nodes. Initially (25 nodes),
OLSR outperforms AODV because it is proactive inura and creates routes in advance,
whereas AODV wastes sometimes in creating routbe. dverhead of OLSR is small for
smaller topologies, however, for larger topologies 50, 75 and 100 nodes, the significantly
large routing overhead of OLSR degrades performatraating interference in the network
and causing loss of packets (figure 6.2). On therdbhand, AODV creates significantly smaller
overhead and hence causes fewer collisions evetarfger topologies, thereby achieving a
better PDR.
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Figure6.1: Packet Delivery Percentage for AODV and OL SR
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Figure 6.2: Packet L oss Percentage for AODV and OL SR

Figure 6.3 shows the comparison of end-to-end defdlge two protocols. The overall end-to-
end delay for the two protocols is comparable bUER has a slightly higher delay compared
to AODV. The primary reason is that, for larger diggies, OLSR creates more routing
packets due to its proactive nature, which causssions and results in larger delays

compared to AODV, creating so a similar routingrnead for all topologies

Department of Electrical and Electronic EngineeriBgst West University 75



Undergraduate Thesis Report

4000 . . 1
AODV —EH—
3500 | OLSR ---@-- |-

3000 =
2500 | -
2000 -
1500
1000
500

0

End to End Delay (ms)

0 25 50 75 100
Network Size (Nodes)

Figure 6.3: End-to-End Delay for AODV and OL SR

Figure 6.4 shows comparison of routing overheaciggad by the two protocols. OLSR being
a proactive protocol creates a significantly largeuting overhead especially for larger
topologies. OLSR generates a lot of HELLO and TogglControl messages, which results in
larger overhead while AODV relies on infrequent RoWiscoveries which generate less
traffic.
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Figure 6.4: Routing Overhead for AODV and OL SR
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Figure 6.5: Throughput for AODV and OL SR

Department of Electrical and Electronic EngineeriBgst West University 77



Undergraduate Thesis Report

The throughput is another representation of thek&abelivery Ratio (figure 6.5). AODV
provides a higher throughput for larger topologiesause it has a smaller routing overhead
compared to OLSR which creates a lot of overheathfger topologies.

6.2 Performance Comparison of AODV and OL SR with Varying Traffic

As the traffic load is varied, AODV performs relatly better than OLSR, because AODV
being a reactive protocol launches the route disgoprocess relatively infrequently whereas
OLSR generates periodic routing traffic (figure)6.8loreover, mobility causes significantly
more changes for OLSR (neighbor detection, Topold&pntrol) compared to AODV.
Excessive packets worsen the network conditionshasload increases and hence OLSR
performs worse than AODV. Overall, the performanédoth protocols deteriorates as the
load increases (figure 6.7). Hence, we see deaepaeket delivery rates and increasing
packet loss rates for both protocols.
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Figure 6.6: Performance Comparison of AODV and OL SR with Varying Traffic
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Both protocols show comparable performance in tesfrend-to-end delay, as the traffic load
is increased on the network (figure 6.8). Overadl,see that both the protocols have increasing
delays as the traffic load is increased becaugeased traffic on the wireless medium causes
collisions which in turn necessitate retransmissiah MAC layer, resulting in larger end-to-

end delays.
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Figure 6.7: Packet L oss Percentage for AODV and OL SR
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Figure 6.8: End-to-End Delay AODV and OLSR
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Figure 6.9: Routing Overhead Comparison for AODV and OL SR
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The biggest difference in terms of performance h&f two protocols stems from the large
difference in the routing overhead of the two peols (figure 8-9). OLSR in general generates
a larger overhead being a proactive protocol wARDYV generates a smaller overhead as it
creates routes only when required. It is also edieng to note that increasing the traffic has
almost no impact on the routing overhead becateseotliting overhead is mainly dependent on
the network size, which for this simulation remamesistant.
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Figure 6.10: Throughput Comparison for AODV and OL SR
Similar to the results for Packet Delivery Rates throughout obtained with AODV is higher
than that of OLSR mainly because of the problemoating overhead and a higher collision

rate in OLSR as the load increases (figure 6.1@gr@l, for both protocols, the throughput
increases as the amount of traffic injected inné®vork increases (figure 6.10).
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6.3 Performance Comparison of AODV and OL SR for Varying Mobility
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Figure 6.11: Throughput Comparison for AODV and OL SR

In terms of throughput, the two protocols show Emperformance as the mobility rate is
varied (pause time 5s to 15s) (figure 6.11). Thiprimarily because the two protocols differ
significantly when the topology size changes, loutthe case of mobility, the topology size is

constant
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Figure 6.12: End-to-End Delay Comparison for AODV and OL SR

In terms of end-to-end delay, the delay remainsenmorless constant as the mobility is varied
(figure 6.12). Both protocols are well equippedchtmdle mobility scenarios and therefore give

acceptable performance.

In terms of routing overhead, the important pominbte is that the routing overhead remains
more or less constant for both the protocols wi@D¥ giving a smaller routing overhead due to
its reactive nature (figure 6.13). The overheadaiesiconstant because it is mainly dependent

on the network size and not on the mobility.
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Figure 6.13: Routing Overhead Comparison for AODV and OL SR
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Figure 6.14: Packet Delivery Comparison for AODV and OLSR

In terms of packet delivery and loss, again, botbtqrols perform more or less similarly

because the topology size remains constant andehéme number of routing packets remains
more or less constant giving a constant and sontesthale performance for both protocols
(figure 6.14 and 6.15).
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Figure 6.15: Packet L oss Comparison for AODV and OL SR.
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CHAPTER 7

Conclusion and Futur e work

The aim of this work was to evaluate the perforneamicrouting protocols AODV and OLSR. In
this thesis, based on the results of simulatiooraparative analysis was done between selected
routing protocols AODV and OLSR and the resultsexdocumented. The performance has been
evaluated based on parameters that aim to figutetheu effects of routing protocols. By
comparing these protocol performances, this woskifjas that the AODV routing protocol
performs better compared to OLSR in terms of: 19-Enend delay 2) Throughput 3) Packet
loss 4) Packet delivery ratio 5) Routing overhe&ID is a reactive protocol and creates a very
low routing overhead due to discovering routes aviten needed, OLSR is proactive in nature.
From the comparative analysis of routing protoctiie AODV outperforms the OLSR. The
AODV has low load than OLSR respectively. From #eve results 4-3, 4-4, 4-5, 4-6 and 4-7
the behavior of all the routing protocols in di#at number of mobile nodes, it can be seen that
which routing protocol perform well. In terms oftmerk size, mobility and traffic load AODV
shows better results than OLSR. From the simulagedits the behaviors of all routing protocols
for different numbers of mobile nodes was obseraed we came to the conclusion that AODV
routing protocol performs well. The study of theseating protocols shows that the AODV is
better in wireless ad-hoc network according todimeulation results but it is not necessary that
AODV perform always better in all the networks. pisrformance may vary by varying the
network. At the end we came to the point that taggsmance of routing protocols vary with
network size and selection of accurate routingqmais according to the network that ultimately
influence the efficiency of that network in effioteway. Future work is about the development
of modified version of the selected routing protscavhich should consider different aspects of
routing protocols such as rate of higher route bdistament with less route breakage and the

weakness of the protocols mentioned should be imged.
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