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Abstract

E-Recruitment system has emerged in the modern age since 1994 to amend the traditional recruiting
system by making it faster, cost-effective, and flexible. Although the issue aroused from racism,
nepotism, fraud, etc. these couldn’t be mitigated entirely even with the help of modern technologies.
This research study aims at creating a decentralized global platform for e-recruitment and make the
recruitment process more secure as well as trustworthy to both the recruiters and the recruitees. It
constitutes a ubiquitous trusted, experience point system that can present a globally unified
perspective for employees, organizations and other stakeholders. This will also discuss how Blockchain
technology is helping to secure the e-recruitment process from all the issues mentioned above. The
study will provide a conceptual model along with a proof-of-concept. The XPChain implementation is
a prototype proof-of-concept of the environment. XPChain stores employees’ work experiences in
terms of experience points. It is flexible enough to be used along with the organizations’ existing HRM
systems. This platform becomes more acceptable and robust as more people and organizations start
to use it.



Acknowledgments

As it is true for everyone, we have also arrived at this point in achieving a goal in our life through
various interactions with and help from other people. However, written words are often elusive and
harbor diverse interpretations even in one’s mother tongue. Therefore, we would not like to make
efforts to find the best words to express my thankfulness other than simply listing those people who
have contributed to this thesis itself in an essential way. This work was carried out in the Department
of Computer Science and Engineering at East West University, Bangladesh.

First of all, we would like to express our deepest gratitude to the almighty for His blessings on us. Next,
our special thanks go to our supervisor, “Amit Kumar Das”, who gave us this opportunity, initiated us
into the field of “XPChain: A Blockchain-Based Decentralized E-Recruitment Platform”, and without
whom this work would not have been possible. His encouragement, visionaries and thoughtful
comments and suggestions, unforgettable support at every stage of our B.Sc. study were simply
appreciating and essential. His ability to muddle us enough to finally answer our own question
correctly is something valuable that we have learned and we would try to emulate if ever we get the
opportunity.

We would like to thank “Shovon Paul” and “Jubair Islam Joy” for their overall support.

Last but not least, we would like to thank our parents for their unending support, encouragement, and
prayers.

There are numerous other people too who have shown me their constant support and friendship in
various ways, directly or indirectly related to our academic life. We will remember them in our hearts
and hope to find a more appropriate place to acknowledge them in the future.

Shaila Sarker

Abdullah — Al — Haris Shakib
Ashiful Arefin

December 2019



Table of Contents

[B]=Tol 1= o] o OO T TP PP PPPPUPPPP i
F o - [ot AT PP UT PP PPPP i
Yol d o)V Y] F=To Fd 0 0 T=T Y £ PP PP PPPPPPPPPRS iii
TablEe Of CONTENTS ...ttt et e e s st e e s st e e snreeeesamneeeeenans iv
LiST OF FIGUIES wuvvvtiiiiiiiiiiiiiiiiiiitit s Vi
CRaP el L, 1
1.1 RECTUITMENT...ciiiiiiiiii e e 1
1.1, E-RECIUITMENT ..ceiiiiiiiiiiiiiii s 1

1.2 BaCKgroUNd.....cccoiiiiiic 1
1.3 BIOCKCRAIN e e e e 2
1.3. 1 TruStlESS TrUSE SYSTEM ...uuuueiiiiiiiii s 2
1.3.2 Digital SIgNATUIE...uueeeiiiiiiiitii s 2
1.3.3 DECENEraliZatioN ..ccoueiieiiiiiieieeee e e s e e 3

1.4 CONEMIDUTIONS ...eeeeiiiee et st e st e s st e e e st e e e sabr e e e s s mneee e snnee 3
1.5 Organization of the BOOK ........ccooiiiiiiii 3
N 6] o Tol [V o o W S PP UP PP PPP PRSPPI 3
CRaPtEr 2 4
P2 R 1Y o To [0 o T3 T PO PP OO PP PP OPPPPPUPPPPPRN 4
2.2 LIterature REVIEW......ciiiiiiiiiiiiiiiiiiiiiiiiiitiiiii ittt e bbb b b e e e et e e b e s s aaaasasaaaasaaaasaaasaaee 4
NN 6] o Tol [V o 3 WP P PP PP PPUPT PPN 5
Chapter 3 6
Bl INTrOTUCTION ..ttt ettt ettt e e st e e e s eab bt e e s sbbe e e e e aabbeee s snbeeeesaabeeeens 6
3.2 Organizations Joining to The XPChain NEtWOIK ..........uuuiiiicee s 7
3.3 Employees JOINING the NETWOIK .........ueueiie s 7
3.4 Employee Receiving XPToKens or CertifiCates. ......couuiiiiiiiiiiicccce s 9
3.5 Employee Resigning from Organization..............ueeeuuueuiuunniiiieeeeeeee e 10
3.6 RECIUITMENT .. s 10
3.7 CONCIUSION ..ttt ettt e e bttt e e e ab et e s st e e e e sab et e e s aabb e e e e eanbeeeeeanbeeeesanneeeens 11

(0 o =T o] 1= PN 12
L R 1 Y o 0] o To | RPN 12
A o 8 E 11 IY= VT PP UPTP PP 14



o 0o o Vol L 1Y [0 o TN 21

G el 5 22
oI [ g1 4o Yo [V 4 o] o FOU TP PP PUT O PPPPPPPPTPN 22
LT Yo7 | =1 o1 4 22
5.3 5096 ALEACK. ..uuttiiitititittt s 22
I N 0] o Tl [V T o] o IO TP PP PPPPPPPPTPPRN 22

Gl B e, 23
6.1 CONCIUSION ...ttt s e e st e e s e e e e smre e e s saraeeesaaneeee s 23
6.2 FULUIE WOTK .ottt e s st e e s eneeee s 23

23] o] [0 =4 =T o] 0 1V 24

1Y o] 0= o Vo LD PP PPPPPPPPPRt 26



List of Figures

Figure 3.1 Diagram of Blockchain Incorporated XPChain Architecture.......cccoceeeeeiiiiiiiiiiiieiiiiiccccceenn 6
Figure 3.2 A process model of an organization's entry into the Blockchain network..........ccccceeeinnnn. 8
Figure 3.3 A process model of a New Employee's Registration into the Blockchain network .............. 9
Figure 3.4 A process model of an employee receiving XPTOKENS .......uuuuiiiiiiiiiiiiiiiiieececeeccc e 10
Figure 3.5 A process model of an employee receiving certification ........ccccoooeiiiiiiiiiiiiiiiiiiiiiicccccn, 10
Figure 3.6 A process model of an employee being recruited to a new member organization ........... 11
Figure 4.1 Home Page of Public-Private Key Pair Generating Crypto ToOol.......cccooeeiieiiiiiiiiiiiiiciiiinnn 12
Figure 4.2 Graphical User Interface for Generating Public-Private Key Pair ......cccccoeeeiiiiiiiiiiiiiiiiinnnn, 13
Figure 4.3 Graphical User Interface for Generating Digital Signature........ccccoeeeeeiiiiiiiiiiiiiiiciiicccceen, 13
Figure 4.4 Graphical User Interface for Verifying Digital Signature Page (Valid Message) ................. 14
Figure 4.5 Blockchain Based Decentralized Network: XPChain's Home Page .......ccccceeeeeiiiiiiiicciiicnnnn, 14
Figure 4.6 Organization’s Separate Local Home Page for XPChain ........ccccoeeiiiiiiiiiiiiieiiciiecceccccceccan 15
Figure 4.7 Form for Adding New Employee to The Local Area of XPChain Server........cccoceeeeeveiiinnnn. 15
Figure 4.8 Employee's Local Information View before verification by employee (from employee's
ACCOUNT) coeiiiiii 16
Figure 4.9 Employee Verification form (only available from employee's account) ...........ccceeeeeeennnes 17
Figure 4.10 Employee Information in XPChain's distributed database in block form.............ccccuun.. 18
Figure 4.11 Form for Adding New Unit of Work in Organization's Local Database ..........ccccceeeeeeinnnnn. 18
Figure 4.12 List of Units of Work in Organization's Local Database with a new Unverified Unit of

LA o T PP PPPPPPPPT 19
Figure 4.13 Snip of a Block List in XPChain's Distributed Database (Last one being the new Unit of
WOrk from Figure 4.12) ..o 20
Figure 4.14 Block View of the Unit of Work (mentioned in Figure 4.12) in XPChain’s Distributed
D] =] o =) F R ORSRRRRPPNt 20

Vi



Chapter 1

Introduction

1.1 Recruitment

The term “recruitment” is used to define a process to find and hire the most qualified applicant for a
specific job. It is an employee searching process. The process starts with identifying and publishing the
qualifications and requirements for a particular job and ends with introducing a new employee to the
organization.

In earlier days, the employers used to recruit employees starting with an advertisement in the
print/broadcast media when there’s a vacancy for any job. The interested candidates followed the
recruitment circular and based on their eligibility and interest, they applied for the job. After the
application deadline, the HR department checked the received applications and the CVs to perform
some primary screening. Generally, the shortlisted candidates were invited via phone calls, postal
mails, or emails to attend a face-to-face interview. Based on the performance of that interview and/or
some evaluation the fittest employee was selected for the job. Besides, some companies used to hire
some recruitment agencies to run the recruitment process. This method was very time consuming and
inefficient.

1.1.1 E-Recruitment

In 1994, the internet evolved the recruitment process to become more efficient with electronic
recruitment or e-recruitment [1]. E-recruitment system is a faster, cheap and efficient way of
recruiting people for any company or organization. Here the whole recruitment process takes place
on the internet. The job circulars are published on company websites, social media, online

job portals, etc. Nowadays, LinkedlIn is such a popular online platform for professionals. This publishing
process is much faster than the paper-based publications. The candidates and the recruiters can
access the portals at any time and from anywhere with an internet connection. Portals can also filter
the applications received for a circular. The applicants selected for an interview can receive emails or
notifications automatically generated by the portal. The interviews can take place on any video
conferencing platform such as Skype.

1.2 Background

Nevertheless, some issues remain regarding authenticity and credibility from both ends. The employer
may prioritize or override the candidates discriminating based on religion, gender, race, color,
nationality, personal favors, etc. The candidates can try to get on using forged certificates, documents,
etc. This research study aims to mitigate these issues regarding favoritism or nepotism using
Blockchain. Thus, both the recruiter and employee get rid of fraudulent due to corruption in

1



recruitments.

1.3 Blockchain

Blockchain is a tamper-proof, distributed digital ledger containing transactional data in a private or
public P2P (peer-to-peer) network [2]. All the validated and confirmed blocks are connected and
chained from beginning to the most recent block of the chain. In the Blockchain network, the member
can view the transactions that are relevant to them. It is immutable as the alteration of the
transactional data or blocks is impossible [3]. Data can only be inserted; no deletion or modification is
possible. Hence it has credibility and authenticity. Distributed Ledger Technology is a database that
contains the transactional records of a system. All the data are stored across several computers that
are considered as nodes; thus, make a network. DLT helps to remove the necessity of intermediaries
between users and for this, it is considered as trustless.

1.3.1 Trustless Trust System

Blockchain is considered to be a “trustless trust” system. Though the term sounds like an antithesis,
the system is trustworthy in real [4]. As it follows a mechanism named ‘consensus’ which is achieved
using a consensus algorithm. There are lots of consensus algorithms at work in different Blockchain
implementations. Proof-of-Work (PoW), Proof-of-Stake (PoS), Delegated-Proof-of-Stake (DPoS),
Proof-of-Authority (PoA), etc. are the most popular ones. Consensus algorithms are designed to reach
an agreement between the Blockchain nodes about the validity of a block. Since all the data in the
Blockchain network is replicated among the nodes, this is a crucial point. Proof-of-Authority has a
much higher transaction rate comparatively. The system has to trust some validators for generating
valid transactions. The primary beneficiary of the chain, the employees, are not actually in control of
the network. Employees cannot transfer their experience points to others. Hence, when an
organization generates a block and, it is broadcast to all the other nodes. The block is accepted by the
other nodes only when the block contains valid data. The block expresses the acceptance with the
creation of the next block having the hash of the previous one in the chain. It means, instead of
depending on any third party Blockchain use consensus protocol for agreeing with the digital
signatures, cryptographic hashes, and ledger contents to ensure the integrity of the transactions.

1.3.2 Digital Signature

Digital signatures are digital codes that are generated as well as authenticated by the public key
encryption. These digital codes are attached to the documents or messages that are transmitted
electronically to verify the sender’s ID along with the contents in it. Messages are generally bit strings.
Sometimes hash functions are used to convert arbitrary inputs into the proper format. The signatures
are kept much shorter to save time. When all relevant prerequisites are satisfied the digital signatures
are considered to be valid and it makes the recipient strongly believe in the messages sent by the
claimed sender to them as there is no chance to alter the messages in transit [5].

Digital signatures are used for authentication, ratification, and integrity. Digital signatures are used for
authenticating the sender of the messages. Valid signature helps to identify the user, who sent the
message. When the source has been authorized through digital signatures the refusal of the
ownership of the sent message will be meaningless. Ratification is considered as another important
aspect in this case as an entity denial of a signed record is impossible. And there's no chance of
emulating a valid signature by fraud. Integrity is ensured in such a way that there’s no alteration of



the messages in transit while sending it to the recipients.

1.3.3 Decentralization

In a relational database, there’s always a centralized author who has control over the database to
change or modify any data and even has the allowance to delete the data. But in a blockchain, it is
impossible to remove or alter any data by any centralized author. In a blockchain, each individual has
control over the distributed ledger. Moreover, there are multiple copies of all the information in a
Blockchain that almost mitigates the risk of data failure. If anyone tries to tamper with the data, their
chain will be invalidated. Therefore, other nodes will not agree with that defected node.

1.4 Contributions
The significant contributions of the study are:
e To keep records of employees’ achievements secured.
e To verify employee’s academic and professional achievements.
e To create a decentralized or transparent and authentic e-recruitment system.

1.5 Organization of the Book

This research has been organized as follow: The Chapter 2 describes some related researches
regarding E-Recruitment and in Chapter 3 the proposed platform for XPChain has been explained in
depth. Chapter 4 represents the implementation details and Chapter 5 discusses about the limitations
of the proposed method. Finally, Chapter 6 will conclude the study with mentioning some future and
alternative initiatives regarding the proposed method.

1.6 Conclusion

This research study has been done to resolve the issues regarding corruption in recruitment systems.
Such as favoritism or nepotism, racism or discrimination of employees by unfair means. Thus, the
actual skills will be rewarded, the skilled person will be selected through the recruitment process and
the company will be able to make more profit with the help of the experts recruited using XPChain.



Chapter 2

Literature Review

2.1 Introduction

It is tough to expand the literature review section for the research study since very few numbers of
literature are available regarding this study. It is tough to find them. However, some of the available
researches regarding this study have been reviewed in this chapter.

It seems that previously, some researches have been done to accelerate and optimize the recruitment
system. Most of the studies have become successful in the discussion about the speed of recruiting
employees. And others have adopted decentralized platforms as per the research requirements.

2.2 Literature Review

This research study will start reviewing the relevant literature with the discussion of the research
named EduCTX from which the idea of the present study generated. EQuCTX is a blockchain-based
higher education credit transfer platform. The platform records students’ acquired credits as tokens
in the chain. The proposed solution was based on a distributed peer-to-peer network system, and they
designed their proposed method in a very effective and efficient way. It was based on an open-source
Ark Blockchain Platform. Though they have designed their proposed method but didn’t implement it
for a real-life environment [6].

A group of researchers in another research study related to this study has analyzed the success of
using Facebook, the most popular SNS (Social Networking Site) in the recruiting system. Though they
found a positive impact of SNS on the recruitment system, they couldn’t solve the third-party
involvement problem in the process [7].

Some other researchers have determined systematic freelance platforms regarding maximum
gratified job requests with a proposed method of centralization of the schemes which achieve capacity
in their research work. For ensuring freedom of the customers along with freelancers and
decentralization operation, it has proposed simple schemes that are compatible with the operation of
immediate crowd-sourcing platforms that achieve capacity approximately. When job requests go
beyond capacity, it had a proposal of a scheme that was agnostic of the information, but fair and
optimal to decline jobs without waiting [8].

Another study implemented a decentralized controlling system that is done on an experimental
platform and dedicated to studying of knocking down in the industrial tubes. Having an order of 2x2
the plant was modeled as a multivariable system whose inputs were the applied current and voltage
respectively in the actuators of the plant, and outputs were flowing along with pressure
measurements that were obtained by sensors in the main tube. The Decentralized PID Control System
was performed by a supervisory system that was developed in LabVIEW Software for verifying the
impact regarding foul on the behavior of the experimental platform. Thus, it enabled performing
predictive maintenance [9].



Some researchers have designed and evaluated a method for reducing multipath errors on Levenberg-
Marquardt methods. The positioning of persons and objects can be done through a decentralized
localization platform. Decentralized computation of position helps in shifting application-level
knowledge into MS (Mobile Station) and in avoiding communication with remote devices such as a
server. But limited computing capacity and power supply and restricted storage throw challenges in
computing position on resource-constrained devices. So, the study proposed suitable algorithms for
computing both optimized and unoptimized positions on Resource-Limited Mobile Stations [10].
Various literature has proposed different online recruiting systems. Among them, most of the systems
were focusing on the selection and assessing the stage of the individuals and neglected the employees’
search stage. Based on Massive Open Online Courses, the literature proposed a new way of e-
recruitment. Created a real bank having profiles that made it an essential source for recruiting for the
organization [11].

An article has a similar but not the same concept regarding this study, i.e., focuses on the
implementation of such a system that measures competence for Computer Sciences. The system has
used the model of item response theory. The results found by the system are represented to the
students in the form of a dashboard. The teachers will be allowed to have necessary elements for
monitoring their learnings by identifying causes blocking and checking achievements. The system can
also help in amending the recruitment process by companies using it as a near-selection process of
employees for jobs [12].

1.6 Conclusion
Reviewing other researches, the study came to a decision to resolve the issues those remained
unsolved. And the study will include implementation details as a proof of concept. The whole concept
consists of recruiting employees based on their earned experience points through the proposed
system. Thus, a transparent and fair recruitment process will be done while selecting employee for
any job vacancy.



Chapter 3

Proposed XPChain Platform

3.1 Introduction

This research study is all about recruiting an employee for a specific job by the employer, where the
recruitment system has been decentralized using Blockchain. The name XPChain has been chosen for
some valid reasons, i.e., it keeps track of an employee’s professional experiences and achievements.
In modern applications and games, users earn experience points (XP) as they reach milestones to keep

track of the levels, abilities, and skills as well [13]. The proposed method is similar to this concept.
Besides, the record is kept in a Blockchain. Hence, it has been named XPChain. The architectural design
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Figure 3.1 Diagram of Blockchain Incorporated XPChain Architecture

of the XPChain implementation is given in Figure 3.1.
Walletv
OrgunLutl:m
= =
WnlletW
APlServer W —
Dashboard W
Emplo\ree
Du)hbhrd‘r

The XPChain platform recognizes employees’ work experiences as tokens (XPToken) in the Blockchain.
The organizations provide tokens, and employees cannot transfer XPTokens among themselves.
However, organizations can transfer tokens among them for particular purposes. Organizations are
the nodes in the network, and they hold the actual data in the network. The employees are passive

users, and they use their respective organization’s web services to keep track of their experience
points (XPToken).



3.2 Organizations Joining to The XPChain Network

Since the system has to be trustless, the nodes have to be verified before being included in the

network. Any existing member organization (hereinafter referred to as memOrg) can verify a new

organization (hereinafter referred to as newOrg). When a newOrg is interested to join the XPChain
network, they have to follow the steps:

Contact a memOrg and get the necessary (Node and Crypto) scripts along with the memOrgs
addresses.

Using the Crypto script, newOrg will generate a new Public-Private Key-Pair and safely store
the private key.

Run the Node script and say “hello” to all the memOrgs to inform the newOrg’s existence. The
memOrgs acknowledge the greeting and registers the newOrg’s web address and public-key
as an unverified organization.

The newOrg requests 1 XPToken from a memOrg, over a private channel.

The memOrg verifies the new organization’s existence and validity and transfers 1 XPToken to
the newOrg’s blockchain address.

Over a private channel, the memOrg asks for reimbursement of 0.00X tokens. (X is supposed
to be a secret)

The newOrg transfers those as mentioned above (0.00X) amount of XPTokens.

If the newOrg reimburses the correct amount of XPTokens, the memOrg adds the newOrg’s
information into the blockchain, signing it with the memOrg’s private-key. Thus, the memOrg
becomes the validator of the newOrg and initially transfers a significant amount of XPTokens
to its address.

When this is broadcast and accepted, all memOrgs add the newOrg as a new blockchain node
and promotes it to a verified organization.

Now, the newOrg is part of the network and can participate in all operations. All the steps
mentioned above will be visually represented through a BPMN diagram inserted as Figure 3.2.

3.3 Employees Joining the Network

The employees are not actively connected to the blockchain. They need to be connected to an

organization to get their experience points in the XPChain. Employees get connected following the

steps below:

The employee will acquire the Crypto script to generate their Public-Private Key-Pair. The
public key will be used as the employee’s Blockchain wallet address/identifier.

The employee will safely store their private key. This key is crucial to authenticate their
identity.

The organization will provide a wallet account that only the employee can access by verifying
their identity.

The verification is done by the following:

o The employee generates a message with their legal name, birth date and any national
identification number (National ID or Social Security Number) in the following format:
NAME_YYYYMMDD_ID

o The message is digitally signed using the Crypto script with the employee’s public key.

o The employee will submit the message, and the signature to verify their identity.

The organization will verify the identity with the message and the signature using the
employee’s public key.



If validated, the organization will add a record to the XPChain mentioning the employee’s

public key, start date, and designation.
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Figure 3.2 A process model of an organization's entry into the Blockchain network

The following BPMN diagram in Figure 3.3 is the visual representation of the steps mentioned above

regarding the new employee’s registration.
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Figure 3.3 A process model of a New Employee's Registration into the Blockchain network

3.4 Employee Receiving XPTokens or Certificates

The real transactions in the XPChain are the transfers of XPTokens (experience points) and Certificates
(or award, e.g. Employee of the Month). The employee receives some XPToken in the following steps

(Figure 3.4):

After a unit-of-work is completed, the employee adds a request to the organization’s internal
web site mentioning the details and a signature (with their secret private-key) for the details.
The organization verifies if the request’s validity and adds the unit-of-work to the blockchain
if validated.
o Organization can add the unit-of-work themselves. Nevertheless, the employee must

add their signature before it can be added.
o The same rules apply for issuing certificates to the employees (Figure 3.5).
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Figure 3.5 A process model of an employee receiving certification

3.5 Employee Resigning from Organization

Employee’s resignation from an organization is done similarly. It also requires the employee’s
signature to prove valid. An employee can be in multiple organizations at the same time, and there is
no problem with that. These records are also persisted in the blockchain.

3.6 Recruitment

The recruitment process is similar to the existing e-recruitment systems. There will be a common
portal for all organizations to offer job circulars with necessary details. The potential employees can
visit the offers and notify the recruiters of their interested by sending their public key. The recruiters
will search the XPChain database against that public key, and post the list of selected public keys in
their public website/portal. The selected people will identify themselves privately and proceed with
the rest of the recruitment process (Figure 3.6).
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Generates a message and 1. legal name, birth dateb En?ploy(.ae
. . . . . registration
® signs it using his/her 2. any national
1 . . . successful
2 E , . private key identification number
3 mployee’s applying X X
= (National ID or Social
c To new memOrg ) )
= Security Number) in the
following format:
NAME_YYYYMMDD_ID
Terminates employee’s Terminates employee’s
c Registration process Registration process
o
®
)
=
m
c%u Verifies the message Checks for satisfactory Organization generates a
o and employee’s amount of tokens in Transaction mentioning
-g Receiving identity employee’s wallet employees credentials
% employee’s
message

‘% Transaction is propagated Transaction is inserted into Unprocessed transactionsare
E through the P2P Blockchain Blockchain’s pool of being forged into new a block
E network unconfirmed transactions by a Blockchain delegate
)

Figure 3.6 A process model of an employee being recruited to a new member organization

3.7 Conclusion

All the steps mentioned in this chapter, regarding the use of Blockchain technology in e-recruitment

system will help to verify the achievements or experience of an employee that were recorded in the

distributed ledger initially. The recruiter will have to simply focus on the experience points or

XPTokens earned by the employee to recruit him/her for the vacancy in a specific job.
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Chapter 4

Implementation Details

4.1 CryptoTool

The CryptoTool application of the implementation provides a secure way to generate Public-Private
key pairs. The tool can be executed locally on the client’s machine, so the private key doesn’t have to
leave the computer in any way. Besides, the tool also facilitates the user with the ability to generate
and verify signatures locally. Figure 4.1 shows the homepage of the CryptoTool application.

For the public-private keypair generation, .NET’s RSACryptoServiceProvider classis used, which
lives in System.Security.Cryptography namespace. A class library (Crypto) is developed to
provide the functionalities to the CryptoTool and the Server application for code reuse. The proof of
concept CryptoTool application is developed with the WindowsForms application platform on .Net
Core 3.0. It has a Console Application counterpart. Therefore, CryptoTool is cross-platform. The
CryptoTool application’s interface is included in the screenshots:

Welcome to XPChain Crypto Tool

Generate Public-Private Key Pair

Generate Signature

Verify Signature

Figure 4.1 Home Page of Public-Private Key Pair Generating Crypto Tool

The “Generate Keys” page can generate RSA style public-private keypair (Figure 4.2). It also writes a
text file with the name “Keys.txt” to help the user preserve the keys easily.
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Private Key

{"Exponent™;"AQAB","Modulus":"vcXk\
+IxHfbQw8akKZ490Z L +NryCgV2ULOhO|
WPRIEVDFdISWiy/VGaPT/PA3ITEWOCwW
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Keys.txt Saved

{"D""d2i0OcFMEL+eEUJe0z/pwVK/SPCO4ANOISET1QnviXelg2 AgngSpFsZncVVW2NFpChKHITNArZmuCBD
QSbDdpbRcE/zFj9gYdKH5a0huZa0FxaXgPCTZW3P+Vi3VmHuTWNSYg88DwfSn/N3mjMDbHETBHKHA/ v
rjZDOD1hCR/8cxU=","DP""mwPehiywtAXouOcMNxtxLz6cfi3DfhlzycvULOVIWEWL4t O2Vz44rXQ/CCDuSenzO
FXKED2fAwYAKBPRyGjrIEw==""DQ""TukLN2YndjwHZv8UyMoFBIiBXz)BsEOa40V5el1¥YnRY]eOpha2FjyNbic

Corem o i Er it T a v oL EYPENTIY L) FLatey 2N o1 P2 B EE B By TR B

kHkj8aFglFn1
npolzeWog2JHMNJ/mQJ/Eb1culkmDwap1CK
nak="}

Generate Keys Back

Figure 4.2 Graphical User Interface for Generating Public-Private Key Pair

For “Signature Generation,” page on Figure 4.3 offers two fields for the message and private key input.
After providing the message and private key, upon clicking the Generate Signature button, the tool
generates the digital signature that can be copied to be used elsewhere.

Message

SOME SECRET MESSAGE

Private Key

Signature

{"D":" 3k 1tQjwAMo673HgTG48gyM5jxQJ6RCRDBBXCrFIPIfMZKxOadyWmyvZascSGas6HIXA « FUKE2POEN601AO A
MayYbre DKTqIQE1/GUHEAg+mOYfh018lwilg+TdB+
4pTEnUBBXNCnHemWSdo4bBl/1W2yeKMQORIVaTATql4jks+0

=" "DP":"IPHWw40gqyK7nkn +uxzVUZ1QiQadRj6kR1kDEIFQGITINSGUCHI2IXVZGE3GILMTWMO4MoX5AU3Cac v

yFpQyN3iGu/RgTVRgjbAjfzNgpzzij8LESHzhIMTcOtLX + ttyaQMaMNPcYUpgcispOtB0ecPAKTDF2pD +sGgojD T5BWbk
nme/3FTcsvWFkemx251Vivknh6RgJcREB + AuZymNgABZdEHOQvEYGZQ85ZF/EgK/umgtTXgswErNS3PI=

Generate Signature Back

Figure 4.3 Graphical User Interface for Generating Digital Signature

The last functionality of CryptoTool is signature validation. It provides three fields: message, public
key, and signature. After providing the proper message, public key and signature, click the Verify
Signature button verifies if the signature is valid (Figure 4.4) or not.
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[17)
A
1]

Message
SOME SECRET MESSAGE

Signature
yFpQyN3iGu/RqTVjobAjszgpzzijSLE‘cispOtBDecP4HDF2pD +s5GgojDT5BWbkn
me/3FTcsvWFkemx251VivinhoRgJcREB+ F/EgK/umgtTXgswErNS3PI=

This is a valid signature

Public Key

{"Exponent™"AQAB","Modulus™"7qrbVW FNVICrKIEKT 17IFEXIOMkncRb+/Qj2Qy66305
kt1

+/2al/g61BPQgFhH3ZIXwclHIFOBGEP oy rpa-maromroatasvegordtihAkXpxmFhCLUUuHAj + BePdoL28g S4HmMTzj
dcy7bUE="}

Verify Signature Back

Figure 4.4 Graphical User Interface for Verifying Digital Signature Page (Valid Message)

4.2 XPChain Server

The server application executes on the organization machines and acts as Blockchain nodes. It
provides necessary functionalities to add and manage related data to the XPChain platform. Each
server can have admin, and employee user accounts local to the organization. Admins can access all
the local data and perform appropriate operations.

The server application is developed using Visual Studio 2019. It uses the Razor Pages model and targets
.Net Core 3.0 framework that is opensource and cross-platform. The figure below (Figure 4.5) shows
the homepage of the application.

¥PChain XPChain Area Local Area admin! Logout

Welcome to XPChain

XPChain is a Blockchain-based distributed experience point recording platform.

XPChain Area

Figure 4.5 Blockchain Based Decentralized Network: XPChain's Home Page

There are two areas shown on the homepage: the XPChain area, and the Local Area. Data in the local
area are exclusive to the organization. The local area page provides the following options (Figure 4.6):
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XPChain XPChain Area Local Area admin! Logout

Company X
Local Area

Records in this Area is local to the organization
These records don't reflect the status of the XPChain

Figure 4.6 Organization’s Separate Local Home Page for XPChain

There are two areas shown on the homepage: the XPChain area, and the Local Area. Data in the local
area are exclusive to the organization. The local area page provides the following options (Figure 4.7):

New Local Employee

Name Shakib Haris @
Username shakib
Email shakib@comx.com
Phone 6582358565
Address Dhaka, Bangladesh

P
Designation Junior Software Developer
Birth Date 01-Oct-1996
Start Date 01-Jan-2014
Public Key {"Exponent™:"AQAB","Modulus™:"8s1ré/vo2dhqwTndsnb5phVCYDhEnmJO

GI30MRsB2r8wU7ESHwW2bYwKMC8)v/n0j3vBocdXEKKS SwomKwyjOC9oSF

1D# 1996100101

Figure 4.7 Form for Adding New Employee to The Local Area of XPChain Server

Before adding any data (except Projects) to the Blockchain, it has to be added to the local area. The
data is once validated and verified in the local area, and then when the admin feels ready, they can

15



publish/deploy it in the XPChain. Before entering into XPChain, each data block is verified by the other
nodes in the network for the consensus.
The process of adding a new employee is shown below:

1. Admin logs in and navigates to Local Area > Employees > Add New (Figure 4.8).

Local Employee Details

Shakib Haris

Username shakib
Email shakib@comx.com
Phone 6582358565
Address Dhaka, Bangladesh
Designation Junior Software Developer
Date of Birth 01-0ct-96
Join date 01-Jan-14

Identification Number

Public Key

Identification Signature
Verification Signature

Deployed to XPChain Na

Figure 4.8 Employee's Local Information View before verification by employee (from employee's account)

2. Adminfills up the form with the proper information of the employee, including the employee’s
public key.

3. Adding the employee also adds a new account for the employee. The employee is notified via
an email and provided with a temporary password that the employee can change after login.

4. An employee can view their data on the local area, and are provided with a Verify button
(Figure 4.9). Clicking on the button redirects to the page on Figure 4.10.

5. Onemployee verification page, the employee is presented with an identification message (i.e.,
NAME_BIRTHDATE_ID converted to base64 format) and a verification message (i.e.,
Organization Public Key, Employee’s Public Key, Designation, and Start Date converted to
base64 format). The employee copies the message, signs the message with their private key
using the CryptoTool, and enters the signatures into the corresponding fields. Upon
submission, the signatures are validated and on success, presented with the updated
information.
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Now, the admin can see a new deploy button on the employee’s information page. This
indicates, all necessary information for the employee is collected and can now be published
in the XPChain.

After deploying, the adminis presented with a page that indicates, and the employee has been
published to the Blockchain network.

The block view in the XPChain is shown in Figure 4.10.

Verify Employee |dentity

Shakib Haris

Username shakib

|dentification UBhBESBLCKBhEUK I TXZzESOTY xMDAx X zES0TY xMDAxMDE=

Message

Identification ADQwBu5gNJT95dRgiahg22vNemu3wGhwlbEqG2VIDXT74groxXzGp

Signature sxgAveodweovd ++Xv3089X77JdTNkobIUXrgULVESwOVXXOEZI6hV
pd7ulwedBCTulSeU1198NcT17EMcLNIFtoWy7 AlLguw7 ZNfBiYFIn
g7 DijCmNwpWM=

P

ey JFeHBvbmVudCIGICIBUUF CIiwgTklvZHVsdXMi01ALe1tvR1grcUSPall
QOHEYRKIHVF gvS@NPdHhNcmZPcy tTRkZsU1BBQ@d2 SGVVTLRF a@Q1MWSRME
VCazdkbVBzdd@1VTnVGKINCUWSHbDBKSTZUTUZKaUFKTEZ Ja195UR ] zWG51c
He2QUx CQWL IVWEpUmttQk dCOHZKO3Z thX k4 TWISUF THAXhOQL1ITU ImT Lk
MLdZR1ZwMVNIOHYvRCEy aGZXRXZgMHdZeEFrPS J9ey JF eHBvbmVudCIoIkF
RQUI1LCINb2R1bHVZzIjo10HMxcJYvdm8yZGhx d1RuNHNuY JVwaF ZDWURoRW
S5t5]BHSTNVTVIzODJyOHAVN@ULSHeyY11350100Ep2L 24wajN20GIZFhFS
Bs1NXKdvbUL3eWpPQz1vU@Zhc2 ZKNm I t0599Me tMY® ShUHRG e 1 JHCUZy aldM5
NnRSTD1vYk84RVRGdzgx cXdxd22LaF dkeDM3WnRmVXZIHVT dXQVNacDgS0EF
*xa@ZSM3IwbDBVPSI25nVualN Sy IFNvZnR3YXITIER TdmVsb3B 1y TwMTQuMT

Verification Message

AxMDAWMDAWMDA=
Verification a7kvfsUioKaiyzCCYS1gAHN4bh00r2svD2zfwB7Xnk1CWVQOC3T9wH
Signature H+ABPT7vrNFdjQOCZWjleGuZrAsYVAoEj+GJIRtb472]+1Vg2YahBoyH
OBOFct2tnt3SAHPORXdWwDGVKpedzm3XKr/CCHKomvQZyddvNxAl

rUM3rzTréWs=

P

Save

Figure 4.9 Employee Verification form (only available from employee's account)
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Block Details

5dcfalefd1118503e81cf 732

Hash

Previous Block Hash

Created at

Block Owner

Type

Signature

Block Data

1

4zIpt4wdPHOVI9IKZ00IM/m/ In2Z1lviPWgqiED2T
UHcc=

nIV4Eyk9XVr510Zr3RdcowI3jFszZ9HEk1y3501
pF+0=

Saturday, November 16, 2019 1:1%:11 PM

{"Exponent™: "AQAB", "Modulus":

"z+0F X+ gNOkYP8pXFOGTX/KCOtxMr fOs+5FFLRP
ACGvHeUDTEKDS1nQ@EBkgdmPswIUNUF+sBQnG1@®
JIGTMFI1AdLFI;/yQbsXnupwEALBAMIUk1RkmBG
B8vdCvmmy BMbOPY GuxNCRSROFNY12WwFVplSudy
/D/ZhTWEVJ@wYxhk="}

Employee

wB/BL+oVulBmtjemQS/+1CkxUghY@q5mUQ3EXg
OpRGZwad JafWebkb0r UvBAwW1P31crIThrFINel
85k 1IN8Xu1XBEoMNs5X2Lb2ez0g7KrEcKAaXE/ 3
Ln/N2IfxFxCPdV31+2kZTcYDrs0GGdgZ8RInpnF

WSo5d4gy1Yo6Blg=

"Organization”: "{\"Exponent™": W"AQAB\", “"Modulus\": “"z+oFX+gNOkYP8pXFOGTX/KCOtxMrfOs+5I
"PublicKey”: "{\"Exponenth" :\"AQABN",""Modulus’" :\"8s1lr6/vo2dhgwTndsnbSphVCYDhEnmJBGI30MRs.

"Designation”:

"Junicr Software Developer™,

"StartDote”: "2014-01-01T00 :00 :00+06 08",
"EmployeeSignature”: "arkvfsUioKalyzCCYS1gAHNbREAr2svD2z fwB 7Xnk1CNVQOc3TOWHH+ABP v NF d 0@

"IdentificationSignature”:

“Tgn-

"ADQwBuSgNITISdRgiahg22vNemu3wthwIbE qG2VilX74gréxXzGpsxghveodwo

"5dcf9elld1118503281cf726"

Figure 4.10 Employee Information in XPChain's distributed database in block form

New Local Unit of Work

Project

Executor

Tags

Experience Points

Description

XPChain Server v
Shakib Haris v
Unit-Test Moq xUnit

15

Developing unit tests for the server application.

Save

Figure 4.11 Form for Adding New Unit of Work in Organization's Local Database
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The other data are published similarly. The Figure 4.11 shows the form for adding a new Unit of Work
locally. Figure 4.12 shows a newly added undeployed unit of work in the local database of the
organization. Then, Figure 4.13 shows newly deployed unit of work in the XPChain block list. Lastly,
Figure 4.14 shows the newly added unit of work's block information.

Local Units of Work

1D Project ID Executor ID Tags XP

5dcfab53d1118503e8  Sdcfa3dldli18503e8  5dcf99e5d1118503e8  BackEnd 10
1cf737 1cf?33 1cf71b

Sdcfa98ad1118503e8  SdcfaSc7dlllss@3ed  Sdcf29e5dl11858328  BackEnd 15 View
1cf73f 1cf?35 1cf7lb

5dcfaeabD8ed5d03e8  Sdcfafe?dl118503e8  SdcficbSdl11858328  Design 20 View
d69fdb 1cf73d 1cfr22

5dcfdb6d73153c603e8  Sdcfare5d1118583e8  SdcfIo65d111858328  APl-design node 10 View
183c22 1cf73a 1cf7lc express

Sdcfd7113153¢603e8  Sdcfas9ldllissgzed  Sdcflac2dlllssoles  signalr websocket 20
183c23 1cf?3b 1cf7ld

5dcfd7da3153c603e8  Sdcfa3dldll18503e8  Sdcf9c@9dl118583e8  web-api REST 15 View
183c24 1lcf?33 1lcf729

5dcfd8403153c603e8 5dcfad21d11185@3e8 5dcf3da5d111856 328 Front-End HTML CSS 12 View
183c25 1cf73b 1cf724 5

5dcfd88a3153c603e8  Sdcfaseddll1s503e8  Sdcfidaedllissp3es  Class-Library C# 20
183c26 1cf?3d 1cf725

Sdcfdafa3153c603e8 Sdcfa7e5dl11858328  Sdcf9daedl118503e8  Class-Library C# 20 View
183c27 lcf73a 1lcf72s

5dcfdb173153c603e8  Sdcfa3dldl118583e8  Sdcfidaedl11858328  Class-Library C# 20 View
183c28 1cf733 1cf725

5dcfddee3153c603e8  Sdcfa3dldl118583e8  Sdcf9e211d111858328  Unit-Test Mog xUnit 15 View
183c30 1cf733 1cf726

Figure 4.12 List of Units of Work in Organization's Local Database with a new Unverified Unit of Work
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Sdcfdd4@3153c  ...VrpJdYU+id  ...znKekP1lQe  ...plSusw/D/2  UnitOfWork Saturday,
603e8183cZe 4= s= hTWEW WY xAk= Navember 16,
"} 2019 5:28:00
PM
Sdcfdd623153c  ...snKxZaTtc? .. .VrpldYUsid  ...plSusw/D/2  UnitOfWork Saturday,
603e8183c2f  E= 4= hFWEV ] @Y xAk= November 16,
S 2019 5:28:34
PM
Sdcfdf@s3153c  ...@MofGzFa%+  ...snKxZaTtc?  ...plSusw/D/2  UnitOfWork Saturday,
603e8183c31 k= E- hfNEV]@wYxAk= November 16,
"} 2019 5:35:33

PM

Figure 4.13 Snip of a Block List in XPChain's Distributed Database (Last one being the new Unit of Work from Figure 4.12)

Block Details

5dcfdf053153c603e8183c31

Hash m@yMr43jomWIX+JuEbaKVcAgZ3cSs+1DBMof GzF

a%+k=

Previous Block Hash ml+4Mha/DCgSS5GrfH48UVQ1qpll+S4FsnKxZaT

tcVE=

Created at Saturday, November 16, 2019 5:35:33 PM

Block Owner {"Exponent™: "AQAB", "Modulus":
" z+0F X+ qNOKYP8pXFOGTX/KCOD txMr f0s+SFFLRP
ACGvHeUOTEKDS51nQBEBkadmPswIUNuF+sBQnG1@
JIGTMFJ1AdLFI]/yQbsXnupwBALBAMIUk1RkmBG
B8vdCvmmy 8MbOPY GuxNCRSRIFNY 12WvFVplSuBw

S0/ 2h fWEV1@wYxAk="}

Type UnitOfWork
Signature UBquXPrYnOqRBLr G+NMf fsqOF 6I1AcUN3JENGGA
aN@RWaVFL t/GHF 14+BZ01gH)GIHETE oYQSbMir
6bgledF UdE6Zoct4t4UHImQw+0fBZDds J0mPUu
nN43gCw+G520R8Ibb1QFPAX1YQt8wbp2ZmxRg1RF
ktIWcRsf4D1k8yc=
Block Data
i

"Organization™: "{\"Exponenti\": “"AQAB\", “"Modulus\":
"ProjectId": "Sdcfaldldl118503e81cF733",
"Executor”: "{\"Exponenth" NTAQABEN", W "Modulush" N"Bs1r6/vo2dhgwTndsnb5SphVCYDhEnmI@GI3cMRsE
"Tags": "Unit-Test Mog xUnit",
"Description”: "Developing unit tests for the server application.”,
"¥p": 15.0,
"Payload": "ey]FeHBvbmVudCIGICIBUUFCIiwgIklvZHVsdXMi0iALeltvR1grcUSPallQOHBY RKIHVF gvS@NPdHI
"EmployeeSignature”: "OohQhR4g9+ugusMUbBM2bYyIP1glvKoxF 11450Wxyasetlcjdnkal 190YEcUd jyE@nURA:
"Id": "Sdcfddee3153c60328183c30"

b

N z+oFX+gNOKY PEpXFOGT X KO txMr fO s+ 5

4 3

Figure 4.14 Block View of the Unit of Work (mentioned in Figure 4.12) in XPChain’s Distributed Database)

This is how the XPChain server application works for its users. The source code is publicly available at
https://dev.azure.com/brotal/xpchain.
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https://dev.azure.com/brotal/xpchain

4.2 Conclusion

This chapter has represented the Graphical User Interface of XPChain platform. The screenshots have
shown the steps through which the record of an employee has been inserted into the Blockchain using
verification processes or PoA consensus algorithms. Using the system, the employer can recruit
employee in a faster and secured way.
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Chapter 5

Discussion

5.1 Introduction

Although the adoption of blockchain technology in the e-recruitment process has created a new
dimension to it. Now the issues regarding nepotism, racism, gender, and religious discrimination have
been minimized. However, the anonymity holds until the primary selection process. This can be
further optimized by eliminating the primary selection and go straight to offer appointment letters to
the best candidates.

5.2 Scalability

Scalability is considered as the core problem in blockchain technology. In Bitcoin and Ethereum,
because of having consensus mechanisms that require each participating node for verifying the
transaction, which limits the blockchain network from processing the total number of transactions.
Transactional patterns become transparent for being recorded on the public ledger. For immutability
and being append-only, the blockchain stores data indefinitely. Hence, the data storage imposing a
significant cost on a network which is decentralized and where every full node store more and more
data into infinity. Consequently, storage remains a massive hurdle for any realistic application which
uses the blockchain network.

5.3 51% Attack

There is a concept named “51% attack” in which telling a lie becomes the truth. It is considered an
unavoidable security flaw. An unsuitable consensus mechanism may create a failure in the process.
Blockchain Technology needs supercomputers or powerful hardware resources for running
transactions, which may lead to massive energy consumptions. It happens due to spending a large
amount of computational power to solve the computations to process and verify the transactions. Our
implementation uses PoA that minimizes this problem by a considerable margin.

5.4 Conclusion

Although the system will have some lack due to the limitations of Blockchain technology, but on the
contrary it will use the benefits of the technology such as trusted, temper evident and credibility etc.
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Chapter 6

Conclusion & Future Work

6.1 Conclusion

The XPChain platform proposes a blockchain-based global work experience platform. It takes
advantage of the blockchain’s trusting nature to create cooperation among the planet’s established
organizations and helps employees keep track of their work-experiences and easily prove their
expertise in their respective fields. So, fraudulent can be removed in a certain way. Thus, the proposed
method made the e-recruitment system more efficient in behavior. The Blockchain-based platform is
considered to be accepted globally without any distrust, and the solution founded towards fraudulent,
nepotism, and racism while recruiting employees is up-and-coming.

6.2 Future Work

However, our prototype proof-of-concept is using a dummy blockchain network made from scratch
that can be replaced by established implementations like ARK or Ethereum. The PoA consensus can
be also replaced with DPoS or similar algorithms. The XPChain does not consider any penalties for the
wrongdoings, which also can be incorporated for a more realistic use case.
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Appendix

P2pP

DLT
PoW
PoS
DPoS
PoA

XP
EduCTX
SNS
memOrg
newOrg
BC network

Peer to Peer

Distributed Ledger Technology
Proof-of-Work

Proof-of-Stake

Delegated Proof-of-Stake
Proof-of-Authority

Experience Point

Higher Education Credit Transfer Platform
Social Networking Site
Member Organization

New Organization

Blockchain Network

List of Acronyms
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