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Abstract 

Cybercrime is a significant issue that is presently frequently talked about by the worldwide local 

area. At youthful ages there is an expansion in reports of terrorizing, badgering, interruption, dread, 

and brutality experienced through Information Technologies (IT). Hacking, spamming, fraud, kid 

porn, digital tormenting, and digital following are only couple of instances of digital violations. 

This paper means to contribute, from a mental and plan viewpoint, to an integrative perspective 

about this intricate field of digital wrongdoing in regards to ladies and teenagers. In this paper, the 

most widely recognized sorts of digital violations, epidemiological information, and the profiles 

of digital casualties and aggressors are drawn closer. The examinations that recognize the variables 

adding to IT abuse and to developing web-based weakness, mainly in young people, are likewise 

talked about. In like manner, the focal informative speculations for the web-based exploitation and 

the gamble factors for exploitation and execution online are tended to. At last, some digital 

wrongdoing avoidance procedures are expected, specifically among youngsters, trying to give 

signs to the combination of ongoing approaches, in particular at the computerized plan level. 

 

 

 

 

 

 

 

 

 

 



5 | P a g e  
 

 

 

                                                        TABLE OF CONTENTS 

 

Chapter I…………………………………………………………………………….… 7 

1.1 Introduction…………………………………………………………………….…. 7 

1.2 Hypothesis and Research Question…………………………………………….… 8 

1.3 Research Objective………………………………………………………….…….. 8 

1.4 Methodology…………………………………………………………………….…. 9 

Chapter II: Definition & formation of cyberbullying……………………………... 10 

2.1 Definition of Cyberbullying……………………………………………………... 10 

2.2 Forms of Cyberbullying…………………………………………………….…… 11 

2.3 Sings of Cyberbullying……………………………………………………….….. 13 

2.4 Adolescence might be a harasser………………………………………..…...…. 14 

Chapter III: Cyberbullying in Digital World…………………………………….... 15 

3.1 Cyberbullying in Modern Era……………………………………………..…….15 

3.2 Cyberbullying on Social Medias…………………………………………..……. 16 

3.3 Vulnerability of Cyberbullying……………………………………………….... 17 

3.4 Prevention of Cyberbullying……………………………………………….……19 

Chapter IV: Legal framework of Cyberbullying in Bangladesh……………..….. 20 

4.1 Cyberbullying in Bangladesh……………………………………………………20 

4.2 Cyberbullying Laws in Bangladesh…………………………………………… 25 

4.3 Wrongdoing and Punishments in Bangladesh……………………...………… 28 



6 | P a g e  
 

Chapter V…………………………………………………………………………… 31 

5.1 Findings…………………………………………………………………………. 31 

5.2 Recommendation……………………………………………………………… 31 

Chapter VI………………………………………………………………………… 33 

Conclusion ………………………………………………………………………… 33 

Bibliography……………………………………………………………………….. 34 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



7 | P a g e  
 

 

 

Chapter I 

1.1 Introduction 

Technological headways in the field of correspondence is developing at a quicker pace that is 

fostering a fellowship among individuals extraordinarily among women and adolescents. Web has 

turned into a critical need in this day and age that large numbers of individuals are absolutely 

subject to it by it involving it for some instructive reason or be it in making an organization of 

social prosperity in the virtual world. As the human civilization advanced or the universes of 

innovations like data upset prompts a few difficulties as Cybercrime.1 It is perceived as a 

wrongdoing perpetrated by means of PC (hacking, phishing, spamming, kid porn, cyber 

violations). Crooks might utilize PC innovation to target individual data, business proprietary 

advantages or utilize the web for manipulative or malevolent intensions. Hoodlums who play out 

these criminal operations are frequently alluded to as programmers. Cybercrime may likewise be 

alluded to as PC wrongdoing. Cybercrime is frequently expected to be acted to target individuals 

particularly the Females with an overall thought process to purposefully hurt the casualty while 

utilizing current telecom networks like Internet through Chat-Rooms, E-Mail, and Social 

Networking Sites and so forth and, surprisingly, through Mobile Forms as SMS/MMS. In this 

modernized world the culprits are steadily abusing the digital stage to bother and manhandle ladies 

and kids for voyeuristic joys. 2At youthful ages there is an expansion in reports of terrorizing, 

provocation, interruption, dread, and viciousness experienced through Information Technologies 

(IT). Hacking, spamming, wholesale fraud, kid sexual entertainment, digital tormenting, and 

digital following are only couple of instances of digital wrongdoings. Cybercrimes are a detestable 

demonstration that is deterring, and numerous nations are making progress toward guaranteeing 

                                                             
1 Alexandrou Routledge, 'The Computer Network Infrastructure and Computer Security, Cybersecurity' (Cybercrime 
and Information Technology, 08 January 2022) < https://www.routledge.com/Cybercrime-and-Information-
Technology-The-Computer-Network-Infrastructure/Alexandrou/p/book/9781032053851 > accessed 17 April 2022 
 
2 Geeksforgeeks.org, 'Definition, Types, Effects, Laws' (What is Cyber Bullying?, 28 Jan, 2022) < 
https://www.geeksforgeeks.org/what-is-cyber-bullying-definition-types-effects-laws / > accessed 17 April 2022 
 

https://www.routledge.com/Cybercrime-and-Information-Technology-The-Computer-Network-Infrastructure/Alexandrou/p/book/9781032053851
https://www.routledge.com/Cybercrime-and-Information-Technology-The-Computer-Network-Infrastructure/Alexandrou/p/book/9781032053851
https://www.geeksforgeeks.org/what-is-cyber-bullying-definition-types-effects-laws%20/
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that they stop the activity. For the most part, cybercrime is a demonstration that is influencing 

numerous teenagers, and there is a significant need to assist ladies and youths with emerging from 

it.3 

 

1.2 Hypothesis and Research Question 

The answer for the issue is the formation of mindfulness about the issue among women and 

adolescents. Numerous teenagers in all actuality do include in the go about as a fun thing and some 

do it unwittingly. This will be introduced on the off chance that they are made to know what 

cybercrime includes. Furthermore, the issue can be settled through the control measure set by 

guardians. Guardians have some control over the utilization of PCs among their youngsters and 

evaluate the different locales that kids visit to guarantee they don't include in the cybercrime. 

Finally, cybercrime can be decreased among teenagers through giving approaches that will help in 

rebuffing individuals who take part in the demonstration. 

The principle research questions are: 

What are the reasons for cybercrimes among women and adolescents? 

What are the impacts of cybercrime among women and adolescents? 

What are the regulations and control measures with the systems for cybercrime among 

adolescents?  

 

1.3 Research Objectives 

The exploration targets checking out at the different reasons for cybercrimes among women and 

adolescents. Likewise, it will take a gander at the impacts that cybercrime will have on youngsters. 

In conclusion, it will take care of different control estimates that have been proposed to control the 

crime among ladies and young people. 

                                                             
3 Kidskaspersky.com, 'Cyberbullying worldwide ' (10 Forms of Cyberbullying, October 27, 2015) < 
https://kids.kaspersky.com/10-forms-of-cyberbullying/ > accessed 17 April 2022 

https://kids.kaspersky.com/10-forms-of-cyberbullying/
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1.4 Methodology 

This research details the pilot study implementing the Impact of Cyberbullying on Women and 

Adolescents in Bangladesh. The issue of cyberbullying arose with the advancement innovation- 

based connections also the far reaching utilization of the web. Data has also been collected from 

scholarly writings such as journals, books, and articles, research papers published in both printed 

and online versions. This paper will not do any survey in the real field. The reason behind choosing 

this method is to find out the authentic news, reason and situation regarding this paper so that the 

readers can understand the situation well. The examination offers a method for understanding 

cyberbullying according to a humanistic viewpoint. 
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Chapter II: Definition & formation of cyberbullying 

2.1 Definition of Cyberbullying 

Bullying is a rehashed forceful way of behaving where one individual or gathering in a important, 

influential place intentionally threatens, manhandles, or pressures a person with the goal and 

intention to hurt that individual actually or inwardly. Demonstrations of bullying can be physical 

or verbal or it can be both. Numerous youngsters can be cruel to one another during pre-adulthood 

as they refine interactive abilities and develop into grown-ups.4 

Cyberbullying alludes to a bullying occasion happening on the web stage. It is another peculiarity 

in the computerized network period. Cyberbullying happens in youths and minors, particularly in 

grown-ups. With the notoriety of interpersonal interaction destinations, "internet bullying" has 

advanced into a worldwide wave and has turned into a serious social issue. This peculiarity will 

hurt individuals and influence their solid turn of events and development. Cyberbullying 

(otherwise called malevolent harm) alludes to assaulting others on the Internet.5 

Cyberbullying incorporates sending, posting, or sharing negative, hurtful, misleading, or mean 

substance about another person. It can incorporate sharing individual or private data about another 

person causing shame or embarrassment. Some cyberbullying goes too far into unlawful or 

criminal way of behaving. To comprise cyberbullying - the culprit utilizes innovation, for example: 

PCs, consoles, phones and additionally some other gadget with admittance to the web or web-

based entertainment to hassle, tail or misuse someone else by prompting or partaking in internet 

based can't stand crusades. On the other hand-most media inclusion shows that cyberbullying is 

an issue selective to virtual entertainment - it is likewise extremely tricky inside the internet 

gaming local area.6 

                                                             
4   Oxford learners-dictionaries, 'bullying' (Definition, 6 October 2011) < 
https://www.oxfordlearnersdictionaries.com/definition/english/bullying > accessed 18 March 2022 
 
5  Stop-bullying Gov, 'Cyberbullying' (What Is Cyberbullying, 11 October, 2019)  < 
https://www.stopbullying.gov/cyberbullying/what-is-it > accessed 16 April 2022 
 
6   Cambridge Dictionary, 'Cyberbullying' (Definition, 14 January 2013) < 
https://dictionary.cambridge.org/dictionary/english/cyberbullying > accessed 18 March 2022 

https://www.oxfordlearnersdictionaries.com/definition/english/bullying
https://www.stopbullying.gov/cyberbullying/what-is-it
https://dictionary.cambridge.org/dictionary/english/cyberbullying
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2.2 Forms of Cyberbullying 

There are numerous ways that somebody can succumb to or experience cyberbullying while 

utilizing innovation and the web. A few normal strategies for cyberbullying are: 

Harassment - When somebody is being irritated on the web, they are being exposed to a line of 

oppressive messages or endeavors to reach them by one individual or a gathering. Individuals can 

be badgering through online entertainment as well as through their cell phone such as messaging 

or calling and email. The vast majority of the contact the casualty will get will be of a noxious or 

undermining nature. 

Doxing - Doxing is the point at which an individual or gathering disseminate someone else's very 

own data, for example, their place of residence, wireless number or work environment onto virtual 

entertainment or public discussions without that individual's authorization to do as such. Doxing 

can make the casualty feel incredibly restless and it can influence their psychological wellness.7 

Cyberstalking - Similar to provocation, cyberstalking includes the culprit putting forth 

persevering attempts to acquire contact with the person in question, but this contrasts from 

badgering - more usually than not, individuals will cyberstalk someone else because of profound 

sentiments towards that individual, whether they are positive or pessimistic. Somebody who is 

cyberstalking is bound to heighten their following into the disconnected world8. 

Vengeance pornography - Revenge pornography, is when physically express or compromising 

pictures of an individual have been circulated onto virtual entertainment or shared on retribution 

pornography explicit sites without their authorization to do as such. Ordinarily, pictures of this 

nature are posted by an ex-accomplice, who does it determined to make embarrassment and harm 

their standing.9 

                                                             
7 Fortinet.Com, 'What is doxing?' (Doxing, 4th February, 2021) < 
https://www.fortinet.com/resources/cyberglossary/doxing > accessed 16 April 2022 
 
8  Techtarget.com, 'Cyberstalking' (Search-security/definition, 8th June,2018)  
< https://www.techtarget.com/searchsecurity/definition/cyberstalking  > accessed 16 April 2022 
 
9  Stephensons.Co.uk, 'What is the law on revenge porn?' (Criminal-justice-blog, 6th April 2020) < 
https://www.stephensons.co.uk/site/blog/criminal-justice-blog/what-is-the-law-on-revenge-

https://www.fortinet.com/resources/cyberglossary/doxing
https://www.techtarget.com/searchsecurity/definition/cyberstalking
https://www.stephensons.co.uk/site/blog/criminal-justice-blog/what-is-the-law-on-revenge-porn#:~:text=What%20is%20revenge%20porn%20law,to%20two%20years%20in%20prison
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Smacking - Swatting is the point at which somebody calls crisis responders with cases of risky 

occasions occurring at a location. Individuals smack others determined to cause frenzy and dread 

when equipped reaction units show up at their home or work environment. Smacking is more 

pervasive inside the web-based gaming local area.10 

Corporate assaults - In the corporate world, assaults can be utilized to send masses of data to a 

site to bring the site down and make it non-practical. Corporate assaults can influence public 

certainty, harming organizations notorieties and in certain occurrences, drive them to implode.11 

Account hacking - Cyberbullies can hack into a casualty's online entertainment records and post 

oppressive or harming messages. This can be especially harming for brands and individuals of 

note12. 

Bogus profiles - Fake web-based entertainment records can be arrangement fully intent on 

harming an individual or brand's standing. This should handily be possible by acquiring freely 

accessible pictures of the person in question and causing the record to show up as bona fide as 

could be expected. 

Skank disgracing - Slut disgracing is the point at which somebody is called out and marked as a 

"prostitute" for something that they have done already or even exactly the way that they dress. 

This sort of cyberbullying regularly happens when somebody has been sexting someone else and 

their pictures or discussions become public. It is seen all the more regularly inside youngsters and 

teens yet anybody can succumb to being skank disgraced. 13 

                                                             
porn#:~:text=What%20is%20revenge%20porn%20law,to%20two%20years%20in%20prison. > accessed 16 April 
2022 
 
10   Securely Nr, 'Person bullying situations' (The 10 Types of Cyberbullying, 11 October, 2018) < 
https://blog.securly.com/2018/10/04/the-10-types-of-cyberbullyin > accessed 26 March 2022 
 
11  Study.com Academy, 'What Is Corporate Abuse of Power and Economic Exploitation?' (Corporate Abuse of 
Power, 11 October, 2021) < https://study.com/academy/lesson/corporate-abuse-of-power-economic-
exploitation.html > accessed 16 April 2022 
 
12  Hg.org Legal-articles, 'Email & Social Media Hacking' (Hacking, 11 October, 2020) < https://www.hg.org/legal-
articles/email-and-social-media-hacking-are-they-crimes-48786 > accessed 16 April 2022 
 
13  Social.na-akademija, 'Types of cyberbullying' [July-December 2018] Vol-8(2) Dynamics of cyberbullying < 
http://socialna-akademija.si/joiningforces/3-5-types-of-cyber-bullying/ > accessed 18 March 2022 

https://www.stephensons.co.uk/site/blog/criminal-justice-blog/what-is-the-law-on-revenge-porn#:~:text=What%20is%20revenge%20porn%20law,to%20two%20years%20in%20prison
https://blog.securly.com/2018/10/04/the-10-types-of-cyberbullyin
https://study.com/academy/lesson/corporate-abuse-of-power-economic-exploitation.html
https://study.com/academy/lesson/corporate-abuse-of-power-economic-exploitation.html
https://www.hg.org/legal-articles/email-and-social-media-hacking-are-they-crimes-48786
https://www.hg.org/legal-articles/email-and-social-media-hacking-are-they-crimes-48786
http://socialna-akademija.si/joiningforces/3-5-types-of-cyber-bullying/
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2.3 Sings of Cyberbullying 

There are several signs which are the indications of cyberbullying. There are three kinds of caution 

signs that your kid might be getting tormented; passionate, scholastic and social. 

Enthusiastic 

- Becomes removed or timid 

- Gives indications of misery 

- Is very grumpy or fomented 

- Is restless or excessively worried 

- Gives indications of forceful way of behaving 

Scholarly 

- Doesn't have any desire to go to class 

- Causes problems at school 

- Skips classes 

- Loses interest in school 

- Drops in grades14 

Conduct 

- Unexpectedly quits utilizing the PC 

- Changes eating or resting propensities (for example bad dreams or nightmares) 

- No longer needs to partake in exercises once appreciated 

- Harms self, endeavors or compromises self-destruction 

                                                             
14  Virtual-college Co.uk, 'How to Spot Signs of a Child being Cyber-bullied' (Signs-of-cyber-bullying, 11 November, 
2021) < https://www.virtual-college.co.uk/resources/signs-of-cyber-bullying > accessed 16 April 2022 
 

https://www.virtual-college.co.uk/resources/signs-of-cyber-bullying
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- Unexpectedly changes companions 

The greatest warning is a withdrawal from innovation. On the off chance that you notice an abrupt 

change in PC or telephone utilization, converse with the youngster. They might be being 

cyberbullied. Guardians ought to likewise be watching out for signs that their youngster might be 

harassing another person. While it could be challenging to acknowledge, on the off chance that 

you think your youngster is harassing another, you ought to face them about their way of 

behaving.15 

 

2.4 Adolescence might be a harasser: 

They are selective, declining to remember specific children for play or study. Continue in specific 

unseemly or horrendous way of behaving even after you have advised them to stop. Are extremely 

worried about being and remaining famous. Continually play incredibly forceful computer games. 

Appear to be bigoted of or potentially show disdain for youngsters who are "unique" or 

"abnormal".16 Often bother or insult different kids. Hurt creatures. Be-aware you barring, 

blabbering about, or in any case harming others. As guardians you affect your youngsters. As 

individuals, we as a whole at times display a few tormenting ways of behaving. It's just regular 

and it doesn't mean we're awful individuals. Be that as it may, ponder your own way of behaving 

and afterward ask - do your children likewise show these characteristics or not.17 

 

 

 

 

                                                             
15 Adl.org/resources Tools-and-strategies, 'Sings of cyberbullying' (Cyberbullying-warning-signs, 21 September, 
2019) < https://www.adl.org/resources/tools-and-strategies/cyberbullying-warning-signs > accessed 16 April 2022 
 
16 Frontiersin.Org, 'Perception of Cyberbullying in Adolescence' (Educational Psychology, 11 October, 2020) < 
https://www.frontiersin.org/articles/10.3389/fpsyg.2020.607225/full > accessed 16 April 2022 
 
17 Allison T. ' Psychology (Behavioral Health) at Nemours Children's Health' [July-December 2018] 23(4) Kids-Health 
/ Parents / Cyberbullying < https://kidshealth.org/en/parents/cyberbullying.html > accessed 18 March 2022 

https://www.adl.org/resources/tools-and-strategies/cyberbullying-warning-signs
https://www.frontiersin.org/articles/10.3389/fpsyg.2020.607225/full
https://kidshealth.org/en/parents/cyberbullying.html
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Chapter III: Cyberbullying in Digital World 

3.1 Cyberbullying in Modern Era 

Cyberbullying is one of the main issues for guardians from one side of the planet to the other. In 

the period of media correspondence, it isn't not difficult to control or notice web use for youngsters. 

That is the reason the public authority should assume liability to stop or if nothing else forestall 

cyberbullying. However, Bangladesh began to give web access recently contrasted with different 

nations, it has become well known inside a flicker of an eye. The vast majority are involving the 

Internet in everyday life. Also, for school-going youngsters, their beloved interest has become 

utilizing long range informal communication locales, for instance, Facebook and WhatsApp.18 

Most teens have no less than one Facebook account led without anyone else. Aside from the 

positive effects of these web-based media, there are numerous unfriendly effects, including 

cyberbullying. All things considered numerous young ladies end it all due to cyberbullying via 

online media. In this way, cyberbullying is a disservice of web-based media. Survivors of 

cyberbullying frequently don't have the foggiest idea who are behind the records that are 

mishandling them. Once in a while the casualty can presume who the harassers are, yet can't 

demonstrate this is on the grounds that savaging and tormenting accounts regularly utilize 

everyone's significant right to secrecy - different times, complete outsiders become mindful of 

cyberbullying occurring and fall into a 'crowd mindset' by contributing and enhancing the 

tormenting instead of aiding the person in question. 19 

 

3.2 Cyberbullying on social medias: 

                                                             
18  Apa-divisions Org, 'Modern world abuse' (World of technological abuse, 09 February, 2018) < 
https://www.apadivisions.org/division-18/publications/newsletters/gavel/2014/03/cyberbullying > accessed 16 
April 2022 
 
19   Research-gate Net, 'Cyberbullying a modern form of bullying: Let's talk about this health and social problem' 
[14 December 2018] Volume 21 (No 2) Let's talk about this health and social problem < 
https://www.researchgate.net/publication/322562107_Cyberbullying_a_modern_form_of_bullying_Let's_talk_ab
out_this_health_and_social_problem > accessed 18 March 2022 
 

https://www.apadivisions.org/division-18/publications/newsletters/gavel/2014/03/cyberbullying
https://www.researchgate.net/publication/322562107_Cyberbullying_a_modern_form_of_bullying_Let's_talk_about_this_health_and_social_problem
https://www.researchgate.net/publication/322562107_Cyberbullying_a_modern_form_of_bullying_Let's_talk_about_this_health_and_social_problem
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Since most kids and youthful grown-ups access the web by means of their cell phones, this is the 

most widely recognized medium through which they experience this sort of provocation. 

Cyberbullying insights show that Instagram is the most well-known stage for cyberbullying, firmly 

followed by Facebook and Snapchat. While the pandemic is unquestionably one piece of it, 

cyberbullying has been on the ascent among youths due, to some extent, to expanded admittance 

to electronic gadgets, the Internet, and on occasion absence of management of online movement.20 

As per a 2018 Google Survey21, instructors recorded cyberbullying as the top internet-based issue 

with kids in the study hall. With the headway of innovation and the ascent of virtual entertainment, 

the present youth carry their harasser home with them. Home has turned into a totally different 

milestone where menaces are ensured secrecy and direct admittance to their casualties consistently. 

A recent report uncovered that practically 37% of kids matured 12-17 have detailed being 

tormented or badgering over the Internet and through online entertainment outlets. In any case, as 

indicated by the National Crime Prevention Council (NCPC), just somewhat more than 10% of 

these casualties report the episodes.  

At the point when youths are on the web, they adjust to an alternate arrangement of normal 

practices than while they're collaborating with their friends face to face. Periodically, they are more 

forceful or basic via virtual entertainment as a result of the obscurity they have on the web and 

their capacity to keep away from reprisal. Moreover, cyberbullies might feel less regret or 

compassion while taking part in these ways of behaving on the grounds that they can't see the 

immediate effect of their activities. As noted, cyberbullying existed before the development of 

web-based entertainment - and may have remembered savaging for gatherings, message sheets and 

even talk rooms; as well as the sharing of improper photographs by teenagers; or simply the sharing 

of privileged insights and the spreading of bits of hearsay on the web.22 

 

                                                             
20  Evolvetreatment.Com, 'Social Media Increases the Risk of Cyberbullying’ (Social-media-cyberbullying, 11 
October, 2020) < https://evolvetreatment.com/blog/social-media-cyberbullying/ > accessed 16 April 2022 
 
21   2018 google survey - https://services.google.com/fh/files/blogs/parent_teacher_survey_us.pdf 
 
22 Tommy Khchan and others, 'Cyberbullying on social networking sites' [2021] 58(2) A literature review and future 
research directions < https://www.sciencedirect.com/science/article/pii/S0378720620303499 > accessed 18 
March 2022 

https://evolvetreatment.com/blog/social-media-cyberbullying/
https://services.google.com/fh/files/blogs/parent_teacher_survey_us.pdf
https://www.sciencedirect.com/science/article/pii/S0378720620303499
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In any case, similarly as more individuals, particularly more youthful ones, associate by means of 

online entertainment it has prompted an increase in cyberbullying. Measurements show most cases 

are occurring on famous virtual entertainment destinations like Facebook, Instagram, Snapchat, 

and Twitter. Albeit these locales permit youngsters to share pictures, posts and speak with 

companions, they are likewise a focal point for cyber-bullying. On these virtual entertainment 

stages, cyberbullies can make destructive and genuinely scarring remarks secretly. These remarks 

can be made openly on a young's photograph or secretly in an immediate message. Also, pictures 

or remarks can be made 'viral' by offering to others immediately. An extra stressor connected with 

cyberbullying is the limitless access adolescents need to virtual entertainment by means of their 

telephones and home gadgets (i.e., iPad, workstations and PCs, gaming frameworks). In contrast 

to conventional harassing, cyberbullying can be progressing, even after the young has left school 

grounds, causing a youngster to feel defenseless and without shelter.23  

Teenager Social Media Usage Statistics: 

- 95% of youngsters approach a cell phone, and 45% report being on the web "continually." 

- The level of high schooler Facebook clients dropped from 71% to 51% somewhere in the range 

of 2014 and 2018. 

- Starting at 2018, You-tube, Instagram, and Snapchat were the most well-known web-based stages 

among youngster.24 

 

3.3 Vulnerability of Cyberbullying 

Cyberbullying, a developing issue related with web-based entertainment use, has turned into a 

huge general wellbeing worry that can prompt mental and social medical problems and an 

expanded gamble of self-destruction. One significant highlight be drawn from the information is 

the solid negative connection between digital hostility and social ability. Analysts in a single report 

                                                             
23   Fatemah Sajadi and Mahmoud Barhamji, 'An Approach to Detect Cyberbullying on Social Media' [14 June 2021] 
34(13) Social impacts of bullying < https://link.springer.com/chapter/10.1007/978-3-030-78428-7_5 > accessed 18 
March 2022 
 
24 2019 cyber bullying data - https://cyberbullying.org/2019-cyberbullying-data 
 

https://link.springer.com/chapter/10.1007/978-3-030-78428-7_5
https://cyberbullying.org/2019-cyberbullying-data
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summed up their outcomes by revealing, "an obvious connection between is being forceful through 

electronic media and encountering issues at (in any event) four distinct degrees of social working." 

This study suggests the case that digital animosity is hazardous for the casualty as well as for the 

assailant.25 

Cyberbullying is an arising cultural issue in the advanced period. While cyberbullying happens in 

various web-based channels and stages, long range informal communication locales (SNSs) are 

fruitful reason for web-based tormenting. A new enormous scope overview led by Trench the 

Name, an enemy of harassing good cause, showed the predominance of cyberbullying on long 

range informal communication destinations (SNS tormenting(sad) 46 % of the respondents 

detailed being harassed at least a few times, and 20 % revealed tormenting others on SNSs. SNS 

harassing alludes to any type of forceful way of behaving on SNSs directed by a gathering or an 

individual more than once and additional time against targets who can only with significant effort 

protect themselves. It actuates genuine psychosocial and actual mischief, for example, melancholy 

and self-hurting ways of behaving, with the most lamentable result being self- destruction. For 

example, a teen young lady shot and committed suicide in the wake of being tenaciously harassed 

on SNSs.26 

7 Surprising Cyberbullying Statistics: 

1. 65% of youthful grown-ups concede they have encountered tormenting on the web 

2. Over 40% say they have turned into a domineering jerk's selective objective 

3. 70% concede they have seen cyberbullying 

4. half of kids concede to being frightened of their internet based domineering jerks 

5. 92% of cyberbullying assaults are held through talking and remarking via online entertainment 

sites 

                                                             
25  Heysigmund.com, 'What Makes People Vulnerable to Cyberbullying ' (Vulnerability of Cyberbullying, 21st 
March, 2021) < https://www.heysigmund.com/cyberbullying/ > accessed 16 April 2022 
 
26 Lexie Williams, 'Cyberbullying & Cyber Threats to Young People' (Cyberbullying and the “Real World”, 14th April, 
2019) < https://nonprofitrisk.org/resources/articles/cyberbullying-cyber-threats-to-young-people/ > accessed 16 
April 2022 
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6. Cyberbullying casualties are 3 to multiple times bound to consider ending it all 

7. Just 2 of every 10 casualties will educate their folks or instructors regarding on the web assaults 

3.4 Prevention of Cyberbullying 

While there is no secure method for keeping your kid from truly being cyberbullied, there are 

things you can do together to lessen the probability they will be designated. This incorporates 

executing wellbeing measures as well as having progressing discuss. 

Avoidance: 

The best way to totally forestall cyberbullying is to have no web-based presence, which is difficult 

to achieve nowadays. Be that as it may, there are a couple of ways of tweaking your settings and 

your web-based conduct to diminish the probability of being cyberbullied. 

- Keep your profiles set to hidden. 

- Screen and update protection settings consistently. 

- Don't "companion" or follow any individual who isn't a companion. 

- Try not to acknowledge demands or messages from clients you don't have any idea. 

- Never share your passwords. 

- Keep others from accessing your profiles and private photographs. 

- Teach yourself as well as other people on the pessimistic effect of cyberbullying. 

- Assuming you see it, report it.27 

 

 

 

                                                             
27 Unicef Org, 'What is it and how to stop it' (Cyberbullying, 21 June) < https://www.unicef.org/end-violence/how-
to-stop-cyberbullying > accessed 26 March 2022 
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CHAPTER IV: Legal framework of Cyberbullying in Bangladesh 

4.1 Cyberbullying in Bangladesh 

Cyberbullying have arisen as a disturbing pattern lately, particularly against ladies, as casualties 

and blamed in numerous exciting occurrences are regularly mishandled by a segment of netizens. 

Freedom activists and web based observing specialists expressed that there were antagonistic web-

based crusades by and large where principles issues got sidelined and individuals were harassed 

for their orientation, clothing, stance and the way of life. A part of web-based entertainment clients 

posts offensive and indecent remarks and furthermore drag individuals' very own life, day to day 

life onto web-based entertainment stages. Bangladesh has a high pace of digital harassing and 80% 

of the casualties are ladies matured 14-22. What's more, a greater part of digital lawbreakers and 

programmers fall between the age scope of 16-20. Bullying turns more awful especially when 

casualties or blamed are female, said privileges lobbyist and legal adviser Jyotirmoy Barua. He 

advised New Age that because of absence of checking and online carefulness, cyberbullying 

occurrences proceeded unabated and went unpunished.28 

In the most recent episode, Lupa Talukder, who was captured on charge of stealing a kid, has been 

confronting an antagonistic person death crusade. In consequential of charges against her, a part 

of netizens are posting shocking remarks against her clothing types on Facebook.29 

Cyberbullying as of late came in center with Shipra Debnath, an understudy of Stamford 

University and a team of individuals form killed ex-armed force major Sinha Mohammad Rashed 

Khan, supposedly succumbing to cyberbullying, even from some senior police authorities. Pictures 

of her private minutes arose via web-based entertainment and were broadly shared where she was 

hit with questionable comments by a segment of netizens. Shipra attempted to document 

                                                             
28  Iqbal Mahmud Newagebd, 'Cyberbullying' (Cyberbullying in Bangladesh alarming, April 17, 2020) < 
https://www.newagebd.net/article/116007/cyberbullying-in-bangladesh-alarming > accessed 16 April 2022 
 
29  Newagebd Court correspondent, 'Lupa sent to jail after interrogation' (ABDUCTION FROM TSC, Sep 12,2020) < 
https://www.newagebd.net/article/116025/lupa-sent-to-jail-after-interrogation  > accessed 16 April 2022 
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arguments against certain individuals, including two senior cops under the Digital Security Act 

over the cyberbullying occurrence, however Cox's Bazar Sadar Police declined to enlist her case. 

Privileges activists affirmed that policing were showing biased mentality in making moves over 

cybercrime issues. Police act proactively when DSA arguments are recorded against individuals 

for purportedly scrutinizing administering party men. In any case, in the event that the denounced 

end up being administering party men or government authorities, police become hesitant in making 

moves against them.30 

Dhaka Metropolitan Police agent magistrate for the cybercrime avoidance division AFM AL 

Kibria, notwithstanding, dismissed the claim saying that police didn't act with political bias, rather 

inside the casing of regulation. The Criminal Investigation of Department's cyber checking 

exceptional director Rezaul Masud let New Age know that they fundamentally observed and made 

moves on enemy of state, hostile to government issues, counterfeit web-based news and posts that 

could aggravate strict turmoil. Assuming that anybody documents grumbling of cyberbullying, the 

CID examines the episode and makes a move, he added. Rezaul said that they normally got 60-70 

protests everyday about cybercrime-related issues. Police cybercrime observing authorities said 

that a segment of netizens frequently made misogynist, hostile and disgusting posts and comments 

referring to the casualties' orientation, signal, pose, clothing, appearance and calling.31 

A lady named Farhana Afroz, for another situation, confronted tempests of cyberbullying, 

including hostile posts from a segment of netizens, as her picture arose on Facebook where she 

was driving a motorcade of her companions to commend her wedding program in Jessore town. 

Farhana let New Age know that she was confronting cyberbullying as many were offering harmful 

and hostile comments on her photographs saying that these motion, clothing and endeavor were 

                                                             
30  Tbs News, 'OC Pradeep confirmed Sinha’s death by stepping on his throat' (Army-major-sinha-mohammad-
rashed-khan, APRIL 17, 2022) < https://www.tbsnews.net/tags/army-major-sinha-mohammad-rashed-khan > 
accessed 16 April 2022 
 
31  Tbs News, 'Shipra was first questioned as a witness in Major Sinha's death ' (Shipra provides sensitive 
information about Sinha’s death: RAB, APRIL 17, 2022) < https://www.tbsnews.net/bangladesh/crime/shipra-
provides-sensitive-information-about-sinhas-death-rab-117787 > accessed 16 April 2022 
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against religion. 'I needed to praise my wedding in an alternate way, however it turned out to be 

survivor of cyberbullying,' she said. 32 

Nusrat Jahan Rafi, an alim examinee in Feni, had met Sonagazi Police headquarters official in-

control with grievance of rapes on her by her madrassah chief in March a year ago. OC Moazzem 

Hossain subtly recorded her explanations and flowed them online later, an offense under the 

Digital Security Act. Nusrat was set ablaze on April 6 that year for declining to pull out a rape 

body of evidence documented against head Siraj Ud Doula. Subsequent to battling for her life for 

five days, she kicked the bucket at Dhaka Medical College Hospital on April 10. Looking for 

equity for herself, she was by and by defrauded with cyberbullying, even from policing. The cop, 

be that as it may, was captured later and imprisoned for a very long time under the DSA.33 

In another hair-raising occurrence, Rifat Sharif, 25, a web access supplier, was hacked to death 

without really trying to hide in Barguna town on June 26, 2019 before his better half Ayesha 

Siddika Minni. In the CCTV film of the episode, Minni was seen shouting and attempting to save 

her significant other from the assailants. Later police examiners guaranteed that Minni was 

associated with the homicide occurrence and she was captured. Not long after police said as much, 

a part of netizens left on the person death of Minni. She was then savaged and made casualty of 

cyberbullying for her supposed previous issue while some phony foul video films were released 

web-based guaranteeing that those were of Minni's.34 

Police, notwithstanding, were hesitant to follow the Facebook accounts associated with 

cyberbullying. In another new occurrence, JKG Health Care executive Sabrina Arif Chowdhury 

was captured on charge fashioning COVID-19 test reports. Not long after she was captured on July 

12, a segment of netizens began chauvinist posting against her referencing her clothing, motion, 

appearance thus called undertakings. DMP cybercrime office's Kibria said that they attempted to 

distinguish accounts that were associated with cyberbullying and make moves in certain 

                                                             
32  Newage Bd, 'Biker lady who goes viral, alleges cyberbullying ' (The bike-rider bride, Aug 25,2020 ) < 
https://www.newagebd.net/article/114499/the-bike-rider-bride-who-goes-viral-alleges-cyberbullying >  accessed 
16 April 2022 
33  The Daily Star, 'Nusrat Murder' (Nusrat Jahan Rafi Murder, December 2, 2019) < 
https://www.thedailystar.net/tags/nusrat-jahan-rafi-murder > accessed 16 April 2022 
 
34  The Daily Star, 'Rifat Murder Case' (Sensational Rifat Murder Case: Gallows for Minni and 5 others, Oct 1, 2020) 
< https://www.thedailystar.net/frontpage/news/gallows-minni-5-other-accused-1970293 > accessed 16 April 2022 
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occurrences, however the actual law couldn't forestall every such episode. Every one of the charges 

are not cognizable, so police can't make moves all alone without charges for each situation, he 

said. Mindfulness among netizens can advance the circumstance, the official added.35 

In an exceptionally grave occurrence as of late, hostile remarks were made about an image of 

Bangladesh National Team all-rounder Shakib Al Hasan's minor girl. Shakib's girl's image was 

posted on Facebook where the young lady was remaining in a field of sunflowers cheerfully and 

bloom in her hair. Some Facebook clients, nonetheless, posted hostile and profane remarks beneath 

the image. In the wake of seeing the questionable remarks, Shakib and his significant other Umme 

Ahmed Shishir eliminated the image from their Facebook page.36 

Cyberbully exploitation went from 5-to 55% all over the Planet. Casualties show more gloomy 

feelings and stress than the non-casualties. This review was intended to figure out the commonness 

of Cyberbully casualties, nature of the Cyberbullying exploitation and to figure out its conceivable 

relationship with mental issues in a school test in Bangladesh. This was a two-staged cross-

sectional review. The main stage was for recognizing Cyberbully casualties and screening 

psychopathology. During second stage, mental judgments were made. The subjects were 

additionally partitioned into Cyberbully casualty positive and negative cases for examination. 

Their age went from 14 to 17 years. Predominance of Cyberbully casualties was viewed as 32 % 

with higher prevalence among young men. Of the Cyberbully casualties, 27.3 % experienced any 

sort of mental issue which was critical (P = 0.012). Both enthusiastic and conduct issues were 

fundamentally higher among the people in question (21.6 % and 12.5 % individually). Significant 

burdensome issue alone was available in 9.1 % of Cyberbully casualties which was proportionately 

higher from the non-casualties at huge level. Greater part of the domineering jerks (60.87 %) were 

                                                             
35  The Daily Star, 'Dr Sabrina Arif Chowdhury Scam' (Fake Covid-19 certificates: Sabrina, 7 others of JKG indicted, 
Aug 20, 2020) < https://www.thedailystar.net/country/news/fake-covid-19-certificates-sabrina-7-others-jkg-
indicted-1948109  > accessed 16 April 2022 
 
36  Bangladeshpost.net, 'Police file diary against cyberbullying of Shakib’s daughter' (Shakib Al Hasan’s daughter 
faces cyber obscene, 23 Aug 2020) < https://bangladeshpost.net/posts/shakib-al-hasan-s-daughter-faces-cyber-
obscene-40582 > accessed 16 April 2022 
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virtual companions. The outcomes show the rising issue of Cyberbullying related with outstanding 

measure of mental problems that needs more consideration.37 

According to another review of the public authority's Information and Communication Technology 

(ICT) Division, young ladies become casualties of cyber bullying and provocation effectively as a 

result of utilizing web untrustworthily without guaranteeing security of their own information. 

Youngsters for the most part post their photographs consistently on Facebook and become 

survivors of badgering without any problem. Occurrences of cyber provocation were twofold in 

the urban areas than the towns due to accessibility of web and gadgets. 64% of the young ladies in 

the urban areas and 33 percent in the towns are survivors of badgering by getting physically 

unequivocal recordings, messages and photographs. The review was the first of its sort done by 

the ICT Division. The Bangladesh Institute of ICT in Development (BIID) completed the overview 

named "Cyber bullying against young ladies and ladies over virtual entertainment" for the benefit 

of ICT Division. It was led on 584 understudies from schools, universities and colleges in urban 

communities and towns. Moreover, conversation was completed in six center gatherings and 12 

educators, analysts, watchmen and legal counselors were evaluated as key witnesses. Understudies 

from two young ladies' schools in Moulvibazar and Manikganj, an eminent English medium 

school, two public and private colleges in Dhaka took part in the overview. 

State serve for data and correspondence innovation Zunaid Ahmed Palak told Prothom Alo 

occurrences of cyber bullying and provocation is more normal in the city than the town in light of 

high admittance to the web in urban areas. Plus, in the towns there is a great deal of proactive 

tasks, yet in the urban areas, the young men and young ladies have no such other option. 

Remembering the question of cyber bullying and provocation, the public authority has stepped up 

to the plate and advance morals and mindfulness among youngsters and youth at a singular level 

and from the families and instructive foundations, as well as to prepare mindfulness about 

significant lawful measures, the state serve added.38 

                                                             
37  Prothom Alo, 'Girls more vulnerable to cyber bullying and harassment' (Cyber crime, 17 Apr 2021) < 
https://en.prothomalo.com/bangladesh/girls-more-vulnerable-to-cyber-bullying-and-harassment > accessed 16 
April 2022 
 
38  Genderit.org, 'CYBER VIOLENCE AGAINST WOMEN: THE CASE OF BANGLADESH' (End cyber violence against 
women, 17th June 2018) < https://genderit.org/articles/cyber-violence-against-women-case-bangladesh > 
accessed 16 April 2022 

https://en.prothomalo.com/bangladesh/girls-more-vulnerable-to-cyber-bullying-and-harassment
https://genderit.org/articles/cyber-violence-against-women-case-bangladesh


25 | P a g e  
 

 

 

4.2 Cyberbullying Laws in Bangladesh 

In Bangladesh, cyber bullying isn't simply a demonstration to be disdained upon however is an 

offense culpable under the Information and Communication Technology (ICT) Act 2006.The Act 

gives that an individual who purposely distributes, in a site or in electronic structure, any material 

which is phony and foul or defiles people who are probably going to peruse, see or hear the material 

or causes to bias the picture of an individual or may hurt strict conviction or actuate against any 

individual, then the individual distributing the material will be at fault for an offense under the 

Act. The discipline for such an offense is detainment and fine.39 

Survivors of cyber-wrongdoings (counting cyber bullying) can hold up a grievance to the 

Bangladesh Telecommunication Regulatory Commission (BTRC) by calling at +880-29611111 

40or by messaging at btrc@btrc.gov.bd. BTRC should make important moves in no less than 24 

hours and the culprits will be dealt with in something like 3 days after the objection is documented. 

The public authority has additionally sent off a cyber-wrongdoing helpline. Casualties can call at 

+8801766678888 to present their protests.41 

Nari O Shishu Nirjatan (Bishesh Bidhan) Ain 1995 was then passed by the Parliament, working 

with tough disciplines for wrongdoings, for example, Rape, throwing destructive materials, 

inappropriate behavior, ladies dealing and so forth. However, the seriousness of the disciplines left 

little extension for legitimate tact and was bringing about the converse of its unique point - a 

considerable lot of the respondents strolled free in instances of inadequate confirmations, for 

absence of a lesser conceivable sentence. This Act was revoked in 2000 with the presentation of 

                                                             
 
39  The New Nation, ' cyber law in Bangladesh' (Cyber-crime, 16 July 2016) < 
https://thedailynewnation.com/news/100355/cyber-crime-and-cyber-law-in-bangladesh.html  > accessed 16 April 
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41 BDnews24, 'The Bangladesh Telecommunication Regulatory Commission (BTRC) has formed a special cell to 
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Nari O Shishu Nirjatan Daman Ain 2000 (The Prevention of Oppression against Women and 

Children Act) (later corrected in 2003). 

Moreover, assuming the badgering adds up to criminal terrorizing (undermining one more with 

any injury to his individual, notoriety, property and so on) according to the Penal Code 1860, then, 

at that point, the individual might be at risk to discipline according to the Penal Code 1860. 

The previously mentioned advances ought to be depended on assuming the matter is not kidding 

enough. Notwithstanding, the initial step ought to be the interior revealing course of the specific 

web-based entertainment site or application. Assuming that we take Facebook for instance, 

photographs and remarks can be accounted for and the specific client can be hindered. Comparable 

revealing frameworks are set up in most well-known virtual entertainment sites or applications. 

Section 364A of the Penal Code 1860, gives capital punishment or life detainment or thorough 

detainment of 7-14 years for grabbing or snatching an individual younger than ten. Section 366A 

of the same code endorses a discipline of greatest 10 years detainment and fine for instigating any 

minor young lady younger than 18 years to go from any spot or to do any demonstration with plan 

that such young lady might be, or realizing that almost certainly, she will be, constrained or allured 

to illegal intercourse with someone else. Purchasing minor for motivations behind prostitution or 

unlawful intercourse is culpable offense with detainment of one or the other depiction for a term 

which might reach out to a decade, and fine.42 

Dhaka Metropolitan Police (DMP) Ordinance 1976 and comparative police regulations for other 

nearby wards deny requesting with the end goal of prostitution. For instance, according to Section 

74 of the 1976 Ordinance, any individual who in any road or public spot or inside sight of, and in 

such way as to be seen or heard from, any road or public spot, regardless of whether from inside 

any house or building - 

(a) by words, motions, or foul individual openness draws in or tries to stand out for the motivations 

behind prostitution; or 
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(b) Solicits or attacks any individual for the reasons for prostitution; will be culpable with 

detainment for a term which might stretch out to 90 days, or with fine, which might reach out to 

500 taka or with both. 

Accordingly, when we discussion of the legitimate system considering prostitution, as far as the 

State doesn't force a legitimate ban upon prostitution, the equivalent will be considered as a 

legitimate calling. An individual can deliberately pick this calling and has the opportunity to seek 

after something similar.43 

There are some Cybercrime avoidance organizations like The Bangladesh Telecommunication 

Regulatory Commission (BTRC), Bangladesh Computer Security Incident Response Team 

(bdCERT) have been set up to control cybercrimes. Bangladesh has additionally set up different 

particular cybercrime police headquarters. Cyber occurrence reaction unit and 'a cybercrime 

examination cell' and 'IT Crime Forensic Lab' are set up by the Bangladesh police to battle against 

cybercrime or wrongdoing related with PC and other IT innovation. In the Digital Security Act 

2018, a Digital Security Agency is laid out, to guarantee the satisfying of the Act. The cyber bid 

council is made under section 82, the Information and Communication Technology Act 2006. The 

focal government lays out the breaking point and guidelines of the Digital Security Act under this 

part. Cyber-Crime occurrence frequently happens in messages, photographs, sound, and video 

introduced through any PC organization or mechanical framework. These informations have been 

arranged determined to involve it in a PC organization or PC framework. This correspondence 

cycle happens between a couple of PCs or any advanced gadgets that are equipped for gathering 

and sending or associating.44 

Besides, 'Computerized Forensic Lab' framed under segment 10and cyber-wrongdoing 

circumstances are researched in measurable lab with the accompanying principles. Whoever 

perpetrates cyber-wrongdoing is characterized as a lawbreaker, and 'criminal method' is under the 

code of methodology Act V of 1898. Here individual respects any organization, association, or 

                                                             
43 http://bdlaws.minlaw.gov.bd/act-511.html 
 
44  Tutorials Point, 'Cyber Crime & Cyber Security' (Fundamentals of science and technology, APRIL 23, 2022) < 
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organization business and furthermore the regulator of any computerized gadgets. Further, any 

element made standing rule or counterfeit legitimate substance will be remembered for the starter. 

Unlawful entry is an infringement; it implies access without authorization or authority by a named 

individual or any PC, or any advanced organization framework is a wrongdoing. Without the 

approval of sharing or trading subtleties, information, or any data with the utilization of advanced 

gadgets can keep it from primer. 'Maligning' is likewise remembered for the cyber-wrongdoing 

characterized under section 499 of the Penal Code (Act XLV of 1860). The meanings of cyber-

wrongdoings are not given clarifications under this demonstration. The words act and articulations 

have been utilized in the significance of the Information and Communication Technology Act, 

2006. Computerized Security Act 2018, under section 5, portrays the arrangement of an 

organization. To satisfy the target of this demonstration. Framing organization warning given by 

the public authority in the authority periodical will make an office entitled as Digital Security 

office comprising of 1 (one) Managing Director and 2 (two) Director. The settle of this 

organization will be in Dhaka if necessary branch workplaces of the office can be laid out in any 

spot in the country beyond Dhaka. The obligations and powers of the organization still up in the 

air as per the guidelines. The overseeing chief and the chiefs will be delegated as a full-time 

representative by the public authority. The overseeing chief and chief will follow the arrangements 

of this demonstration and the guidelines executed under this demonstration in filling roles, 

practicing power, performing liabilities as coordinated by the public authority. This organization 

can designate countless representatives with the term of business.45 

 

4.3 Wrongdoing and Punishments in Bangladesh: 

Cyber wrongdoing is clearly the most recent type of the violations which is undeniably challenging 

to smother. In any case, its trouble should not keep us from going to satisfactory lengths against 

the cyber-lawbreakers. Just regulation isn't sufficient thus, we should support morals and ethical 

quality in our private and public lives. As our adolescents are inclined to confusion, they should 

be given legitimate direction and care. The state needs to go to all potential lengths to frustrate any 
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sort of cyber-attack which might jeopardize the existences of individuals. Consistent cautiousness 

and updating counter-measures are a portion of the should-dos for the public authority. 

Commoners ought to likewise be cautious in utilizing PC frameworks and online offices. Ideally, 

our mindfulness and steady fight against cyber-wrongdoing will bring about progress. 

On the off chance that any individual deliberately or intentionally enters unlawfully in any basic 

data foundation and damages, annihilates, or attempts to do so will be a hostile demonstration on 

account of his movement under the advanced security Act 2018, section 17. Committing this 

forceful demonstration by any individual will be punished by detainment for a term not surpassing 

7(seven) years or by fine not surpassing 25(twenty-five) lacs taka or with both. Additionally, the 

expectation of hurting or obliterating the data, the individual will be punished by detainment for a 

term not surpassing 14 (fourteen) years or with fine not surpassing 1(one) crore taka or with both. 

Any individual attempts to make an unlawful entry in PC or computerized gadget likewise has the 

goal to carry out a wrongdoing will be offense under Digital Act 2018, section 18 sub (1) and will 

be punished by detainment for a term not surpassing 3(three) years or by fine not surpassing 10 

(ten) lacs taka or with both.46 

"Computerized or Electric Fraud" under section 23, implies, if any individual deliberately, 

intentionally or without authorization changes any data, erases, adds new data or makes mutilation 

and diminishes the worth of that or the utility of any PC program, PC framework, PC organization, 

advanced gadget, computerized framework, computerized network, or of a social correspondence 

medium, attempting to acquire benefit for himself/herself or for other people or endeavoring to 

hurt others or to misdirect others. What's more, this hostile wrongdoing perpetrating by a specific 

individual will be punished under this demonstration. An individual purposely or deliberately 

utilizing advanced innovation gadgets determined to hoodwink or misrepresentation to accomplish 

a few benefits for oneself or some other individual or to gain any property or to hurt an individual 

by utilizing someone else's personality will be punished as a hostile wrongdoing under section 24. 

On the off chance that any individual distributing, sending of hostile, misleading, or dread 

instigating information data by means of any site or PC or in online entertainment. Committing 

                                                             
46 MdSarwarAlamSajjad Bdlawdigest, 'Cyber Crimes and Cyber Laws in Bangladesh' (Cyber Crime and Legal Fabric 
of Bangladesh, August 12, 2015) < https://bdlawdigest.org/cyber-crimes-and-cyber-laws-in-bangladesh.html > 
accessed 16 April 2022 
 

https://bdlawdigest.org/cyber-crimes-and-cyber-laws-in-bangladesh.html
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such a demonstration regardless of knowing to distribute such data can prompt criticize an 

individual. Such action is a hostile demonstration under section 25. Illicitly utilizing an individual's 

personality like actual data, outer, natural data, guardians' name, public character, and so on are 

accessible with the greatness of innovation. Utilizing such data unlawfully or without assent is a 

criminal offense under section 26. Assuming an individual carries out hacking will be viewed as a 

criminal offense under section 34 and will be condemned to a term of detainment not surpassing 

14(fourteen) years or with fine not surpassing Tk.1 (one) crore or with both. In this part, hacking 

implies obliterating or design the changing of any information data.47 

The Information and Communication Technology (ICT) Act, 2006 came in force on 8 October, 

2006. Accordingly, the public authority revised the Act in 2008 and in 2009. For the better use of 

the Act, the public authority passed Information Technology (Certificate Authority) rules in 2010. 

However, these regulations alone are adequately not. To confront the difficulties filling in cyber 

space it is fundamental to correct the current regulations, for example, the Penal Code 1860, the 

Evidence Act 1872, the Contract Act 1872 and so on. It is trusted that these Acts will be adjusted 

as per the interest of time. Notwithstanding, there are a few arrangements in the ICT Act, 2006 

which notice punishments for different cyberspace related wrongdoings. For example, section 54 

(1) of this Act pronounces the offenses concerning cyberspace. Then, at that point, section 54(2) 

says, "Assuming any individual commits offenses under sub-section (1) of this part, he will be 

culpable with detainment for a term which might stretch out to a decade, or with fine which might 

reach out to taka ten lakhs, or with both".48 

 

 

 

 

 

                                                             
47 AugustinSujan Risingbdcom, 'A growing threat in digital marketplace' (Cyber crime in Bangladesh, 26 July 2020) < 
https://www.risingbd.com/english/interview/news/28940 > accessed 16 April 2022 
 
48 Cybercrimelaw Bd, 'Cyber Crime Information and Communication Technology ' (Cyber Crime Law, 8th September 
2002) < https://www.cybercrimelaw.net/Bangladesh.html > accessed 16 April 2022 

https://www.risingbd.com/english/interview/news/28940
https://www.cybercrimelaw.net/Bangladesh.html
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Chapter V 

5.1 Findings: 

The research observing will be utilized in making mindfulness about the issue. The reason for 

cybercrime will assist with guaranteeing that ladies, teenagers, guardians, and the public authority 

get to be aware of how kids engage in the crime. The examination will help in teaching the kids in 

different ways that they can grasp the numerous sorts of cybercrimes. Likewise, the causes will 

help in sharpening the guardians to know how they have some control over the utilization of 

innovation among their kids to assist them with decreasing the instances of cybercrime. The 

avoidance systems will assist the public authority with knowing the different ways on how they 

have some control over and forestall cybercrime among kids. For the most part, the discoveries 

assist with addressing the rising instances of cybercrime among young people. This is on the 

grounds that preventive systems will assist the country with guaranteeing that they forestall 

youngsters who could include in cyber bullying and different cybercrimes. 

 

5.2 Recommendations: 

Strict Laws: There ought to be severe regulations for cybercrime against ladies. Regulations are 

made for cybercrime such Information and Communication Technology (ICT) Act 2006, Section 

507 of the Penal Code 1860, Section 509 discipline for hurting the humility of ladies, Section 499 

and 500 for slander and discipline for something very similar, Section 354 attack or criminal power 

to lady with aim to blackout her unobtrusiveness. A few different areas are Section 66 of the 

Information and Communication Technology Act, 2006 depicts discipline for PC related offenses. 

Dhaka Metropolitan Police (DMP) Ordinance 1976 and similar police guidelines for other close 

by wards deny mentioning with the ultimate objective of prostitution. Regulations are made for 

cybercrimes anyway more severe regulations ought to be made for crimes. 
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Mindfulness among Young Girls: One of the reasons of expanding of cybercrime is that 

regulations are made however mindfulness among individuals are less. A considerable lot of the 

little kids and young men know Prevention is worse than fix is a familiar adage. 

Severe Punishment: Strict moves should be made against the guilty party to place an end to such 

offenses in the general public. Assuming that the general public becomes intrepid and reports the 

cases to the Judiciary on schedule, then the ones who are taking advantage of can be rebuffed. 

Severe Regulation of Cyber Cafe: Many of the offenses in the classification are made in the 

Cybercafe by which at times simple carelessness at the piece of the proprietor can jeopardize the 

existence of the person in question. A significant number of the cybercafe proprietors don't take 

the Identity Proofs of the people who are visiting and involving the PCs in the bistro and such 

people are generally in a hope to beat what was going on. 

Going with/Support the Victim: The casualty needs support from the family and the general 

public to defeat what is happening that she is going through. It is truly shameful that the general 

public as opposed to supporting the person in question, consistently searches for a prodding 

circumstance to appreciate. 

Moms/Teachers Counsel Young Girls/Boys: Parents likewise should know about the cybercrime 

and advising their youngsters consistently so they neither become the offender nor turns into the 

person in question. 
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Chapter VI 

Conclusions 

Cyber-crime is an issue that generally influences the ladies and teenagers all over the planet. 

Subsequently, itis appropriate to take a gander at the causes, impacts, and preventive procedures 

to assist with saving youths who are subjects and the objective. They are viewed as associated with 

the crime and furthermore carrying out the crime. The review zeroed in on tending to the causes 

and the different manners by which the issue can be tackled to help the juvenile. Various strategies 

were utilized in gathering information. Both subjective and quantitative techniques were utilized. 

They likewise helped in the investigation of the information. A portion of the discoveries that were 

viewed as causing cybercrime included destitution and absence of mindfulness. A few kinds of 

cybercrime, as online burglary and need to get more cash-flow, were because of neediness cases 

among teenagers. The effects included sexual maltreatment and mental misery. A few preventive 

measures featured incorporate making mindfulness, teaching youngsters and confusing destitution 

from the general public. The review helped in making mindfulness about the crime and giving 

potential arrangements. Some scattering techniques that could be utilized in guaranteeing that the 

discoveries contact many individuals all over the planet was through papers and informal 

communication destinations. 
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