EAST -
EEI 1 EAST WEST UNIVERSITY

DISSERTATION ON
Hawala and Terrorism Financing in Bangladesh: A Critical Study
COURSE TITLE: Supervised Dissertation
COURSE CODE: LAW 406

SUBMITTED TO
Mohammed Shahjalal
Senior Lecturer
Department of Law
East West University

SUBMITIED BY
Md. Isa Bin Inam
ID: 2019-3-66-029

Department of Law

East West University

Date of Submission: 21/01/2025
Word Count: 7990
[without footnotes & hibliography]



EAST
WEST

WRINERETY

CONSENT FORM

The Dissertation titled- “Hawala and Terrorism Financing in Bangladesh: A Critical Study™
is prepared by Md. Isa Bin Inam, ID: 2019-3-66-029 and submitted to his respected Thesis
Supervisor, Mohammed Shahjalal, Senior Lecturer, Department of Law, East West
University for the fulfillment of the requirements of course 406 (Supervised Dissertation) for LL.

B (Hons.) degree offered by the Department of Law, East West University is approved for

submission.
Signature of the Supervisor
Date:



ACENOWLEDGEMENT

| am extremely grateful to Almighty Allah for making it possible for me to complete this
dissertation. | am grateful to my thesis advisor Mohammed Shahjalal, Senior Lecturer, Department
of Law, East West University, for his unfailing support, priceless assistance, and boundless
patience. His knowledge and guidance have been invaluable in creating my study effort. [ would
like o express my gratitude to the respected Chairperson and Associate Professor of the
Department of Law, Dr. Nabaat Tasnima Mahbub for facilitating the research program with such
discipline. My heartfelt gratitude goes to my family and friends for their consistent encouragement
and understanding during the difficult times of my academic pursuit. Their faith in me has been a
motivating factor. | appreciate the East West University community for providing me with
resources, libraries. and laboratories that are essential to my research. Last but not least, I'd like o
thank all of the faculties who have influenced my academic path throughout the years. Their advice
and support have had a tremendous impact on my intellectual development.



DECLARATION

I, Md. Isa Bin Inam, bearing student ID: 20019-3-66-029, hereby declared that this paper ttled
“Hawala and Terrorism Financing in Bangladesh: A Critical Study” was entirely prepared by
myself under the supervision of Mohammed Shahjalal, Senior Lecturer, Department of Law,
East West University for the requirement of my graduation. The content and materials utilized

for this dissertation are comectly acknowledged and mentioned in the references.

Signature

Md. Isa Bin Inam
ID: 20019-3-66-029
Department of Law

East West University



TABLE OF CONTENTS

ABSTRACT . . - Ly}
List of Abbreviation - - sl
CHAFPTER 1 — - I
INTRODUCTION ..... . . ]
1.1 Background of the Research........ - cosan1
1.2 Justification of the Research....... - 11
L3 Research Question... - 11
L4 Research Methodology........ . . 12
L5 Literature Review.... - - . 12
1.6 Seope and Limitation of the Research - A3
1.7 Chapter Outline - 14
CHAPTER 2 — . 15
Jerrorism Financine & Hawala Nepworks - - -t
L1 Defining the Term “Terrorism Financing™ . 15
2.2 Sources of Terrorism Financing, - 15
2.3 Terrorism Financing and Money Laundering ... - 16
2.4 Funding Methods....... - . 17
2.5 The Concept of Hawala........... - 17
2.6 Functionality of Hawala System.. - 18
2.7 Hawalas® Significant Role in Terrorism Financing - 18
2.8 Use of eryplocurrency in Hawala System. —

29 Chapter ConeluSiom. ....couvieoeiiiseineiisossnn s . - 20




CHAPTER 3 — - 21

Interuational Leeal & Beeulatory Inst | fine P i [T .
Financing......... w 21
3.1 UN Convention - - 21
3.2 UN General Assembly Resolution (Resolution 60/ 258).... - 22
1.3 Intergovernmental Organization..... - - - w2l
1.4 International Organizations - - iy
1.5 Varous National Legislative Enforcement.... - wid
3.6 Chapter Conclusion. .. - . - 6
CHAPTER 4 — . 27
Analysis of

Bangladesh. - . . - -y |
4.1 Legislative Approsch.. ... - - 27
4.2 International Approach... - - P
4.3 Regional Approach.... - - - 30
4.4 Chapter Conclusion... - - - 3
CHAPTER 5 — - 12
Findings & Recommendations e iaseideAsissis e ssh i as eme sk i 32
5.1Findings.... . - . 32
5.2 Recommendations — - 33
5.3 Conclusion. - M

BIBLIOGRAPHY. — - - 36-39




ABSTRACT

Financing of terrorism remains a critical issue in the global fight against terrorism. Terrorists relay
on financial networks to assist planning, acquire resources and sustain networks that allow the
execution of terronst activities. Without sufficient funds or financial resources, terrorists cannot
sustain operations, train their personnels and expand their influences. One of the methods that
gained attention as a significant channel for terrorism financing is- Hawala. Hawala is an informal
value or money transfer system that operates outside formal banking system in many countries for
illegal purposes. Unlike formal banking system, hawala operates unregulated which violates anti
money laundening (AML) and countering financing of terronsm (CFT) measures both
domestically and internationally. Following these issues, states in giving mutual legal assistance
to each other, have led to the use of intemational treaties and adopted preventive measures in
domestic laws to deal with terrorism financing. Despite those efforts, methods of terrorism
financing continued to evolve, and its characteristics emerged new challenges to both national and
international legislations. However, a thorough understanding of such nature and analyzing the
gaps in legal mechanism with these evolving issues is essential for developing more strengthened

preventive strategies against terrorism financing.
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ICSFT International Convention for the Suppression of the Financing of Terrorism ( 1999).
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CHAPTER 1
Introduction

L1 Background of the Research

Terrorism financing remains a critical issue in the global fight against terrorism. Primarily it
invodves providing. collecting of funds or use of financial resources to support terronst acts of
individuals or organizations. Terronsts require funds to assist planning, acquire resources,
facilitate recruitment and sustain networks that allow the execution of terrorist activities. The rise
of terrorist attacks has continued to grow faster and the comrelation between those attacks and
terrorism financing is guite significant. According to Global Temonsm Index, deaths from

terrorism have increased significantly from the prior year.!

In the present day its funding methods have become more complex by involving “Informal Value
Transfer System” typologies, money laundenng, cryptocumrencics, etc. Among vanous methods
by which funds can be transferred, the hawala system has drawn growing attention. Hawala is an
informal value transfer system which has been identified as a one of the funding methods for
terromism financing. Because hawala system can reduce transaction risks and allow placing the
money in the desired destination while avoiding the reporting requirements of the formal bank.
Hawala operates unregulated which violates “Anti-Money Laundering™ (AML) and “Countering
Financing of Terrorism™ (CFT) measures both domestically and intemationally. By using this
network transaction of funds move quickly and anonymously across the borders. Bangladesh is
plagued by illicit financial system. Militants regularly tap into illegal money flows to fund their
operations. Studies say more than one billion in taxable goods is smuggled into the country from

the neighboring country India and analysts identified that some of this money ends up in the hands

! Instinste for Economics & Peace, “Measumng the impact of terronsm”, Global Teromsm Index, 2024, <
hitps: " wyw . visiomd humam By ore resources elobal -le mons m-mmd e - 20240 % aocessed 25 Ut 2024,




of terrorist organizations.” Around seven billion U.S dollar has entered in Bangladesh illegally
through informal value transfer system. * The growth of informal value transfer system has
emerged in Bangladesh due to the need for efficient, cost-effective and accessible financial

services in rural and underdeveloped areas where formal banking infrastructure is limited.*

Following those issues, states in giving mutual legal assistance to each other, has led to the use of
international treaties to deal with terrorism financing. One of the major conventions related o
terrorism financing, “International Convention for the Suppression of the Financing of Terrorism™
criminalized financing of terrorism and urged state party to adopt preventive measures in their
domestic laws, as set out in Article 18 of the convention. This convention provides a basis for
nations to cooperate in preventing terrorist financing and carrying out joint law enforcement and
intelligence efforts. In favor of this obligation to adopt preventive measures, Bangladesh
introduced primary legislation called Anti- Terrorism (amended) Act, 2013 dealing with termorism
and its financing, stating in Section 7 to prohibits financing of terrorism. Since 2001, many
countries across the world had ratified the convention to mitigate the risk of terrorism financing

and adopted preventive measures to their legislations.

Despite those efforts, methods of terrorsm financing continoed to evolve, and its characteristics
emerged new challenges to both national and international legislations. However, a thorough
understanding of such nature and analyzing the gaps in legal mechanism with these evolving issues

is essential for developing more strengthened preventive strategies against terrorism financing.

2 Paul Cochrane, The Funding Methods of Bangladeshs Terromns Groups (2009) val 2, isswes 5. <

hitps: Vel wesipombedw wp-conbenb upload s 0 TUVUE Y ] 2135 - Arth.pd] > accessed 26 Oct 2024,

* Cochrame (n 1387,

* Gieniess I Martis, A guidance o understand hawala and po establish the nexus wath Terronst Ginancing™ [200 8]
CAMS-FCL, p 7. < Bips:Vowow acams, orgml-w bile-paper-undersand-hawald-nexus-termonst-linanc mg =
asessed 2T MNaov D24,
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1.2 Justification of the Research
This study is justified due to the major concern to the inadequacies in existing legal frameworks

in addressing the evolving issues regarding terronism financing methods. While national and
international initiatives have developed guidelines to curb terrorism financing, their effective
implementation varies across junsdictions. leaving loopholes for exploitation by perpetrators.
Furthermore, the complexity of informal financial systems like hawala present significant

regulatory challenges due to its anonymous nature and lack of formal documentation process.

This study situates itself within social and legal context, aiming to explore how hawala networks
continue to challenge the fight against terrorism financing and what can be done to mitigate these

challenges effectively.

The ohjectives of this research paper are:

* To analyze the various existing global and national legal frameworks regarding the
offence related to terronsm financing.

* To assess the role of hawala networks in facilitating terrorism financing.

* To evaluate the effectiveness of legal and regulatory approaches in monitoring and
controlling the hawala system.

* To identify the gaps in current strategies regarding anti-terronsm financing laws and

regulation of Bangladesh.

1.3 Research Question

1. In what ways do current legal frameworks and regulatory measures tackle the challenges
presented by the hawala system regarding terrorism financing?

1



L4 Research Methodology

The research will be conducted by gualitative research methodology to achieve its purposes. This
research 15 based on both primary and secondary sources. As primary sources, this research will
rely on convention and both domestic and other countries laws. For secondary sources there will
be relevant books, journals, articles, publications and other resources that are relevant for this
research. As this is qualitative research, it will be based on collecting and analyzring the existing

literature.

L.5 Literature Review

Peter Andreas. in article, “The Hawala System and Its Role in Terrorism Financing™ explain that
terrorism finencing and its connection to informal value transfer system emphasizes the
complexity of addressing the issues in both national and international context. Hawala operates
outside the formal system which has drawn considerable attention due to its ability to facilitate
anonymous and cross border transactions.” According to Abishek Aggarwal and Dr. Suneel Kumar,
hawala networks are often exploited by militants to fund their operations in South Asian countries.®
Financial Action Task Force highlighted in its report of 2022 that the nature of hawala transaction
makes particularly volnerable by abusing its use for terrorist financing and money laundening
activities. Studies of Erc Bakker reveal that illicit money flows often find their way into terrorist

networks through informal channels.”

Case studies, such as Operation Green loe and Operation Rubdown demonstrate how hawala
networks has been used by terrorist organization to launder billions of dollars while evading
detection of the financial intelligence authority ® These cases highlighted the transitional nature of
such funding methods and the need for stronger cross-border collaboration among law
enforcement agencies. International Convention for the Suppression of Terrorism Financing
{1999) provides a legal foundation for ciminalizing the offence related to terronsm financing.
Later, legal measures on preventing terrorism financing have been adopted in domestic laws by

many countries across the world. Bangladesh is one of those countries. Yet scholars admit that

* Andreas, P. "The Hawala Syatem and lis Bole in Termorsm Financing,” Internationsl Security Joarmal, 2005,

% Bakker, E. " Hawala Metworks and Termonsm Finamicang in South Asia,” Sowth Assan Joarmal ol Terrrsm Siudies,
20

7 Bakker Hawala Networks and Termonsm Financmg mn South Aswa (Bakker, 2006).

| Abhishek Aggarwal, Dr. Suneel Kumar, Dnderstanding Howale Based Money Lumdering: Mechamizms,
Challenges, and Strategies for Combat 20024, Yol (06 < hitps:Gpprcomfuploads WSISSUEL TR PEZ S0 pdl =
assessed 16 Dot N2
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global and national efforts to address methods of terronism financing are undermined by
inconsistent enforcement and lack of resources across the country’s jurisdictions.” So, addressing
the evolving threats of terronsm financing methods requires a multidimensional approach
including strengthening CFT/ AML measures, using advanced technologies for monitoring illicit
transaction and global collaboration among law enforcement agencies to disrupt the channel

effectively.

L6 Scope and Limitation of the Research

This study explores the legal and regulatory frameworks addressing terrorism financing through
Hawala system focusing on both intermational and national contexts. It examines the operational
aspects of hawala networks, the role of hawala in facilitating terrorism financing and the
effectiveness of existing international and domestic legal instruments. This study also highlights
the challenges in monitoring and regulating such informal value transfer system of Bangladesh.
However, this research has certain limitations. It relies on both limited primary and secondary data,
which may restrict the depth of real ime insights into current practices and enforcement challenges.
Movement of guota reform of 2024 restricted the motion of the research by limiting access to key
data and disrupting field work opportunities that might be helpful to collaborate with local
authonties and organizations who focused on counter terrorism efforts. This study focused on
national and international frameworks excluding detailed regional analyses of other South Asian
countrics and Middle East countries. Besides, non-availability of Bangladeshi case laws further
limited the purpose of this study.

? Fohar, T, "Hawala as a Transmational Financial System: Challenges in Counter- Termonsm Financing.” (ilobal
Conefer Terrewrismm Review, 20193
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L7 Chapter Outline

This thesis paper is organized into five chapters:

Chapter 1 provides an overview of Terrorism Financing and the Hawala system. It outlines the
objectives, research guestions and methodology used in this research paper.

Chapter 2 delves into definition, sources, and functionality of TF with a particular focus on the
role of the hawala system in facilitating such illegal activity.

Chapter 3 examines intemational conventions and regulatory framework as well as analysis of
legislative responses across different countries.

Chapter 4 critically evaluates Bangladesh's legal and regulatory framework regarding the
prevention of terrorism financing and highlighted enforcement gaps and challenge in regulating
informal system of transfer.

Chapter 5 covers the findings, recommendations and conclusion of this research paper.

14



CHAPTER 2
Terrorism Financing and Hawala Networks

2.1 Defining the Term “Terrorism Financing.™

The term “Terronsm Financing™ refers to use of funds and other property made available for use
by the terrorists."” International Convention for Suppression of the Financing of Terrorism defined
the offence of terrorism financing as- any person directly or indirectly collects or provide funds
with the knowledge or intention that the funds will be used to carry out an offence which include
serious injury or death to civilians and the purpose of such act is to intimidate any population or
compel a government or international organization to do or refrain from doing any acts.'! This
fund is used in unlawful activities by a member of terrorist group to accomplish their communal

agenda.

The FATF explains terronist financing as the funding of terronist act or of terronsts and terrorist
organizations.'? Bangladesh in this regard defined that - a financing of terrorism occurs when a
person or entity knowingly receives, armange, supply for the collection of money, services, material
support, with reasonable grounds to believe that such resources in full or partially may be used for

the benefit of a terrorist entity, terrorist group or an individual terronst.™
2.2 Sources of Terrorism Financing

For a long period of time Temorism has become a weapon of the weak against rulers and
governments who are financially, politically, and even military stronger.'® The 11" o 13® century

witnessed some form of contemporary terronism where small groups of people waged a war and

10 Aishat Abdul-Oadir Zubair, Umar Ammbhamos Osent and Morhashimah Mohe. Yasin, “ANT-TERRORISM
FINANCING LAWS IN MALAYSIA: CURRENT TRENDS AND DEVELOPMENTS” [2015] TUMLY, p 153, =
haps:/ournals mumedu my ol pmde . phpfoumlyarse leview) 163 = asssssed 24 Oct N24.

1 Inernational Conventson lor the Suppresison ol the Fanemcing il Terromanm 1999, artscle 2 (1) (b)) <

hites: e o T icodd Timterr Bl > aocessed 2 Oef N2,

12 Frmancial Action Task Foree, ‘Glosary of the FATF Recommendations” (updated March 2023) <

hitps:wwyw Lakl - gal Lorgien/slossary bitml > accessed 25 Moy 2024,

5 Anb-Terromem (amended) Act 3003, section 7 (1).

¥ Seeinberg, A. (20011} A Review of “Termansm and Counterlerronam: Understanding Threats and Besponses i the
Post 11 Workd™: Brgame L. Macos, (3rd ed., Mew York: Longman, 20060, 334 pp. Comparative Strategy, 3001},
U809 < Wipss doaorg DO LSO 495933 2011 545691 = asgessed 2T Mov M24.
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more appropriately put, campaigns of terror against the government.'® Primarily, sources of
terrorist financing can be divided into two categonies, which are- Legitimate and Illicit. Legitimate
sources can be demonstrated with examples of charities, businesses, fund misers, contributions
from individuals, financial assets, religious groups. On the other hand, illicit sources indicate direct
criminal activity like human trafficking, extortion, tax evasion, smuggling of gold and other
precious staffs, proceeds of oil and gas b o Money laundering is one of the pnme sources of
terrorism in Bangladesh estimated to account for 12 to 13 percent of the country’s GDP at 3.4
billion U5 dollar. The growth of Informal Value Transfer System has emerged in Bangladesh due
to the need for efficient, cost-effective, and accessible financial services in rural and
underdeveloped areas where formal banking infrastructure is limited. " Remittances from
expatriate of Bangladesh who is working in the Middle East, United Kingdom and other countries

are a further area of concern.
2.3 Terrorism Financing and Money Laundering

There are significant differences between money laundenng and terrorism financing. While both
invodve misuse of the financial system, they differ in their purpose, ongin and methods. Money
laundering focuses on disguising the origin of illicit funds that were obtained through criminal
activities like tax evasion and drug trafficking. On the other hand, Terrorism financing aims to
provide funds for terronst activities. These funds can originate from both lawful and wnlawful
sources. The objective of ML is to obscure the origin of illicit money and further make it appear
legal through formal sources. In Terronsm financing the focus is not obscuring the source or ongin
but on ensuring the funds to be reach to the intended terrorist group. Money laundering often
invodves sophisticated layers of financial transaction to hide the trail of illegal funds.

Terronsm financing may involve more direct methods like the use of IVTS (e.g., hawala) or
through smuggling as the aim is o move funds securely to the recipients. There is significant
overlap between money loundering and terrorism financing because terrorist group often engage

in criminal activities to manage funds which are laundered to conceal the link to terrorism.

1 Fubair, Osen and Yasin (n 1) 153,

1% Gheneszs |- Martis, A guidance o understand hawala and 1o establish the nexis with Terronst Minancing™ [200 8]
CAMS-FOL, p 7. < Bips:Vawow acams. orgaml-w hile-paper-undirstand- hawala-nexus-termonst-linanc me =
Fsessed 2T Naw D24,

17 Bartis {n 16) 7.
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2.4 Funding Methods

Money is considered as the oxygen ar lifeblood of terrorsm.'® Former British Chancellar of the
Exchequer Gordon Brown stated that, “If fanaticism is the heart of modem terronsm, finance is its
lifeblood. " Scholar like Loretta Mapoleoni argued that without sufficient financial resources,
terrorists cannot sustain operations, train personnels and expand their influences.™ While the
sources and uses of terronst financing gained the most attention from scholars and policy makers,
how that money is transferred from it sources to the terrorist groups is a critical intermediary step.
Freeman and Rhuoesen explained six primary methods by which terrorist organizations move
funds- Informal Value Transfer System (IVTS), banks, money service business, cash couriers,
false trade invoicing and high value commodities **

1.5 The Concept of Hawala

The word “Hawala™ comes from an Arabic term which means to transform or to change. It is
known as Informal Value/Money or Value Transfer System (IVTS/MVTS) that has been used for
centuries originating in South Asia and Middle East.™ It is ofien used for legitimate purposes
which include personal and business financial transactions. Despite being used for legitimate
purposes, some attributes of this system make it vulnerable to use by organized crime for the
purpose of transferring illicit funds and values.

' Salam El-Fanh A. Abdel, “War on Terror: Fantasy and Frction Behind the Mythology of Termanst Financang™
Inbellectimal Dhscourse. 1'-'I'.H.'I'9r JTI'[I] i} 2

T TS

y ol Termonst_Fnancing = asgesosd on 25 (el 2024,
" Abdel {n 8) &

0 Napoleani, L. Terrorism and the ecomomy: how the war on lemmor is bankrupting the world / Loretta Mapoleoni
{15t English-language ed. ). Seven Stories Press (20100, < hops:slo

promi. osted ex ibnseroupocom/ permalmi U lecesquibL SFUL ALMAZNITOL52I3HENEE] ] = assegond 28 Moy

2024,

*1 Freeman, Michael, “The Sources of Terrorist Fmancing: Theory and Typology,” Stadies m Conflict and
Terronsm Yal. 34, No. 6 (200 1): 461-475 <

hitps:mpsedudocaments’ ] T 73R 12 1ET 2378 FIv -+ Study-+Cunde. gl > assessied aon 26 Oet 2024,

2 Genesis . Martis, A guidance to understand hawala and te extablish the nexes with Terrorist financing 2024 <
hEps: e ww ac amd orgselesided sul LT les 200

16 A e L s T 2 CH e R et o] e URH vy inlan® 20nmcd e 0 o 2O E 5 iabdich® 200e % S eous % Dt 200
erronsl® MbEinancime . pdl > assessed 10 Dec 24,
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2.6 Functionality of Hawala System

Hawals networks operate in many ways. Primanly a hawala broker (Hawaladar) in one country
accepts money from a client who wishes to send funds to someone else. Now this Haewaladar will
communicate with another hawaladar at the desired destination who distributes the funds to the
recipient.™ The basic components of transaction are- Two hawaladar, sender, funds, transaction
code and the receiver. Hawala networks are often based on trust. Close relationship between the
networks eases the settlement process. Throughout the transaction they do not keep any detailed
records or any required legal documents which complicate law enforcement agencies to trace the

origins of the transfer.™
1.7 Hawalas® Significant Role in Terrorism Financing

Hawala system has been linked to terrorist organizations and has been used for money laundening
and terrorist financing with an estimated £258.9 billion every vear™. Terrorist financial networks
rely on the global movement of inconspicuous amounts of cash. The methods of hawala ensure
anonymity and effectiveness particularly in regions that lack a well-functioning banking system
and other trackable currency systems. The Hawala system perceived legitimacy by countries across
the Middle East and South Asia further complicates efforts to disrupt the networks. Financial crime
investigations conducted a report that stated, Islamic State of Irag and the Levant (ISIL) uses
hawala networks in Iraq and Syria. It is also used in Europe to support terronist groups. Hawala
networks was used to fund the 2015 Pans attacks. This attack killed 130 people and injured 813
people™. Hawala remittance systems may not be attractive only for legitimate users. After 9/11,
there has been renewed interest for Hawala systems and growing concem about its potential role
in facilitating serious cimes including money laundering and terronism financing. [t may serve
legitimate purposes for migrant workers or poor people. But its specific characteristics make it

vulnerable to those wanting to launder the proceeds of criminal activity.

=% John Wilson (2002, Hawala and other Informal Payments Svatems: An BEconomic Perspective. <
hips: e il or gdes berma] mp e Ssenmy U el Vemg 'wilsom poll = asseciad 14) Dec N4,

¥ Wilson (n 170

= Mikita Malik,” Does the hawala Fi:l\'rl'll.l:ll. system sl benefil lemonss?™ I:H]Jg] Farbes. <

i ] - “r) — e = h..\_ e e r——— F'\?E“my]mlju_ﬂ
2 The Lrsh Tismes 13!]'If|-r.. ""]"lrls alllsc ks: I.ﬂTl.f_l,'lrlg_I:r futal lavers of nesotiroes Irld. lactics”™ <
hEtps: e wyw s e comy nsw s wor [l surope pans-aitack s-lernivime Ly -latal- layvers-ol -resources -and - acise s

| 2SR074Y = assessed 30 Oct 2004,
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In Bangladesh, around 1.8000,00 (BDT) considerably was transacted by illegal means through
informal channel which supposedly had a connection with terrorist groups.” Because of the rapid

and anonymous network of the hawala system, law enforcement agencies could not capture those
groups.”™ Bangladesh Financial Intelligence Unit { BFIU) reported, about 15 to 20 percent of the
hawala transaction is used for the purpose of terrarist activities or for intra-regional crimes. =
Statement of a Prothom Alo reporter highlighted that around eighteen lacs- twenty lacs taka have
been collected for neo- IMB arganizations through hawala networks solely from India. * Informal
money transactions are most common among the people who travel Sandi Arabia for yearly
pilgrimage. It challenges to determine whether the money is being used for religious purposes or

terrorist activities. *!
2.8 Use of cryptocurrency in Hawala System

Cryptocurrencies are becoming a part of modem financial systems. In positive, it is offering
diverse payment options to the consumer. In negative it challenges regulatory system regarding
preventive measures that deal with unregulated hawala system. Around 103 countries across the
world have implemented tax or AML/CFT laws for eryptocurrencies.* Some nations have banned
cryptocurrency entirely such as Bangladesh is one of them. Cryptocurrencies and hawala share
commaon traits such as privacy and decentralization. In both systems we may not easily trace the
sources of origin of tronsactions. According to a survey, most hawaladars did not use
cryplocurrencies, but some of were aware of others who did use it. ™ Cryptocurrencies like
*Bitcoin™ and “Ethereum™ are reportedly used by a group of hawaladars across several countries.
Law enforcement agencies face critical challenges in regulating cryptocurrency related
transactions particularly due to weak Anti- Money Laundering/Know Your Customer measures

T piahian Reza Sabreet, Terrong Fimancing i Bangladesh in the Post-%'1 1 Era: Methods and Responses' (2020)
41(2) BISS Jourmal 173-203, p 191. <

hetps: e acadermaedn TEI T HT UTERRORIST FINAMUING [N _BANGLADESH IN THE_POST 9 11 _ER
A METHODS AND RESPOMSES = assessed T Moy 24,

* Ibad.

= Jhad.

O fhad.

1 Thad.

=LA, Labrary of Congress Beport 2021,

= Unated Mations (fTice on Drugs and Crime, Hawala: A Digital Finemee Promer {USNODC 2009 p 82 <

hitps: e wyw . umeddc org Adacumenta dati-and-analvs AT Hawala Dhntalpd] > accessed 12 Nov 20204,
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and 15 misuse to ad hawala networks, Such factors undermuine international concerns about

cryptocurrency s vulnerability to cnminal exploitation.

2.9 Chapter Conclusion

Terrorism financing remains a global threat as it fuels illegal activities that destabilize societies as
a whole. Terrorists get funds from varous methods. One of such methods called “Hawala™ has
specific characteristics thot made it even harder to combat against terrorism financing. In
Bangladesh, the use of hawala system for illicit transactions indicates systematic vulnerabilities in
country's financial monitoring system. Even though there are existing anti-money laundering and
counter terrorism financing acts to fight against such issues, gaps in enforcement allow hawala

networks o operate and facilitate terrorism related activities.

20



CHAPTER 3

International Legal & Regulatory Instruments regarding Prevention of
Terrorism Financing
3.1 UN Convention
One of the important international conventions that have been introduced in order to prevent
financing of terrorism is the International Convention for the Suppression of the Financing of
Terrorism. Resolution 54/109 of the UN General Assembly enacted this Convention, which

requires that member states take measures to protect financial system from being misused by

persons who engaged with terrorist activities.

This Convention ciminalized the financing of terrorism. It requires states to adopt measures that
establish “financing or funding to terrorist activity™ as criminal offence under its domestic law. *
To constitute an offense, it is not necessary that the funds were used to commit offences which are
defined in the convention. Intent or knowledge of how the funds might be used is sufficient to
constitute an offence. ** Participating as an accomplice in the commission of an offense and
organizing or directing the commission of the offense are also criminalized in the same way as the

offense itself. ¥

This convention further provides for the identification, freezing and seizure of funds allocated for
terrorist activities™ . The states party must give each other the greatest measure of assistance in

connection with investigation or extradition proceedings mentioned in the convention™.

This convention reguires parties to take steps to prevent and counteract the financing of terrorists,
whether direct or indirect, through groups claiming to have charitable, social or coltural goals or

which also engage in illicit activities. =

* Imernational Convention of the Suppression of the Finameang of Terrorism (1999, article 4 (a).

= . Article 2 (3

¥ 1. Article 2 (5) {a), (k).

T Ihad. Article % (1)

= Il Article. 12 {1).

" pd. Abdul Halim and Farhama Helal Mehtab, Temorsm and Counter Termrism- Legal lisues, Challenges and
Responses (1€ edn, CCB Foundation 2015) 32,

21



3.2 UN General Assembly Resolution (Resolution 60/288)

The UN Global Counter-Terronsm Strategy 2006 is designed to accumulate international efforts
to combat against terrorism. [t consists of four pillars, which are: 1) Addressing the conditions that
facilitate the spread of terrorism by tackling the root causes of terrorism. This involves addressing
issues such as poverty, inequality, and limited access to education. It suggests understanding
diverse cultures and religions to counteract extremist narmatives and engage with civil society and
the media to challenge their ideologies, 1) Preventing terrorism by disrupting financial networks
that support terrorist acts. This involves implementing international standards which are set by
FATEF. that include developing regulatory frameworks that criminalize terrorism financing and
enhance transparency in financial transactions.

The UN provides training programs for law enforcement, regulators and intelligence agencies
covering investigation techniques and legal frameworks, 11) Building states’ capacity to prevent
terrorism and strengthening the role of the UN system in this regard, iv) Securing respect for
human rights and the rule of law in all counter-terrorism efforts. The strategy calls for ensuring
counter-terrorism measures comply with international human rights standards. Member states are
urged to ensure accountability for human nghts abuses and promoting good governance to prevent

PETTOrSm.
A3 Intergovernmental Organization

The Financial Action Task Force requires countries to implement preventive measures to protect
their financial system *. FATF is an intergovernmental body that created international standards
to combat money laundering and terrorism financing. Recommendation 6 calls for implementing
targeted financial sanctions relating to terrarism and terrorism financing®'. Recommendation 10
highlights the importance of CDD measures for verifying the identities of customers and beneficial
owners. ** Recommendation 20 requires financial institutions to report any suspicious transactions

related to terrorism financing to the states® Financial Intelligence Unit*. States party must enact

* Financial Action Task Force, Rec 1. =

hitps:www e hbrary . aml. oce'downlaadpad D des play ool W7 E 1 SHSEE 54 1 chil] 7. > assessed 26 Ot 2024,
A FATE, Intermatsonal Standards on Combating Money Laandering and the I'm.1.11|.1r||.|_e -ul’Tl::mrnm & Prohilfertion:
The FATF Recommendstsons (updated March 2022 Bec 6 < L - !

socested 2T November 2024,

2 Jad Bec 100

5 Jhad. Rec 20.
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certain requirements concerning the role of financial institutions for detection and reporting of
evidence of financing of terrorist acts”. Recommendation 26 calls for establishing FIUs and it
shall be responsible for receiving, analyzing and disseminating financial information related to
suspected terrorism financing. FATF reguires MVTS provider to register with the financial
institution and keep a proper license that ensures compliance with the AML and CFT measures.*
FATF recommendations no. 14 and 26 particularly pertain to money or value Transfer System.
The glossary of FATF also defines money or value transfer system. One survey that FATF
provided of 33 high, middle and low-income countries that stated hawala was classed as illegal in
eighteen unspecified countries. According to FATF hawala business activities remained
challenged due to limited sources for supervision, lack of guidance. failures to report by

hawaladars and due to the hidden nature of this system.
A4 International Organizations

The International Monetary Fund and the World Bank support international financial stability and
economic development. They focus on strengthening AML and CFT frameworks in member
countries through technical assistance, assessments of financial systems and capacity building
programs. Technical assistance and capacity-building efforts help countries improve compliance
with international AML/CFT standards, enhancing the integrity and stability of the global financial
system. Assessments are conducted through Financial Sector Assessment Programs (FSAPs),
which include reviewing a country’s AML/CFT measures.

The Egmont Group of FIUs is an international network established in 1995 to improve cooperation
and suppaort in the global fight against money laundering and terrorism financing. Comprising over
160 FIUs, it focuses on collaboration and improving the operational efficiency of its members.
One of the primary functions is to facilitate the secure exchange of financial intelligence. These
programs improve the skills and knowledge of FIU staff, helping them to keep up with the latest
trends in financial crime. Operational support is another key activity of the Egmont Group. This
support includes cooperation between FIUs and providing technical and analytical assistance to

* Cilemn Giottselig and Paul Gleason | Internatsonal Monetary Fund, "Suppressing the financing of lemonsm: a
handbook for legmlative drafling® [2003], p 5. < https:Udoiore) OSOR9UTE]SEU0EITE T (6D = adsected 26 (et
2024,

“FATFE, Rec 16
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track and analyze suspicious financial activities. This assistance enhances FIUs' data analysis,

intelligence gathering abilities and making them more effective in combating financial crimes.

Financial institutions and law enforcement are encouraged to make efforts to conduct proper
KYC. Getting to understand how hawala operates is essential to distinguish between illicit and
legitimate funds. The more knowledge i1s acquired, the easier it becomes to understand the ways
to legitimize this system without affecting the legitimate users. If a country has a lenient
regulatory system, the financial system and its products are prone to be exploited for terronist

financing.
4.5 Various National Legislative Enforcement

The legislative approaches of UK. US.A to prevent financing of terrorism reveal a mix of
similarities by each country’s geopolitical and socio-economic context. In the UK, the Proceeds
of Crime Act, 2002 established the backbone of legal measures against terrornism financing. It
outlines offences related to concealing®, transferring®’, and possessing criminal property*®,
imposing strict penalties and fines for individuals and entities involved in such activities.
Terrorism Act. 2000 establishes the prohibition of fundraising, use of property for termorism and
armangements which facilitate terrorism. Another regulation requires hawala operators to register
with HM revenue and customs.* Hawala operators must follow AML and CDD measures which
include recordkeeping and reporting. NCA works closely with financial institutions to address
compliance with the standard measures and disrupt terrorism financing networks ™ United States
has USA Patriot Act. 2001 and Bank Secrecy Act, 1970 requiring hawaladar to register with
FinCEN. IVTS providers are classified as money service business. So Hawala and similar IVTS
systems are legal if it operates with registration and proper licensing requirements.*" In UAE, laws
reflect its dual role as this place is known for a financial hub in the middle east and a region that

has traditional or close ties with hawala system_ ™

6 Proveeds of Crame Act 2002, 2 327 (1 iak

TPOCA 02, 4 337 (1) {d).

= POCA 2002, 5 329 (2) {c).

1 The Money Laundening, Terrorist Fmancang, and Transfer of Funds (Infommation on the Fayer) Regulabons 2017,
N Geneszs J. Martis, A guidance o understand hawala and o establish the nexus with Terronst lnancing™ [200 8]
m_l.tj.'FIH{. - ir g el . . N . arul - N Fra—— B P I
amsessed (2 Mov 2125,

1 Ihad.

2 Thad 1%,
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The Evropean Union has developed a robust legal framework to combat terrorism financing. These
instruments aim to ensure the necessary legal tools to prevent, detect, and penalize terrorism
financing activities effectively.™ Member states must implement effective, proportionate and
dissuasive sanctions for convicted linked with money laundering and terrorism financing. ™ Funds
Transfer Regulation™ is a key legislative measure introduced by the EU to enhance the
transparency and traceability of electronic funds transfers.™ lis primary chjective is that payment
service providers (P5Ps) must include specific information about the payer and the payee in every
electronic fund transfer.™” The regulation provides law enforcement and regulatory authorities with
enhanced tools to detect, investigate and prosecute cases of money laundering and terrorism
financing by accessing comprehensive transaction data. On payment services in the internal market,
hawala system is required to apply for license from the relevant EU member states. ™ Anti-Money
Laundering Regulation of the European union now covers the entire crypto sector, requinng
entitics to perform CDD for transactions over curo 100 ™ This involves venfying customer
identities and assessing the risk of terrorist financing to prevent anonymity that could enable illegal
activities. The Regulation also bans anonymous crypto asset wallets, requiring wallet providers to
identify their customers.™ This hmit reduces anonymity in transactions and aims to deter large-

scale money laundering and terronism financing.

The EU faces challenges in harmonizing the implementation of AML and CTF directives across
member states due to varyving legal systems and enforcement capabilities. Countries have different
resources and capabilities to enforce these regulations. Rapid advancements in financial
technologies pose new challenges for AMLICTF efforts. Keeping regulations up to date with
technological developments is essential to prevent terrorism financing and other illicit financial

CTIMES.

* Ribé & Mathahie, ™ Counter-terronsm financing: memational best practices and the law™ <
hitps: bl comddhaplav bileS57TT9 dneuaee—en > dSsesded P Dee 2004,

* Ihid.

* Fund Transler Reguluton oo, 3473015

4 had.

T Ihd.

= Directrve 2052366 of the Europsan Parliament and off the Councl.

= Regulation (ELT) 2005/ 847,

@ Anti-hMoney Lamdernmg Drrective (EL) 2001850843,
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3.6 Chapter Conclusion: This chapter explained and analvred the international legal and
regulatory instruments with the aspects of UN convention, security council resolution, FATF
recommendations, [IMF and world Bank and initiatives taken in vanious national legislations. These
measures demonstrate the importance of financial transparency, cross border cooperation and
targeted financial sanctions, and asset freezing or seizing in relation to terrorism financing.
Countries like United Kingdom, U.5_A and Evropean Union have implemented robust regulations.
Improved regulatory systems and enhanced international coordination with state parties is essential
to disrupt financial networks and by the time this cooperation between state partics and mutual

legal assistance can mitigate the risk of emerging threats of terrorism financing effectively.
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CHAPTER 4

Analysis of Legislative & Strategic Approaches against Terrorism Financing
in Bangladesh

4.1 Legislative Approach

While Bangladesh has adopted laws such as- Anti Terrorism (amended) Act, 2013 (hereinafter
mentioned as ATA2013) and the Money Laundering Prevention Act,2012, but enforcement of
such measures remains weak in this modemn day. The United States become concerned about rising
Islamic militancy in Bangladesh after %'11. Under U.S pressure Bangladesh enacted the Money
Laundering Prevention Act (MLPA), 2002, Those Acts are the primary legislation which address
terrorism financing and money laundering. ATA criminalizes the act which relates to collect,
receive or transfer of funds with the knowledge that such fund will be used in terrorist activities."
It allovws authority to freeze and seizure the assets which are suspected of engaging with terronism.
“ It obligates financial institutions to take preventive measures to detect and report any funds
related to terrorism financing. This act also allows permanent forfeiture of funds or properties
which are intended for use or which is actually used in terrorist activities.™ This law also enables
couniry to cooperate with other state and international organizations with information sharing,

mutual legal assistance and investigations |:|1'v|:|n|:'1:.li.'..'S'JI

Reporting organizations must verify the identity of customers with proper CFT and AML
obligations before establishing business relationships.®* BFIU is empowered to analyze Suspicious
Transaction Reports and other financial information, share intelligence with international and
domestic corporations, and issue guidelines relating AML and CFT to financial institutions and
other reporting organizations.™ Another provision of MLPA requires money transfer service
operator not to deal without having proper license and registration.®” All reporting organizations

5 anti- Terromem (amended) Act 2003, & (7).
52 ATA 2013, 5 (19).

o ATA 2013, 520

o ATA 2013, 5 23,

& BLPA 32, 5 16,

S AL P N2, 5 23

5 RLPA N2, 5 23
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{banks and other financial institutions) must submit STRs to the BFIU if any transactions seem
suspicious or have the potential threat to link with TF and ML.

Hence, there is no single thematic legal framework regarding the hawala system. Rather laws
relating to terrorism financing and money laundering provide general aspects of terrorism
financing methods. As it is not explicitly targeted informal financial system such omission may
hinder the ability to regulate funding these channels effectively by leaving vulnerable to misuse
by terromists. Therefore, the laws were not very effective in checking terror finance. The ULS kept
pressuring Bangladesh to enact an improved law in line with strategy to combat global terrorist
activities.™ There is an absence of dedicated rules and regulations in Bangladesh regarding the
misuse of technologies in facilitating terrorism financing. As digital platforms and the use of
cryptocurrencies have grown, the offender will use those platforms and digital currencies which

may further complicate the regulatory efforts.

4.2 International Approach

Convention mentioned in chapter 3 encourage states to implement preventive measures leading

international standards which are framed in nine recommendations %

on terronst financing.
Bangladesh is now party to twelve UN conventions and protocols on terrorism. Bangladesh is
secking to strengthen the monitoring of bank accounts and financial transactions to detect terrorism
financing effectively. It helps to prevent illegal money transfers through the banking channels and
other illegal channels. The international establishment like FATF and Asia Pacific Group has been
pressing the government to incorparate offences such as financial crnimes into the extradition.™

Similar suggestion was made by the justice department of the US government and the ex-finance
ministry of Bangladesh.™

There are several issves concerning why this global system management does not work sufficiently

in this country. This is happening because exchange of information is happening in a linear way

% Halim A and Mehtab F, Terroriom and Counter Ternoersm | Legal Tevues, Challenges and resporses] 1% edn, CCB
# EATF Recommendation.

™ Jhad.

! Ihad.
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where the international bodies are less concerned about the necessary appeals formulated by
domestic bodies. Rather they are pushing their own agendas globally.™ The policies adopted by
the global anthorities rely on stereotypical ideas on the financing of terrorism presenting mostly
the demands of the western world.™ The responsiveness of the international authorities also
depends on the global stature of a country where Bangladesh fails to get considerable attention.™

The most concerning fact of this context is that there i1s no single global legal framework for the
hawala system. According to FATF, hawala business activities remained challenged due to limited
sources for supervision, lack of goidance, failures to report by hawaladars and duwe to the hidden
nature of this system. The government tried to examine further areas for legislative improvements
to the anti-terrorism act that reflects Bangladesh's receptivity to international peer review
mechanisms and the FATF international cooperation review group process. The government
formed Mational Coordination Committee dealing with countering terrorist finance issue to

provide operational level coordination and develop a national strategy. T

Thus, the available international mechanism does not tun out to be fruitful enough to ensure
necessary prevention of regulations to national and local divisions. Undoubtedly an intemational
coordinating means is a very significant necessity, considering how terrorist financing is

transcending the conventional borders every day.

4.3 Regional Approach

The most significant supervisory body in the guestion of terronst financing is the Asia Pacific
Group. Compliance report regarding the regulatory means of Bangladesh is not satisfactory.
According to a report Bangladesh has been found to be low compliant to twenty-seven of the forty
regulations.™ It suggests not only supervisory and regulative amendments but also judiciary

actions to be developed conceming in both regional and global context.

2 Wahian Reza Sabreel, TERRORIST FINANCING IN BANGLADESH IN THE POST-911 ERA- METHODS
AND EESPONSES, p 1T < htipss wearwe b orge D0 SHRER B ITSS TR InZg 3 = actesond 4 Jan 25

™ Ihad.

™ Jhad.

™ Mahian Reza Sabreet, TERRORIST FINANCING [N BANGLADESH IN THE POST-911 ERA-

METHODS AND RESPOMSES, p 1T < hitpaswewew dhi o 10 SERSEBTISS 200 Tndad = agomiged 5 Jan 2025
™ Jhad 17.
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A reason behind the dissatisfactory situation has been pointed out to be the lack of coordination
between the cross-border counterterrorism units. SAARC has failed to prove its implication in the
regional context. Organization tends to avoid the discussion on cross border terronism considening
the cut-throat relation between India and Pakistan.™ This association fails to organize practical
manifestation even though coming with a promise to help the member states take collective and
individual attempts to deal with terrorism financing.™ This kind of issue is not only missing the
opportunity that could utilize as a regional organization but also restricting the counterterronsm
efforts of the concerning states.

Among other regional arrangements, BIMSTEC"s working on counterterronsm and as well as the
subgroup on preventing terrorism funding are must to be noted. Meetings held in 2015 of the
members had focused on vanous important issues regarding terrorism and have given effort to
bring some standard requirement of CFT and AML for broader regional aspects. ™ Bangladesh
Financial Intelligence Unit is responsible for analyzing., collecting and disseminating of
information on terrorist financing from the Suspicious Transaction Reponts.

BFIU operates as a bridge between the banks. financial or monetary organizations and the law
enforcement agencies from where that bulk of information is collected, analyzed and disseminated.
It also has the responsibility to supervise the implementation of MLPA, 2002 and ATA,201 3 within
their national border. The BFIL became a part of the Egmont group. and it expanded the global
partnership for the organization. Although there is no definite way to measure how much impact

the authorities are having upon countering the sources of terrorist financing in Bangladesh.

4.4 Chapter Conclusion:

Bangladesh adopted laws such as Anti-Terronsm (as amended) Act 2013 and Money Laundenng
Prevention Act 2012, but enforcement remains inconsistent, particularly in regulating informal
financial systems {Hawala). While Bangladesh has aligned itself with international conventions
and other regulations, the absence of a thematic legal framework and emerging threats of hawala
networks such as- cryptocurrency-based hawala type transactions questions its ability to combat

financing of terrorism.

T Ihad.
™ Thad 20
™ Thad.
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At the international level, FATF provides guidelines, but limited global influence and the
stercotypical approaches of international authonties decrease the effectiveness of these
mechanisms. Regionally, poor coordination among counterterronsm units, and the inability to
address cross-border terrorism financing further complicates the issue. Addressing terrorism
financing in Bangladesh reguires a stronger focus on integrating laws with international standards
and developing regional cooperations. Without these reforms, vulnerabilities in the financial
system will continue to affect the Bangladesh's security efforts.
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CHAPTER 5
Findings and Recommendations

5.1 Findings:

The study provides an analysis of funding methods regarding terrorism financing and its regulatory
framework and its impact on both national and international level. By analyring primary and
secondary sources, the following key findings have emerged:

Terrorism financing can be derived from both legitimate and illegitimate sources. Regardless of
sources, funding methods like hawala operate outside of formal financial system that provide
anonymity, cost-effective and speedy transactions. These charactenistics often attract to those who

wants to trunsfer funds to the terronsts.

Bangladesh is a part to various international conventions regarding prevention of terrorism
financing. However, there are flaws in aligning domestic laws with intermational best practices.
For example, FATF highlights the importance of regulating informal financial systems, but
measures taken by the country are not well enough to deal with the full scope of the hawala system.

The Hawala system makes it difficult to monitor and regulate. Neither the ATA nor the MLPA

provides clear mechanisms to oversee and control these systems. This omission allows hawala
operators to operate without sufficient oversight and creating vulnerabilities for misusing the funds
into terrorist activities.

Bangladesh’s geographical standing with conflict-prone regions like Myanmar and India makes it
a potential threat for financing terrorism in the South Asian region. Hawala networks in
Bangladesh are used to support groups involved in regional conflicts and transnational crimes. The

lack of transparency and accountability in cross-border financial transactions further complicates

the challenges of monitoring and disrupting these financial flows of funding.

As technology evolves, hawala networks may become even more complex and harder to track.
Cryptocurrency and blockchain-based platforms could integrate with hawala to create hybrid
networks that are even more challenging for regulators. This would further complicate efforts to

disrupt illegal financial flows and combat terrorism financing.
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As Bangladesh continues to engage more deeply with the global economy, there is a risk that
transnational criminal organizations may exploit the country’s hawala networks. Organized crime
groups may use hawala to move profits from illegal activities into Bangladesh, further
destabilizing the local economy and increasing comuption within law enforcement agencies and

financial institutions.

5.2 Recommendations:

A thematic legal framework for regulating hawala system should be adopt because such system
holds a significant threat to the financing of terrorism in Bangladesh.

Such framework may enable better oversight, monitoring and enforcement system and may reduce
the opportunities to abuse such network by temromst groups. Moreover, it would facilitate
international cooperation in identifying and blocking cross-border financing that is linked to
informal money transfer systems. It may also include more ngoroons inspections of financial
institutions and informal money transfer systems and require great accountability for those who

fail to report on suspicious transactions.

Regional organizations (SAARC, BIMSTEC) shall extend their cooperation with other global
entities. It must include measures like real-time information-sharing platforms between financial

intelligence units.

Country should work on improving international relationships, particularly with the FATF and the
Egmont Group, to strengthen intelligence sharing and cooperation. This could create greater

participation in international level and proactive engagement with global counter-terrorism efforts.

BIMSTEC should be empowered to take more concrete actions against financing of temmonsm.
Country should take the lead in advocating for stronger regional cooperation by sharing

intelligence, joint investigations, mutual legal assistance and coordinated policies.
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Bangladesh must strengthen its collaboration with countries that have large Bangladeshi migrant
workers, such as Saudi Arabia and the UAE. Bilateral agreements on information-sharing and joint
law enforcement efforts will be the most efficient tools in disrupting terrorism financing and

hawala networks.

The current framework of Bangladesh is to some extent effective but needs modification to include
digital financial transactions system requirement and advanced systems regarding cryptocurrency-
based hawala networks. Amending those lows which will include stricter penalties for hawaladars
and expanding their scope to cover newer forms of informal money transfer system would deter

the risk of terrorism financing and money laundering.

Every organization related to financial institution must adopt advanced technologies, such as Al
and blockchain that could help the government to better monitoring ability of the large financial
transactions and detect suspicious activities. These technologies can be used to analyze transaction

data and otilize patterns that suggest hawala type activity.

Bangladesh must continue to promote formal banking services in rural areas where hawala is most
prevalent. Taking initiative for the people of Bangladesh such as mobile banking programs, should
be scaled up to make convenient and affordable alternatives to hawala system.

5.3 Conclusion

Terronsm financing constitutes threats to global peace and security. As explored in this paper, one
of the funding methods Hawala represents a unique challenge to domestic and international legal
and regulatory frameworks.

From the definitions and origins in chapter one to the detailed evaluation of intemational
conventions, various financial organization and national efforts in chapter three and four, this study
effectively emphasizes the persistent gaps in combating the financing of terronism. Funding
methods, Howala operate anonymously. cost effectively, and cross border efficiency particularly

make it attractive for illegal activities relating to terrorism financing.

Deespite its traditional role, it 15 misused by terrorist groups in Bangladesh where informal financial

system is prevalent. UN conventions such as the Intemnational Convention for the Suppression of
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the Financing of Terrorism and regulatory bodies like the Financial Action task force have set
international standards to prevent these threats. However, the country’s legal and enforcement
mechanisms that align with international standards require further reformation to address evolving

threats of the hawala system.

While significant progress has been made on the international and national level, the fight against
terrorism financing remains much work to mitigate the nsk of informal methods in facilitating
those illegal activities. A thematic legal approach for regulating the hawala system in every
potential aspect, legislative reforms, technological integration, regional cooperation is essential to

mitigate the risk of such threats.

A widespread awarencss campaign, targeting both rural and urban areas should be rolled out to
educate the people on the legal nisks of using the hawala system. The government should encourage
the use of formal banking systems for remittances or other financial transfers by highlighting their

security and relinbility.

35



BIBLIOGRAPHY

Convention

1. Intermational Convention for the Suppression of the Financing of Terrorism (1999)

N Resolution
1. The UN Global Counter-Terrorism Strategy 2006 (Resolution 60/288)

Legislation
1. Patriot Act, 2001
2. The Procesds of Crime Act 2002
3. Bank Secrecy Act, 1970
4. Anti-Terronism (amended) Act, 2013
5. Money Laundering Prevention Act, 2012

Regulations & Directives
1. The Money Laundering. Terrorist Financing, and Transfer of Funds (Information on the
Payer) Regulations 2017
Fund Transfer Regulation no. 8472015
Directive 2015/2366 of the European Parliament and of the Council.
Regulation (EU) 2015/ 847,
Anti-Money Laundering Directive (EU) 2018/843.

L

Recommendation of Intergovernmental Organization
1. FATF Recommendation

36



Journal Articles

1.

Mapoleoni, L. Terrorism and the economy: how the war on terror is bankrupting the world
/ Loretta Napoleoni. (1st English-language ed.). Seven Stones Press (2010). < https://sfu-
primo.hosted . exlibrisgronp.com/permalink/f/ lecgsju/ 01 SFUL_ALMA21 1704523300036
11 > assessed 28 Nov 2024,

. Freeman, Michael, “The Sources of Terronst Financing: Theory and Typology,” Studies

in Conflict amd Temonsm Vel 34, Moo 6 (2001)x 461475 <
https-//nps.edo/documents/ 1 107734700 121673378 FiM+ Study+Guide pdf > assessed on
26 Oct 2024,

. John Wilson (2002), Hawala and other Informal Payments Systems: An Economic

Perspective. <  https:/www.imf.org/external/np/leg sem/ 2002 cdmfl/eng/'wilson.pdf =
assessed 10 Dec 2024,

. Mikita Malik,” Does the hawala payment system still benefit terronists?™” (2019) Forbes. <

https=/www forbes com/sites/ forbes-personal-shopper/article best-wireless-dog-fences/?
= assessed 30 Oct 2024,

. Abhishek Aggarwal, Dr. Sunee]l Kumar, Understanding Hawala Based Money Laundering:

Mechanisms, Challenges, and Strategies for Combat 2024, Vol 05 =
https(1jrpr.com/uploads VS ISSUE4/LTRPR25900_pdf =

. Andreas, P. "The Hawala System and Its Role in Teronsm Financing," Intemational

Security Journal, 2019, 21(5), 513-532. < https-//dot.org/ 1 0. 1068/'d3 10t =

. Bakker, E. "Hawala Networks and Terrorism Financing in South Asia” South Asian

Joumal of Terrorism Studies, 20017.

. Institute for Economics & Peace, Measuring the Impact of Terronism: Global Terrorism

Index, 2024 https:/www visionofhumanity org/resources/global-terrorism-index- 2024/
accessed 25 October 2024,

. Paul Cochrane, “The Funding Methods of Bangladeshi Terrorist Groups® (2009) 2(5) CTC

Sentinel < httpssctcwestpoint.edwswp-content uplosds 20 V06V ol 2 ss5- Artbpdf =
pccessed 26 October 2024.

10, Genesis ] Martis, *A Guidance to Understand Hawala and to Establish the Nexus wath

Terrorist  Financing®  [2018] CAMS-FCI  https2{www._acams.org/aml-white-paper-
understand-hawal a-nexus-terrorist-financing/ accessed 27 November 2024,

a7



11

Aishat Abdul-Qadir Zubair, Umar Aimhanosi Oseni and Norhashimah Mohd Y asin, * Anti-
Terronsm Financing Laws in Malaysia: Current Trends and Developments® [2015] ITUM

Law Joumal 153 < https://journals num.edu.my Tiumlp index. phpdomly article/ view 163 =

nccessed 24 October 2024.

12. Financial Action Task Force, “Glossary of the FATF Recommendations” {updated March

13,

14.

15.

2023) https:/rwww _fatf-gati.org/en/glossary_html accessed 25 November 2024,

Andrew Steinberg, ‘A Review of “Terrorism and Counterterronism: Understanding Threats
and Responses in the Post %11 World” by Brigitte L Nacos (3rd ed. New York: Longman,
2009y (2011} 30y Comparative Strategy e
https/doi.org/ 10, 1080/01 495933201 1.545691 accessed 27 November 2024.

Institute for Economics & Peace, Measuring the Impact of Terronsm: Global Terrorism
Index, 2024 htps:www visionofhumanity org/resources/global-terrorism-index- 2024/
accessed 25 October 2024,

Salam El-Fatth A Abdel, “War on Terror: Fantasy and Fiction Behind the Mythology of
Terrarist Financing” (2009 17(1) Intellectual [hscourse B
https-/‘www_researchgate net/publication/277 170308_War_on_Terror_Fantasy_and_Ficti
on_Behind_the_Mythology_of Terrorist_Financing accessed 25 October 2024,

16. The Insh Times, “Paris Attacks: Temfyingly Fatal Layers of Resources and Tactics' (2016)

17.

https-www_irishtimes_ com/news/world/‘europe/paris-attacks-terrifying ly-fatal -layers-of-
resources-and-tactics- 1. 2580749 accessed 30 October 2024,
United Nations Office on Drugs and Crime, Hawala: A Digital Finance Primer (UNODC

2019 https:www unode org/documents'data-and-anal vsis/ AQTP Hawala Digital pdf

18. Rébé N, Counter-terrorism Financing: International Best Practices and the Law

19,

https=brill.com/display/title/557 79 language—en accessed 2 December 2024,

Nahian Reza Sabnet, TERRORIST FINANCING IN BANGLADESH IN THE POST-9/11
ERA: METHODS AND RESPONSES, p 17 <
https=/www.doiorg/ 1056888 BIISS)2020v4 In2a3 > assessed 4 Jan 2025,

38



. Halim A and Mehtab F, Terrorism and Counter Terrorism [Legal Issnes, Challenges and
responses) 1" edition, CCB Foundation.

. David D Linnan, Terrarism Financing and State Responses: A Comparative Perspective,
28 edition, CRC Press.

. Mark Peith, Money Laundering and Terrorism financing: A Global Perspective (17
edition) Palgrave Macmillan Press.

39



